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EXECUTIVE SUMMARY
Introduction
Telemarketing fraud is a pervasive white-collar crime in the United States. The “repeated
victimization of elderly people [is] a cornerstone” of this crime, according to federal law
enforcement authorities. A 1995 AARP study found that more than half of individuals
targeted for victimization were age 50 or older – a particularly high proportion since
people in that age group comprise only one-third of the general population.
AARP has a long history in partnering with law enforcement and consumer protection
agencies to attack telemarketing fraud aggressively on several fronts. AARP organized a
highly successful public education and prevention campaign that used behavioral
research to develop messages that were effective in preventing seniors from being
victimized by telemarketing fraud. AARP also worked with a multitude of state and
federal agencies to uncover criminal telemarketing scams, educate older consumers about
fraud, and encourage the growth of fraud prevention efforts by law enforcement agencies.
The fluid nature of this crime makes it difficult to craft a simple or universal template for
combating scams. Telemarketing criminals repeatedly change the content of their pitches,
the products being offered, the locations and business names they use. Because of this, it
is critical that advocates fighting crime have up-to-date information on consumers’
experiences with criminal telemarketers and current patterns and trends in fraudulent
solicitations.
In 2000, the Department of Justice (DOJ) funded a grant to the AARP Foundation and the
American Prosecutor’s Research Institute - National District Attorneys Association to
create a curriculum and deliver training to district attorneys regarding telemarketing fraud
prevention and education. DOJ awarded a supplement grant to AARP in May 2001 to
initiate new research to develop information about current victims and investigate best
tactics to help consumers resist fraudulent pitches.
This report includes findings from three separate but interrelated research activities
conducted under that supplemental grant to identify the causes of telemarketing fraud
victimization and suggest ways it might be prevented. All were undertaken in 2001 and
2002.
The first activity was a series of controlled experiments conducted with actual and
potential victims of telemarketing fraud who reside across the country. This study
explored how different types of intervention tactics in the form of telephone messages
delivered to telemarketing fraud victims and potential victims by peer counselors affect
their responses to simulated attempts to defraud them through telephone sales pitches.
Peer counselors who were similar in age and background to those on the victim list were
used to deliver the scripts and messages to the victims and potential victims.
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The second activity involved telephone interviews with two samples of known victims of
telemarketing fraud age 45 and older, and a comparison sample of the general population
age 45 and older. The victim samples included 310 lottery victims from across the
United States and 132 victims of investment fraud principally from California and
neighboring states. The general population sample involved a listed random digit dial
(RDD) sample of 507 persons nationwide. The purpose of these interviews was to
determine whether there are significant differences in psychosocial characteristics and
telephone behavior between the general population and known telemarketing victims, and
between victims of different types of scams. Psychosocial characteristics were
determined using validated questions known to differentiate disposition to react in
particular ways.
The third activity involved telephone interviews with 18 professionals in the United
States and Canada who work with older victims of telemarketing fraud, or who supervise
telemarketing fraud investigations. These professionals included law enforcement
investigators, prosecutors, victim advocates, public guardians, and staff of consumer
protection and elder abuse agencies. The purpose of the interviews was to determine how
the professionals approach and work with victims; to obtain their opinions on what works
and doesn’t work in modifying victim behavior; and to elicit suggestions for strategies
that might be effective in combating vulnerability to telemarketing fraud.

Major Findings: Peer Counseling Interventions with Victims
and Potential Victims of Telemarketing Fraud
The purpose of this research was to learn whether and to what extent a particular kind of
prevention message delivered by a trained volunteer (peer counselor) over the telephone
reduced the willingness of telemarketing fraud victims or potential victims to respond to
a fraudulent telemarketing sales pitch. The research was conducted by a multidisciplinary
team that included law enforcement personnel, social services caseworkers, a social
psychologist, and dozens of volunteer peer counselors. The team was headquartered at
the Telemarketing Victim Call Center (TVCC), located in Los Angeles, CA. The names
of the 483 persons who participated in this study as subjects were obtained from call lists
seized by the FBI during raids of telemarketing operations (so-called “boiler rooms”).
All persons on these lists were either actual victims of telemarketing fraud or persons
targeted to be called by known telemarketing criminals.
These experiments used a “reverse boiler room” technique developed by AARP in the
1990’s, in which victims and potential victims on telemarketers’ call lists were
telephoned and given information about telemarketing fraud and telemarketing callers.
The information was designed to encourage them to not respond to subsequent fraudulent
solicitations and to make them less vulnerable to fraudulent telemarketers. While reverse
boiler rooms have been considered to be successful in reducing responses to fraudulent
calls, the technique had never been tested under controlled conditions to determine
whether it is effective in changing the behavior of victims and potential victims in dealing
with telemarketing callers on the telephone. Further, no controlled experiments had been
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conducted to determine what message content was most effective in reducing
responsiveness to fraudulent telephone offers.
Six different experiments were conducted, each involving the use of a different
intervention technique (in the form of a script delivered over the telephone). The
responses of the experimental group (persons who received the intervention message)
were compared with the responses of a control group not exposed to the intervention
technique (but instead asked about their favorite television program). Within three to five
days following the delivery of the preventive intervention technique in five experiments,
both the experimental and control groups were called again and offered a chance to
purchase or win a particular item from a cooperating telemarketer. Their responses,
including whether they showed interest in the “product” being offered, were recorded. In
one experiment, the participants were called again after two weeks and five weeks to test
the staying power, or persistence, of the message. Because all participants (victims and
potential victims) were randomly assigned to experimental and control groups,
differences in their response patterns are presumed to be due to the effects of the
preventive intervention technique. Success of an individual experiment is defined as
generating less participation in the “sting” attempt among persons who received the
intervention technique than among the control group that did not.

The Interventions
The preventive intervention techniques used in the experiments, together with a brief
summary of the findings about each, are as follows:
•

Experiment 1: “Forewarned is Forearmed”. The experimental group was given
general information about telemarketing fraud and told to “never make an investment
over the phone” and “always deal with people you know and trust and who have a
track record that you can independently verify.” The “sting” solicitation (i.e., followup telephone solicitation) involved the purchase of a rare coin and was delivered by
either a person experienced in telemarketing sales or a peer counselor at the TVCC.
Findings. The prevention message delivered by TVCC volunteers was effective
in reducing the experimental group’s response rates to the subsequent solicitation,
when compared with the control group. However, professional telemarketers
were more successful than peer counselors posing as bona fide telemarketers in
getting members of both groups to respond to the subsequent “sting” solicitation.

•

Experiment 2: “Forewarned is Forearmed” with a charity fraud emphasis. The
experimental group was given specific information about charity fraud and was
instructed to: (a) ask two specific questions of any charity solicitor to determine
whether the solicitation was for a bona fide charity, and (b) not give any money
unless the telemarketer answered these questions. The “sting” solicitation involved
agreeing to make a small contribution to a hypothetical charity.
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Findings. Again, the prevention message delivered by the TVCC volunteers
proved effective in reducing response rates to the subsequent “sting” solicitation
involving a charity. Those in the experimental group tended to just hang up on
the caller, instead of asking the suggested questions.
•

Experiment 3: Enhanced “Forewarned is Forearmed” message. The “Forewarned is
Forearmed” message was further enhanced with each of three common influence
techniques--“Vividness,” “Altercasting,” and “Self-generated Persuasion”--and was
tested against a control group, which received no intervention message. (See Testing
Peer Counseling Strategies, Chapter 2, for a detailed discussion of these techniques.)
Participants were randomly assigned to receive a prevention message coupled with
one of the following: (a) a vivid appeal about the nature of telemarketing fraud, (b) a
request that the listener assume the role of a fraud fighter, or (c) a request that the
listener suggest what he or she would tell victims about not responding to fraudulent
pitches and how others should make a plan for getting off the phone. The “sting”
solicitation, delivered three days later, involved the participants’ willingness to
purchase a rare coin.
Findings. Only one of these influence techniques was successful in reducing
response rates to the “sting” solicitation: the self-generated persuasion technique.
The message that included a vivid appeal actually increased response rates to the
“sting” solicitation, and so was not successful in this context.

•

Experiment 4: “Gotcha”. In the “Gotcha” intervention technique, the potential
targets of telemarketing fraud were shown how easily they could fall prey to
deceptive influence tactics. The listener was first cautioned not to give personal
information to an unknown caller, and then asked a personal question. The “gotcha”
technique is intended to help listeners overcome any lingering belief that they are not
susceptible to the influence tactics used by fraudulent telemarketers and are not
vulnerable to victimization. The experimental group was forewarned to avoid giving
out any personal information over the phone. The control group, as always, received
a call to verify their television program preference, but no intervention. The “sting”
solicitation, delivered three days later, involved testing whether the listener would
give out personal information over the phone to a caller posing as a telemarketer.
Findings. This intervention technique was also successful in reducing response
rates to the “sting” solicitation, but the reduction was not much more successful
than the “forewarned is forearmed” intervention by itself.

•

Experiment 5: “Pot of Gold” Offer. In the “Pot of Gold” intervention technique, the
potential target of telemarketing fraud was offered a monetary incentive ($5) to hang
up on telemarketing callers the minute personal information was solicited. An
informational “forewarned is forearmed” script was included with the description of
the monetary incentive to hang up. The monetary incentive was mentioned in the
telephone script for half the experimental group; the other half was notified of it by
mail. The control group was offered no monetary incentive or forewarning

Off the Hook

A-4

Executive Summary

intervention. The “sting” offered a guarantee of one of five prizes if the potential
victim answered personal questions.
Findings. This intervention was not successful in reducing response rates to the
“sting” solicitation. (See Testing Peer Counseling Strategies, Chapter 2, for
discussion of possible reasons for the lack of success of this intervention.)
•

Experiment 6: Persistence of Intervention Effects. In the persistence test, each
participant received either a prevention message (a variant of the forewarned is
forearmed message) or the control questions delivered by volunteers. Participants
were then called two weeks and five weeks later with a free prize offer.
Findings. Those who received the forewarning message had lower response rates
to the “sting” solicitation than the control group over time, indicating that the
effects of the intervention did persist over the five-week delay.

Summary and Conclusions: Testing Peer Counseling Strategies
These experiments investigated the effectiveness of intervention and education delivered
over the telephone by trained volunteers to potential or actual victims of telemarketing
fraud. This “reverse boiler room” strategy revealed some insights about how best to
reduce or prevent responses to telemarketing fraud crimes. The most important
conclusions from the research are the following:
Reverse boiler rooms work!
•

Peer counseling about the dangers of telemarketing fraud and about how best to
deal with that danger is an effective tactic for decreasing vulnerability to the
fraudulent telemarketers. In Experiments 1, 2, 3, and 4, peer counseling and
intervention via reverse boiler room approach cut response rates by about half.

The reverse boiler room approach, however, reduced response rates to
telemarketing “stings” by only half.
•

Only in Experiment 2, which used a very specific prevention message for a very
specific telemarketing crime (charity fraud), was it possible to reduce
participation by more than half.

Regardless of the prevention tactic used, some victims and potential victims will
continue respond to a “sting” solicitation.
•

Those who cannot resist a fraudulent telephone solicitation, no matter which of
the tactics in these experiments is used, should be the focus of future research.
These “hard core” victims need more in-depth study.
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Effective resistance requires potential victims to have a set of skills to cope with a
deceptive pitch, such as recognizing the call as fraudulent and quickly hanging up.
•

“Getting to yes” is not the same thing as “getting to no.” For an individual to say
“no” to persistent and skillfully presented pitches delivered by fraudulent
telemarketers requires a more complicated response than simply saying “yes” to a
telemarketing solicitation. Making victims and potential victims of telemarketing
fraud aware of the influence tactics that fraudulent telemarketers use to induce
compliance does not make them immune to future fraudulent offers.

•

Victims and potential victims need to develop a set of telephone-related skills to
enable them to cope with the telemarketer’s pitch and handle it appropriately by
hanging up.

Victims respond to information that provides concrete coping strategies and support
to the victim.
•

Effective prevention messages delivered to telemarketing victims and potential
victims can help them manage their incoming telephone calls wisely and avoid
fallying prey to fraudulent pitches. For example, victims can be taught, “Yes,
you can hang up!”

Effective prevention messages must provide information and coping strategies that
help the victim defeat the “rationalization trap.”
•

Fraud crimes place victims in a state of tension, in which they hold two
inconsistent views of themselves: “I just did a stupid thing and lost my money”
and “I am not a stupid person.” To resolve the tension, a victim may try to
rationalize his or her behavior by denying that the caller committed fraud,
denying his/her susceptibility to influence, avoiding the topic (including any fraud
prevention messages they may have heard or read); and/or he or she may feel
embarrassed, worthless, and lacking in personal control. This tension state can be
called a “rationalization trap.”

•

Intervention methods with victims need to acknowledge and address the
“rationalization trap” if victims are to be successful in resisting future fraudulent
telemarketing pitches.

Victims need information that will help them come to their own conclusions about
the nature of this crime.
•

Effective interventions encourage the development of a strong and secure self.

Information must be provided in a way that reflects empathy for the victim—the
notion anyone can fall prey to telemarketing fraud and that the victim is not stupid
for doing so.
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Offering incentives not to respond to telemarketing pitches, or placing the potential
victim in the role of fraud fighter, are ineffective in reducing susceptibility to
fraudulent sales pitches.
•

Two ineffective scripts involved using incentives (Pot of Gold) and placing the
potential victim in the role of fraud fighter (altercasting). Both of these tactics
are known to be very effective in producing compliance; however, in the present
research both were ineffective in increasing resistance. Why? In previous social
psychology research testing the effectiveness of these tactics, the participants
immediately were provided with the incentive, or practiced the alternative role,
immediately.

•

In the present research, the prevention intervention was made three or more days
before the “sting”--time in which the incentive offer or alternative role may have
been forgotten. Incentives and altercasting may have failed here because the
“sting” may have been more enticing than the new social behavior we sought to
develop through the intervention. A reward of $5 for hanging up may be less of
an incentive than the chance of winning a free prize for providing some personal
information. The social role of fraud fighter may not be as exciting as that of
prize-winner or “big time” financial investor.

Use of a vivid appeal is not only ineffective but also produces a boomerang effect –
higher levels of participation in the “sting” as a result of exposure to the
intervention message.
•

The vivid appeal may have emotionally threatened our potential victims, thus
creating defensiveness and anxiety. In a defensive state, the potential victim is
less likely to want to hear and process the prevention message. The use of vivid
images to increase the feeling of threat from the crime may cause victims to
increase their rationalizing. Because each of the research participants’ names was
on a list used by criminal telemarketers, they had already been contacted or even
victimized by telemarketing fraud. The vivid appeal we used may have reminded
these victims or potential victims that they felt stupid to fall prey to this crime,
and increased the likelihood of a denial or avoidance response.
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Major Findings: Interviews with Telemarketing Victims and
the General Population Age 45+
AARP undertook this research activity to learn more about the psychological mindset, as
well as the behavioral and demographic characteristics, of persons who have fallen victim
to telemarketing fraud and what differentiates victims from non-victims. This study
hypothesized that particular psychological and behavioral characteristics may be
associated with a tendency toward victimization. It sought to determine whether there are
systematic differences in the psychological makeup and behavioral profiles of known
telemarketing victims and non-victims.
This is the first time AARP has been able to include known victims and non-victims of
telemarketing fraud in a single study, using a single study instrument.1 The names of the
victims participating in this study were obtained from lists seized during the arrests of
telemarketing criminals and included the telemarketers’ notations of the amount the
victims had lost in either a Canadian lottery scam or a fraudulent movie investment deal.

Demographics
•

We found no single demographic profile for victims of telemarketing fraud. The
demographic characteristics of lottery and investment victims are markedly
different, and in many cases very different from the general population age 45 and
older.

•

Lottery victims were dramatically older than both investment victims and the
general population, having an average age of 74.5 years. They were also
predominantly female (65%), in contrast with investment victims, who were
predominantly male (80%). They were more likely to be widowed and to live
alone, and more likely to be retired and not working—characteristics no doubt
related to their older average age.

•

Half of all lottery victims reported household incomes of under $30,000, while
close to half of all investment victims had incomes over $75,000. Almost four in
five lottery victims said they did not use on-line services, while the investment
victims used the Internet more heavily than the general population.

•

Investment victims were much more likely to be male, have higher income, more
education (with just under two in three having a college education or higher), and
greater on-line use (just under 75%). Close to half reported working full-time.

1

An earlier study conducted for AARP by Princeton Survey Research Associates, entitled 1995 Older
Fraud Victims Study, involved telephone interviews with a sample of telemarketing victims, but did not
include non-victims as a comparison group.
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Experience of Major Life Events
•

Compared to investment fraud victims and the general population, lottery fraud
victims were more likely to have experienced a physical activity limitation and/or
to have been seriously ill or hospitalized within the past three years; and they
were less likely to have recently changed their residence. No doubt these
differences in experience of life events are related to the older average age of
lottery victims.

•

Additionally, lottery victims who live alone were more likely to have developed a
physical activity limitation than those who live with another/others.

•

The investment fraud victims reported no major life event that could explain their
participation in a fraudulent investment.

Psychological Mindsets
Are there discernable psychological differences between persons who easily recognize
fraudulent solicitations and those who have a harder time not falling victim to criminal
telemarketing appeals? Do reliable predictors exist for victimization? What behavioral
characteristics should be considered in developing appropriate interventions to reduce
responses to fraudulent pitches?
In an effort to answer these questions, AARP turned to established psychometric tools.
Social scientists have developed a series of questions that probe the psychological
mindsets and dispositions of persons to try to predict how people may behave or react
under certain conditions. The predictive nature of these questions has been validated in
other social research not related to telemarketing fraud behavior. AARP incorporated
these well-recognized questions to test the hypothesis that victims and non-victims would
respond differently to these questions. By better understanding the mindset of actual
victims, telemarketing fraud prevention messages and interventions could be adapted to
accommodate for such differences.
We asked participants sets of questions that could indicate how trusting they were of
others, whether they were likely to go along with the crowd, whether they felt they have
control over what happens to them in life, whether they give in easily to pressure from
others, if they avoid situations where they have to do a lot of thinking, if they rely on
intuition, if they want others to think of them as being consistent, if they act impulsively,
and whether they trust their hunches. We anticipated that victims would answer these
questions differently than non-victims and that we would be able to develop a
psychosocial profile that would differentiate potential victims from non-victims of
telemarketing fraud. We hypothesized, for example, that victims would be more trusting,
more likely to give in under pressure from others, and more impulsive than non-victims.
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The findings from this section were more ambiguous than anticipated and the
measurement tools were not necessarily good predictors of victimization. Where
differences between groups are found, lottery and investment victims manifest quite
different mindsets. In many ways the two victim groups move away from the general
population in opposite directions.
Compared to the general population of persons over age 45, lottery victims over age 45
are:
• Less trusting of others
• More conforming or willing to go along with the crowd
• More likely to believe that they do not have control over what happens to them
• More likely to give into pressure from others
• More likely to avoid situations that require a lot of thinking
• Less likely to use intuition
• Less likely to rely on their hunches
In contrast, compared to the general population over age 45, investment victims over age
45 are:
•
•
•
•
•
•
•

No more or less trusting of others than the general population
Less conforming, less willing to go along with the crowd
More likely to believe that they have control over what happens to them
More likely to resist pressure from others
More likely to enjoy situations that require thinking
More likely to trust their hunches
Somewhat more likely to captivated by a desired situation

The mindset questions asked in the interviews, together with a brief description of the
findings about each group of questions, are as follows:
Trust
•

We anticipated that victims would be more trusting of others than non-victims. In
two of the three items used to test the concept of trust in others, we did not find
differences among groups. Only on the item asking respondents to select between
the statements that “most people can be trusted” or “you can’t be too careful in
dealing with people” did we find both significant and important differences
between the three groups. Lottery victims were more likely than the general
population not to trust others. Investment victims were no more or less trusting
than the general population.

Conformity
•

The questions testing the respondent’s need for conformity did suggest, as
predicted, that lottery victims are more likely to agree with the two conformist
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statements. For example, they are less willing to say they would stand their own
ground than is the general population. Investment victims, on the other hand,
were more likely than either group to strongly disagree with the conformist
statements.
External vs. Internal Locus of Control
•

As anticipated, a higher proportion of lottery victims than the general population
or investment victims show feel that their lives are controlled by external forces,
which could make them more susceptible to telemarketing solicitations. Twice as
many lottery victims as investment victims agree with the statement, “You don’t
have much influence over the things that happen to you.”

•

Investment victims were more likely than the other groups to express that they
had influence over the things that happen to them. They also were the most likely
to believe that “if you plan ahead, you can get things to work out your way.”

Willingness to be Questioned or Interrogated
•

As expected, lottery victims’ responses indicated that they would be more likely
than the general population to give in when pressured by others.

•

On the other hand, investment victims were the most likely of the three groups to
say they find it easy to tell others that they disagree with them.

Need for Cognition
•

Investment victims clearly express a greater need to use their thinking abilities
than either the general population or lottery victims. On one of the two items,
lottery victims were notably more likely than investment victims to say they avoid
situations that requiring a lot of thinking.

Susceptibility to Hypnotic Suggestion
•

When describing their experiences to law enforcement personnel, victims often
characterize what happened to them as a hypnotic experience--“his voice just
sucked me in.” Social research in different settings has found that a person’s
ability vividly to imagine a desired future state or situation can be a good
indicator of his or her ability to fall prey to scams, if the scam artist can vividly
portray such a desired situation to the potential victim. We did not find supporting
evidence that susceptibility to hypnotic suggestion predicts victimization.
Lottery victims were no different from the general population in their
susceptibility levels, and investment victims were only slightly more likely than
the general population to be susceptible to hypnotic suggestion.
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•

The ability to imagine may not be predictive of who falls prey to telemarketing
fraud. This could be because the con artists are so good at getting someone to
imagine winning a prize, becoming rich, or helping a kid with cancer that
individual differences in hypnotic susceptibility may not make a difference.

Reliance on Intuition
•

Lottery victims were slightly less likely than the general population or investment
victims to say they are the kind of person who relies on his or her hunches, while
investment victims were the most likely to say they relied on their hunches.
Relying on hunches may be a prescription for financial disappointment, especially
when choosing investment opportunities offered by telephone promoters.

No differences across groups were found in the question items testing desire for
consistency or impulsivity.

Perceptions about Organizations Taking Advantage of People
The next series of interview questions inquired about respondents’ perceptions (rather
than experience with) as to whether some sales organizations that do business over the
telephone try to take advantage of people. All three groups were highly skeptical about
the motives of telemarketers who solicit money for contests or sweepstakes, seek
donations for charities, and sell products. They were aware that there are companies that
take advantage of people and said that it is easy for most people to spot those companies’
tactics. Investment victims tended to be somewhat more skeptical than either the general
population or lottery victims with respect to companies that use the phone to sell
products, rather than ask for charitable donations or market investment opportunities.
Interestingly, these investors who had lost money in an investment offered over the
telephone were not as skeptical about investments pitches coming over the telephone,
even though they were the group most aware of companies taking advantage of people by
selling worthless products or tricking them. Investment victims also were more likely to
think that it was easy for most people to spot companies taking advantage of them.

Perceptions of Calls as Fraudulent
Interestingly, lottery victims were somewhat more likely than either the general
population or investment victims to think telemarketing calls are fraudulent most of the
time. Could this be because they have “wised up” after knowing they have been
victimized by such calls?

Feelings During Telemarketing Calls
Although there were some statistically significant differences in the ways the three
groups reported how they feel during telemarketing calls—for example, lottery victims
tended to feel less angry, annoyed, or nervous than the general population and were more
likely to be curious--these differences do not suggest major variations in emotional
Off the Hook

A-12

Executive Summary

responses to callers by respondent type. The findings do suggest, however, that lottery
victims are somewhat more favorably disposed emotionally to respond to telemarketing
calls.

Prevalence and Use of Telephone Answering Machines and Caller ID
Lottery victims were less likely than the other two groups to have a telephone answering
machine, caller ID, or other way of identifying a caller, and also less likely to use it to
screen incoming calls. Lottery victims were more likely than investment victims to feel
they have to answer the telephone whenever it rings. These findings are in accordance
with expectations that lottery victims are unprepared to handle unsolicited calls.
Investment victims mirror the general population with about two-thirds of each group
using available technology to screen unwanted calls.

Handling Telemarketing Calls
Experts who work with telemarketing fraud victims know that it is important for persons
who get unsolicited calls quickly to recognize the nature of the call and promptly to get
off the phone. Criminal telemarketers explain that the longer they can keep someone on
the phone, the more likely they will be able to complete the scam. Good fraud prevention
strategy is to end any unwanted call quickly.
Investment victims were the least likely to say they hang up immediately when someone
calls and tries to sell them something, get them to enter a sweepstakes or contest, or make
an investment; but they were the most likely to say they end the call at a convenient
pause. The investment victims may be demonstrating risky behavior by waiting to find
out more about the call before hanging up.
Compared to the general population and investment victims, lottery victims may be at
greater risk of scammed by a fraudulent telemarketer, because they tend to stay longer on
the phone, not to interrupt the caller, and to listen to all that the caller has to say. For
example, lottery victims were more disposed than the general population to listen to the
callers and to stay on the phone as long as the caller had something to say, with more
than one in four saying they never interrupt a caller.
These findings suggest that lottery victims may be more vulnerable to telephone fraud by
virtue of their more compliant behavior (listening, not interrupting the caller), and are in
keeping with some of the findings about lottery victims that emerged from the
psychological mindset questions—in particular, their tendency toward conformity (i.e.,
going along with the crowd), giving in to pressure from others, and believing they have
little control over what happens to them.

Responses to Telephone Sales Pitches
AARP was able independently to verify that the persons who participated in this study
had previously sent money or given their credit card number to a specific criminal
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telemarketer. The information used to develop the two victim group lists contained not
only their names and telephone numbers, but also specific amounts of money that a
criminal telemarketer had collected. While the lottery victims may not have been aware
that they had actually lost money, and could have been anticipating that their winnings
were still on the way, each of our investment victims had been told by law enforcement
investigators that he or she had participated in an investment scam and that his or her
investment would not be recovered.
Both the lottery and investment victims were more likely than the general population to
say that during the past three years they had been victims of a major scam or swindle by a
telemarketer.
•

Half of all lottery victims and 27 percent of investment victims admitted to having
been scammed or swindled in the past three years, compared with 18 percent of
the general population.

However, when asked if they had sent money to unfamiliar organizations many did not
acknowledge having done so.
•

Though both lottery and investment victims were more likely than the general
population to say that, within the past three years, they had sent cash or a check,
or given their credit card number to callers from organizations they were not
personally familiar with to purchase something, enter a contest or sweepstakes, or
make an investment, only a small percentage of these known victims of
telemarketing fraud admitted to having sent money to strangers.

•

Only 17 percent of lottery victims admitted having sent cash or a check, or given
their credit card number to callers they were not personally familiar with in order
to enter a sweepstakes within the past three years. For lottery victims, this figure
would be expected to be 100 percent, based on law enforcement records, which
showed that all of them had given between $25 and $2,500 to a Canadian lottery
boiler room.

•

Similarly, only a small percentage of investment victims (21%) acknowledged
that they had sent money within the past three years to callers from organizations
they were not personally familiar to make an investment, although 100 percent of
them are on record as having done so. Prior to this study, law enforcement
officers had spoken with each of these investment victims to advise them that
their investment was with a fraudulent company.

•

Similarly, a high percentage of both victim groups denied having sent in $1,000
or more to organizations they were not personally familiar with, although law
enforcement records indicate than all the investment victims had lost between
$1000 and $25,000.
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•

Three out of ten lottery victims who admitted having sent in money said that
having lost money to telemarketers made it hard for them to pay their regular
bills.

This pattern of responses is in keeping with a known reluctance on the part of victims of
telemarketing fraud to acknowledge victimization, and suggests that the extent of
telemarketing victimization among the general population over the age of 45 may be
considerably higher than the present study and other AARP telemarketing research
suggests.

Summary and Conclusions: Victim and Non-Victim Interviews
Victim profiles differ by type of crime experienced.
•

This study reveals that persons who participate in lottery scams and in investment
frauds differ considerably in demographic, psychological, and behavioral
characteristics.

This finding suggests that would be inappropriate to assume that all victims of
telemarketing fraud have a common profile. Future studies of telemarketing victims
should build in the capacity to identify the particular type of telemarketing scheme the
individual has fallen prey to, and/or focus on victims of one or two different types of
scams in order to determine similarities and differences in victim characteristics.
Victims tend to underreport their victimization and the extent of it.
•

Known victims of telemarketing fraud are apparently reluctant to admit to
victimization and will underestimate the amount of money they have lost in one
or more scams.

Researchers have long known that victims of crimes that may make the victim appear
foolish in the eyes of others, or feel ashamed or embarrassed about his/her behavior, tend
to underreport their victimization. There may, however, be other reasons for this
underreporting of victimization in this particular research activity, some relating to the
way questions were worded. For example, the instrument repeatedly asks questions
about calls from “organizations you’re not personally familiar with.” Respondents may
not consider many of the telemarketing calls they receive and to which they respond by
sending in money as coming from unfamiliar organizations. This may be particularly true
if they have an ongoing telephone relationship with a caller or callers, as is typically the
case when a criminal telemarketer is building a relationship of trust over time with a
repeat victim through numerous telephone conversations.
The psychological mindset questions used to differentiate victims from non-victims
were only moderately successful in predicting victimization.
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•

The three mindsets that seemed to have the most predictive value were external
vs. internal locus of control, willingness to be questioned or interrogated, and
need for cognition.

•

On these questions, lottery victims revealed themselves as thinking they had little
control over what happened to them and susceptible to influence by others. By
contrast, investment victims appeared to be highly inner-directed and purposive,
enjoying activities that make them think.

Demographic characteristics of lottery victims and investment victims are quite
distinct and often differ from the demographic characteristics of the general
population age 45 and older.
•

The profile of the typical lottery victim is female, over 75, widowed and living
alone, retired and not working, with a household income of under $30,000.

•

The typical investment victim is male, under 65, married, working, with a college
degree and having a household income of over $75,000.

Lottery fraud victims are less likely than the general population and investment
fraud victims to have a telephone answering machine, caller ID, or other way of
identifying callers prior to answering the phone; and they are less likely to use the
device if they have one. Investment fraud victims are more likely to have and use
these technologies than the general population.
•

The implications of these findings are not straightforward. While lottery victims
might benefit from having caller ID or some other way of distinguishing among
callers prior to answering the phone, if these victims look forward to
telemarketing calls and cannot recognize a fraudulent pitch, they may not want or
be able to resist answering a call from an unfamiliar telephone number.

•

Investment fraud victims use the latest technology and still get taken in
investment scams.

Lottery fraud victims’ attitudes toward telemarketing callers and telephone
behaviors put them at greater risk of victimization than the general population.
•

A high proportion of lottery fraud victims feel they have to answer the telephone
whenever it rings, and they are more likely to stay on the phone with unfamiliar
callers and not terminate such calls quickly.
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Major Findings: Interviews with Fraud Professionals
AARP and others who work with telemarketing fraud victims and their families
frequently hear about individuals who, no matter what others say or do, resist believing
that the nice person on the phone is actually a criminal who intends to defraud, rather
than to deliver promised winnings or riches. They can be told not to send money to a
Canadian post office box, seemingly agree not to do so, only to turn around and wire the
money. Law enforcement investigators report furious responses from victims who believe
the officer is interfering with their receipt of a sure-fire sound investment. Families
contact fraud help lines in tears of frustration because the family member won’t stop
sending money in response to daily phone calls from strangers.
AARP undertook this research activity to learn from those who frequently work with
habitual victims of telemarketing scams. We collected their experiences and suggestions
of what they have found to be effective in changing victim behavior to reduce
participation in telemarketing scams.

Types of Telemarketing Victims
Most professionals who work with victims of telemarketing fraud classify victims into
three types: the one-time victim who realizes he or she has been scammed and wises up;
the repeat victim, who has been scammed at least twice and is still sending money in
response to telemarketing calls; and the chronic victim or “true believer,” who is
engaged in a pattern of response to telephone or mail solicitations that he or she either
does not want, or is unable, to change.
The one-time victim suspects or knows he/she has been scammed, is willing to admit it,
and often contacts a public agency to report his/her experience. Generally, these victims
learn from their experience, get no psychic rewards from it, and do not wish to become
repeat victims.
Professionals say they find repeat victims challenging, and consider it important to work
with them, both to stop their exploitation and to prevent them from becoming chronic
victims.
Most of the professionals interviewed have not spent as much time successfully working
with chronic victims and are still struggling to find effective ways to influence victims’
behavior or intervene in their pattern of response to telemarketing solicitations. The
professionals interviewed have found that some of the chronic victims they work with
have severe personality disorders, long-time ingrained behavior patterns, and/or cognitive
impairments. Others among the most chronic victims initially appear to be “with it,” alert,
and savvy.
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Characteristics of Victims Reported by Fraud Professionals
In working with victims to reduce participation in telemarketing fraud, professionals have
observed a range of psychosocial characteristics they must deal with when trying to
change persistent patterns of self-destructive behavior (e.g., repeat victimization by
fraudulent telemarketers):
•
•
•
•
•
•
•
•
•
•

Mild cognitive impairment
Social isolation, boredom, loneliness
Enjoyment of the attention and perceived companionship of telemarketers
Socialization to be trusting, polite, not to lie, and to expect the same from others
(including telemarketers and law enforcement personnel)
Respect for authority
Distrust of the government
Desire to keep financial activities hidden from scrutiny by family members or
government agencies
Resentment of anyone questioning their behavior
Need not to appear foolish or stupid
Need for financial security

How Professionals Work with Chronic Victims
One of the first things fraud professionals do when dealing with a repeat or chronic
victim is to evaluate the victim’s mental status, to find out whether the victim
understands and is aware of the problem, and whether there is any possibility the victim
has cognitive impairment or dementia. If the professional believes that the victim may be
mentally impaired, he or she may contact Adult Protective Services, refer the victim for
mental health assessment, or consider issues of guardianship.
Professionals also want to establish information about the victim’s living situation,
financial affairs, family members and their availability, health status, and general ability
to care for him- or herself. Typically they say they learn the most about the victim’s
status by visiting the victim at home.
Because the problem of victimization is complex and it is so difficult to change a victim’s
behavior, some investigators have found that using a multi-agency, multi-disciplinary
approach is very useful for determining any future course of action.
While fraud professionals have differing views about how to talk with victims, they all
agree that the initial task is to try to gain the victim’s trust. One has to proceed with
sensitivity, taking great care to approach the victim non-judgmentally.
They caution that trying to help victims of telemarketing fraud is a long-term proposition
and needs to involve trusted family members and others, because one person cannot
single-handedly change the victim’s behavior.
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Enlisting the Help of Family Members
All professionals agree that family members who are, or can be, trusted by victims have
an important role to play in preventing further victimization of older persons. The
potential downside is the possibility of exploitation by a family member who takes
advantage of the victim’s susceptibility to influence. Many investigators like to meet and
assess the family member(s) who may become involved in working with the victim.
Trusted family members can assist in preventing further victimization by:
•
•
•
•
•
•
•
•
•
•
•
•
•

Always being supportive and non-judgmental
Demonstrating compassion and awareness of the influence techniques used by
criminal telemarketers
Keeping lines of communication open
Expecting to take time
Providing information about how similar frauds have happened to other people
Assisting in locating knowledgeable, neutral professionals who can advise on
managing debt or investing money, with no vested interest
Offering to assist in informal monthly or quarterly accounting and reconciling of
funds
Suggesting Caller ID or call blocking technology
Helping practice how to handle unsolicited phone calls
With the victim’s consent, inquiring whether the victim’s bank can flag unusual
financial transactions within victim’s account(s) and alert a designated family
member
Becoming or finding a phone buddy to replace the attention the victim received
from the telemarketer’s attention
Encouraging the person to call the National Fraud Information Center at (800)
876-7060 to speak with an experienced counselor
Encouraging the victim to report the crime and/or support the victim’s
participation in criminal investigations

Working with Other Supports: Caregivers, Social Workers,
Volunteers, Banks and Financial Institutions
Paid caregivers who assist physically and/or mentally impaired victims in their homes
can be enlisted to help prevent repeat victimization by monitoring the victim’s mail,
telephone calls, and behavior, and/or by intercepting undesirable phone calls and mail.
The trustworthiness of caregivers must be established because in some instances the
caregiver may be a participant in the fraud.
Financial institutions need to become more alert and proactive in spotting and preventing
transactions that may indicate victimization. Professionals favor more outreach and
education to the banking community on how to recognize inappropriate transactions.
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Summary and Conclusions: Professional Interviews
Professionals who work with victims of telemarketing fraud recognize that there is no
“typical” victim. The victim’s unique psychological make-up and the particular scam
influence how they work with each victim. Assisting the chronic victim, who is reluctant
to recognize that he or she has been defrauded by a telemarketer, is a decided challenge.
Some professionals even admit that they are at a loss as to know how to help the most
committed believer/victim who has succumbed to the persuasive influences of a skillful
criminal telemarketer.
In the hardest cases, a multi-disciplinary, long-term approach may be most successful.
Professional fraud fighters have found through experience that bringing in trusted family
members and other professionals who can work with the victim over an extended period
of time is more likely to break the cycle of belief that the fraudulent telemarketer is a
trustworthy confidant. Transferring trust from the criminal to the intervener is
complicated when the intervener has to refute the promises of riches and insert the stark
truth that the victim has been deceived. The professionals were unanimous that a factual
and non-judgmental approach that emphasizes the skill of the criminal telemarketer,
rather than any weakness of the victim, is more productive.
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Common Findings Across Research Activities
The three separate but interrelated research activities provided insight into the behaviors,
dispositions, and attitudes of both victims and non-victims of telemarketing fraud from
different perspectives. The telephone interviews with samples of two types of
telemarketing victims and a general population sample serving as a comparison group
relied on self-reported information about the behaviors, attitudes, and dispositions of
respondents. It is well known that self-reporting is subject to biases of various sorts,
including inaccurate recall, the desire to respond in a socially acceptable way, and
possible reluctance to admit to having engaged in behaviors perceived to be shameful or
embarrassing. The fact that the actual behavior of the victims in this study with respect
to their involvement in particular telemarketing scams was known provided an
opportunity to gauge the extent of the underreporting of victimization.
Likewise, the peer counseling interventions with known victims and potential victims of
telemarketing fraud provided an opportunity to actually observe behavior (responses to
simulated telephone solicitations) rather than rely on what victims say they do or have
done. The interviews with professionals who work with victims of telemarketing fraud
provided insight into the behaviors and attitudes of victims from the point of view of
seasoned professionals charged with counseling victims and providing them with
supportive services to prevent future victimization.
All three research activities reveal that victims of telemarketing fraud exhibit behavior
patterns and attitudes that are difficult to change and provide the victim with psychic
rewards.
Victimization by fraudulent telemarketers is underreported among the U.S. population
age 45 and older, as shown by the differences between what victims report or say about
their behavior and what is on record with law enforcement agencies about their actual
responses to telephone solicitations.
While tactics such as reverse boiler rooms can be effective in preventing future
victimization, there is always a “hard core” of victims whose behavior cannot be changed
by messages.
Messages that are effective in reducing participation rely on providing information about
the tactics of fraudulent telemarketers in order to increase victims’ and potential victims’
resistance to them. The professionals who work with chronic victims know that one of
the most effect ways to get victims to believe them is to describe for the victim just how
the victim got involved in the scam, the words spoken and the sequence of promises.
The call center research with actual or potential victims was conducted concurrently with
the telephone interviews with known victims. Thus, the interview findings that those who
have participated in Canadian lottery scams (i.e., the lottery victims) differ in many ways
from those who participated in the investment scam (i.e., the investment victims) were
not available prior to the development of the call center scripts. Nevertheless, the call
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center research, which in fact used both investment and lottery type stings, found
effective ways to reduce participation for a broad range of potential victims.
The interventions that were the most robust across both types of stings (i.e., lottery and
investment) offered something for both types of victims. The most effective scripts
helped the victims come to their own conclusions about the nature of the crime, provided
concrete coping strategies to enable the victims to terminate the call, and provided
understanding of the ease by which fraudulent telemarketers can recruit their victims. For
the investment type victims with an internal locus of control, the self-generated tactic
plays on their desire for control because it puts them in command of the call. Also for
investment victims, who may think they’re the type of person who “couldn’t be duped,”
understanding the ease with which anyone can fall prey to the fraudulent telemarketer
gives them a way to cope with the embarrassment of victimization. For lottery victims
who feel less in control of what happens to them, the warning with tips on how to end the
call may give them a way of coping by building their self-efficacy to deal with the
telemarketers’ repeated pitches. Because lottery-type victims tend to blame themselves,
the message that provides understanding for the victim that anyone can fall prey to this
crime is important. Admitting that the fraudulent telemarketer is committing a crime may
be the lottery victim’s first step to fighting the crime. Once these types of victims
understand this message, they have a more effective way to cope with the embarrassment
of victimization.
Dennis Marlock, a police veteran who has written several books2 based on his
experiences combating scams and frauds, has insight on why some people across a range
of psychosocial characteristics fall prey to scams. It is not so much that victims are stupid
or have a particular “victim profile.” In fact, con artists prefer intelligent people because
they are more likely to have money and because they think they are too smart to get
scammed. It may be more that the good fraudulent telemarketer is effective in weaving a
plausible pitch designed to match the idiosyncrasies revealed by the particular victim.
Good con artists invest a lot of time figuring out which kinds of people are most
vulnerable to which kinds of scams. They learn their trade by seeing how much
information they can get out of any individual and maneuvering their pitches in response.
Thus, to be effective, prevention messages must convince likely victims that a crime
could be underway, how to recognize it, and give them the skills to limit participation.

2

Dennis Marlock, License to Steal (Paladin Press, 1994) and How to Become a Professional Con Artist
(Paladin Press, 2001). Mr. Marlock founded Professionals Against Confidence Crimes.
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TESTING PEER COUNSELING STRATEGIES
Introduction
The purpose of this research was to learn how a particular kind of prevention message delivered
by a trained volunteer (peer counselor) over the telephone reduced a person’s willingness to
respond to a fraudulent telemarketing sales pitch. The research was conducted by a
multidisciplinary team that included law enforcement, social services caseworkers, a social
psychologist and dozens of volunteer “peer counselors,” working from the Telemarketing
Victim Call Center (TVCC) in Los Angeles, CA. All of the experiments were designed to
answer two basic questions: First, is a reverse boiler room effective in the prevention of
telemarketing crime? Second, what is the most effective message to reduce a person’s
willingness to participate in telemarketing scams?

EXPERIMENT 1:
Forewarned is Forearmed
Experiment 1 was designed to answer the general question: Is the type of intervention message
developed over time by call centers like the TVCC in Los Angeles, CA, an effective script for
reducing or preventing responses to telemarketing fraud?

Methods
Participants and Design
One hundred and nineteen adults determined to be “at-risk” of being victimized by fraudulent
business operations were randomly assigned to one of two groups—the experimental or control
group. The participants were determined to be “at-risk” because their names appeared on call
lists seized by the Federal Bureau of Investigation (FBI) during raids of fraudulent boiler rooms.
In addition to names and telephone numbers, the lists indicated the telemarketer’s “rating” of the
individual based on responses to questions about their age, marital status, extended family,
employment, savings and retirement accounts, and home ownership. Generally, the lists also
included a minimum amount of money that the telemarketer should attempt to acquire from the
individual. Thus, the individuals on the lists had given personal information to a criminal
telemarketer, had been “pre-qualified” as a valuable target, and were likely to be called by
known confidence criminals. The particular list used for this experiment was taken from a
fraudulent investment company located in Los Angeles, CA. Each participant received either a
prevention message (forewarned with fear) or a control message delivered by volunteers from
the TVCC in Los Angeles, and was later called by either a professional or novice telemarketer
and offered a chance to invest in rare coins.

Procedure
Volunteers from the TVCC have extensive experience in working with potential victims of
consumer fraud, with many them having worked at the TVCC for more than a year (see Assis,
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2000). In addition, each volunteer underwent a full day’s training provided by AARP and
faculty from the University of California prior to calling victims. The purpose of this training
was to insure that each volunteer understood the prevention message and was capable of
delivering it to a potential crime victim.
On May 10-11, 2000 and August 9-10, 2000, the volunteers reached 119 victims (from our list of
1,000 eligible victims) and delivered either the prevention or control message. FBI agents and
US Postal Inspection Service officers supervised these calls to ensure that victims’ names were
secure and that proper ethical procedures were followed at all times.
Within five days of the delivery of either the prevention or control message, the participants in
the experiment were contacted a second time by either professional telemarketers from AT&T
Wireless or a novice telemarketer with little to no telephone sales experience. The purpose of
this second call was to deliver a “sting” message, or sales pitch, for a fictitious company called
Royal American Rarities. These calls were also made under the supervision of the FBI.
For those participants who responded positively to the sting message, we engaged in an
extensive debriefing procedure. Specifically, we sent these participants a letter (along with a
Sacagawea Golden Dollar) that explained the dangers in responding to offers such as these (see
Appendix B1-6 for the letter) and materials and brochures describing the nature of consumer
fraud crimes and what can be done about them. In addition, a toll-free number was provided for
those who wanted to discuss any aspect of fraud crimes.
Independent Variables
We manipulated two independent variables in this experiment.
Prevention versus control message. Fifty-nine participants received a forewarning with fear
prevention message. In this message, the TVCC volunteers covered six points with the
participants (see Appendix B1 for the complete script). First, the volunteer introduced her- or
himself by name and stated that he or she was calling from the TVCC in Los Angeles. Next, the
volunteer explained to the participant that the Center was working with the FBI to warn people
about fraud and that the participant’s phone number had been found by police in a recent raid of
a fraudulent telemarketer. This portion of the message established the authority of the volunteer
(e.g., working with the FBI) and was designed to produce some fear in the participant (e.g.,
concern for why her or his name would be on a criminal’s call list). Third, the volunteer
attempted to engage in a dialog with the potential fraud victim by asking such questions as,
“Have you gotten calls from telemarketers?, What do you tell them?, How do you respond?,
What was the most recent call you received?” The purpose of this dialog was to establish rapport
with the victim and to solicit information that may be useful to law enforcement in preventing
this crime. Fourth, the volunteer reviewed some general information about telemarketing fraud,
including that telemarketing fraud is a $40 billion per year industry in the United States, more
than half the victims are over the age of 50, and that many fraudulent boiler rooms will use lists
of previous victims as leads. The purpose of this information was to reinforce the seriousness of
the matter and to alert the participant that he or she is likely to be called by a fraud criminal.
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Next, the participant was forewarned specifically about investment fraud. The participants were
told that investment scams were some of the most popular scams currently taking place (which
was true at the time of the experiment) and that fraud criminals would try to induce them to
invest in get-rich schemes and rare coins, offering free gifts as an incentive. Finally, participants
were told never to make an investment over the phone and were given tips on how to avoid
falling prey to the crime. The phone call ended by thanking the participant for her or his time. In
delivering this message, each volunteer used her or his own style and approach and adapted it to
the style of the caller. We felt that this would be more effective than reading a straight script
over the phone. Each phone call lasted five to 15 minutes.
Sixty participants received the control message. In this message, the volunteers covered three
points with the participant (see Appendix B1-1 for the complete script). First, the volunteer
introduced her- or himself by name and stated that he or she was calling from the TVCC in Los
Angeles. Next, the participant was asked to verify his or her name and address for the record.
Finally, participants were asked two questions: “What is your favorite television program?” and
“How long have you watched it?” The volunteer ended the phone call by thanking the
participant for her or his time. The sole purpose of this message was to insure that the
participant’s phone number was still active and that the name matched that on the criminal’s call
list. Each phone call took two to three minutes to complete.
Professional versus novice telemarketer. Each participant in the experiment received a sting call
from either a professional or novice telemarketer within a week after the first call. The
professional telemarketers all made their living at sales and were currently employed by a large
legitimate telemarketing service. The novice telemarketer was experienced at public
presentations and communications but had no prior experience in sales. The telemarketers were
told to ignore their personal standards of ethics and to make the strongest pitch possible to
emulate the type of pitch fraud victims receive.
Dependent Variable
The dependent variable in this experiment was compliance with our sting message. The sting
message was designed to mimic a typical intake message (first appeal) used by a fraud criminal.
In developing the message, we first looked at fraudulent pitches gathered by AARP and the FBI.
Next, we received the advice of a convicted fraud criminal who provided suggestions on what to
say (and not to say) in the pitch.
The resulting sting pitch used a number of well-known influence tactics such as foot-in-the-door,
norm of reciprocity, altercasting, and scarcity (see Cialdini, 1993; Pratkanis, 2000a; Pratkanis &
Aronson, 2001). Specifically, the telemarketer made a four-pronged pitch. First, the
telemarketer introduced him- or herself as John (Jill) from Royal American Rarities, a firm
supposedly specializing in providing information to investors about opportunities in rare, high
quality numismatic coins. Next, the participant was asked, “Did you get the mailer we sent last
week offering a free Sacagawea Golden Dollar?” The purpose of this question was to establish
rapport with the participant; in actuality, no mailer was sent. If the participant answered yes, the
telemarketer stated, “Great. I hope you had a chance to look it over.” If the answer was no, then
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the response was, “You didn’t? Well, it’s a good thing I called.” Then, regardless of the answer,
the telemarketer delivered the following statement:
Today is the last day of our special promotion. As you know, for qualified
investors such as yourself, we are offering a free Sacagawea Golden Dollar, the
highly sought after, newly minted dollar offered by the U.S. Mint. These coins are
in big demand and there are only a few left in our inventory. We will send you out
your free coin and an information packet today with no obligation whatsoever,
just for being willing to review some valuable financial information about
investing.
Finally, the participant was asked, “Can I mail you the free coin today?” If the participant balked
or said no, the pitch was repeated. If the participant said no again, the call was politely
terminated. If the participant said yes, he or she received a Sacagawea Golden Dollar and the
debriefing material described above. The telemarketers making the sting pitch did not know
whether they were speaking to a participant who received the prevention or the control message.
This pitch mimics typical intake fraud messages in that it serves as a platform for additional
fraudulent pitches (i.e., the criminal establishes a relationship with the victim, the free coin
establishes a sense of obligation, and the criminal gains a foot-in-the-door), and it is not readily
obvious that the pitch is fraudulent (an extremely important tactic, according to our fraud
consultant).

Results
Figure B-1 presents the percentage of participants accepting the free Sacagawea Dollar (our
sting) by group (forewarned or control) and by level of experience of the telemarketer. As can be
seen, the fear-inducing forewarning message delivered by the TVCC volunteers was remarkably
effective in reducing victimization to the crime of telemarketing fraud. Specifically, 75 percent
of the participants accepted the sting offer when they did not receive a prevention message.
Only 37 percent, however, accepted the offer after they received the prevention message – a
reduction in victimization of over 100 percent, (χ2 (1, N = 119) = 17.20, p < .01).
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Figure B-1: Compliance with Sting Message by Skill Level of Caller
(Experiment 1)
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Source: AARP Peer Counseling Strategies, 2002.
(Numbers in parenthesis are the total numbers per treatment.)
Percentage of Participants Accepting the Sting Message. In addition, we found that our
professional telemarketers were much more effective in securing compliance with participation
in the sting than our novice telemarketer. The professional telemarketers obtained an overall
compliance rate of 73 percent (experimental and control treatments combined) and a 92 percent
acceptance rate of the sting offer for the control group, which did not receive the prevention
message. In contrast, the novice telemarketer obtained only a 34 percent overall compliance rate
and a 48 percent compliance rate among the control group. (These two overall compliance rates
are significantly different from each other, χ2 (1, N = 119) = 17.43, p < .01). Interestingly, the
prevention message did not interact with the level of telemarketer experience (χ2 (1, N = 119) =
1.82, n.s.), indicating that the forewarning prevention message was equally effective regardless
of the strength of the sting appeal.

Discussion
Three points are worth noting about the results of Experiment 1.
First, the prevention message delivered by the TVCC volunteers was effective in reducing rates
of victimization to this crime. This is the first time it has been empirically shown that a
prevention message delivered by a volunteer has the effect of significantly reducing that
participant’s willingness to participate in fraudulent activity.
Second, the rates of compliance for Experiment 1 varied significantly as a function of the level
of experience of our telemarketers. One myth about the crime of telemarketing fraud is that its
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victims are somehow “weaker than the rest of us” (those not yet victimized by the crime).
Experiment 1 provides additional evidence that this myth of victimization is mistaken (see also,
AARP, 1996). Instead, Experiment 1 shows that the stronger the appeal, the more likely the
target is to succumb to the crime. In other words, the weapon used in telemarketing fraud is
undue social influence (see Pratkanis, 2000b) – the stronger the weapon of influence, the more
likely victimization is to occur.
Third, although the results of Experiment 1 clearly indicate the effectiveness of a prevention
message, there is room for improvement in designing the message most effectively. Specifically,
more than a third of our participants overall and 50 percent of our participants receiving a sting
call from a professional telemarketer still accepted the Sacagawea offer. The additional
experiments tested other prevention messages to see if we could reduce this compliance rate.

EXPERIMENT 2:
FOREWARNED IS FOREARMED ABOUT CHARITY SCAMS
The purpose of Experiment 2 was to answer the question, Will the “forewarned” message used in
Experiment 1 about an investment fraud produce similar results with potential victims of a
charity fraud? In an investment fraud, the dollar amount requested is generally higher ($5,000 to
$15,000 to get in on the investment opportunity versus a $5 to $100 donation to a charity) and
the scam appeals to the victim’s chance to make money (an appeal to self-interest) rather than to
contribute to a so-called worthy cause (an emotional appeal). In other words, will the response
rate vary significantly when the fraud is pitched to the victim’s self-interest rather than to the
victim’s emotions? In addition, we strengthened the intervention by providing more specific
information about the nature of charity fraud and about how to identify this crime. Charity fraud
is a common but often undetected crime which increased in prevalence after the events of
September 11, 2001. This experiment was conducted immediately after September 11 and in
response to increased charity fraud activities.

Methods
Participants and Design
We contacted 55 at-risk individuals from a “criminally-qualified” list similar to those used in
Experiment 1. The list contained a notation that the telemarketer had rated or “qualified” the
individual as susceptible to a fraudulent pitch. Participants were randomly assigned to one of two
groups: an experimental group that received a prevention message tailored to charity fraud (a
variant of the forewarned with fear message of Experiment 1), or the control group.
Procedures
The procedures of Experiment 2 followed those of Experiment 1, with a few exceptions. As in
Experiment 1, at-risk individuals were contacted by volunteers and either given a prevention
message or asked the control questions. Within three days the participant was re-contacted and
received a sting message from a professional telemarketer. This sting message asked the
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participant to donate to a charity, for which he/she would be sent a free American flag pin.
Experiment 2 also used the same ethical safeguards developed in Experiment 1, and the same
debriefing procedures. All materials used for this experiment are presented in Appendix B2.
Independent Variable
The prevention script in Experiment 2 was similar to the “forewarned with fear” script used in
Experiment 1, with some additions. These participants were explicitly warned about fraudulent
telemarketers calling people as a result of September 11 and using a charity pitch. They were
also given a set of questions to ask anyone who calls and requests money for a charity.
Specifically, participants were told to ask the caller (a) for the charity’s registration number and
(b) how much (what percentage) of the gift will actually go to the charity. Our volunteers urged
the participant to not agree to give any money if the telemarketer cannot answer these two
questions.
The script for the control group was the same used in Experiment 1.
Dependent Variable
We developed a new sting measure for Experiment 2, involving a charity fraud. Our professional
telemarketers identified themselves as “John (Jill) from Citizens for a United America raising
money for New York City relief.” This was followed by an explanation that anonymous
philanthropists were giving matching money up to $50 million to help with recovery efforts in
New York City. If the participant pledged now to give, he or she would receive an American flag
pin. This charity sting included a number of commonly used influence tactics, including scarcity
(urgency to give) and foot-in-the-door (even a small gift would help). The primary dependent
variable in Experiment 2 was the number of participants who agreed to donate money inresponse
to this sting. In addition to tracking who complied by agreeing to donate money, we also tracked
the number of participants who asked the questions mentioned in the intervention script (i.e.,
asked for a registration number and the percentage of the donation that would go to charity).

Results
Figure B-2 presents the percentage of participants pledging to give to New York City relief (our
sting) as a function of intervention received. As can be seen in Figure B-2, the specific
forewarning message about charity fraud delivered by the TVCC volunteers was remarkably
effective in reducing participation in the crime of telemarketing charity fraud. Specifically, 50
percent of the control group pledged to donate to relief efforts in the absence of a prevention
message. However, only 15 percent of the experimental group made a similar pledge after
having received the prevention message – a reduction in participation of over 300 percent (χ2 (1,
N = 55) = 7.73, p < .01).
As a side note, none of the participants asked our “sting” callers about the registration number or
the percentage of their gift that would go to the charity. Those who received the prevention
message tended to just hang up. This does not mean that our specific information about charity
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fraud did not have an effect. By providing such information, we alerted potential victims to the
nature of the crime and may have provided them with the belief that they had the ability to ask
questions if they so desired. We may also have encouraged them to hang up on the fraudulent
call. Because they knew that they could ask the questions, they may have been empowered to get
off the phone, which is actually an even better fraud-avoidance behavior than staying on the
phone to ask the questions.
Figure B-2: Compliance with Sting Message by Intervention Tactic
(Experiment 2)

60%
50%

50%

40%
30%
20%

15%

10%
0%
Control group
Forewarned group
(n=28)
(n=27)
Source: AARP Peer Counseling Strategies, 2002.
(Numbers in parenthesis are the total numbers per treatment).

Discussion
Interventions of the type performed by reverse boiler rooms are effective as a means of
telemarketing fraud prevention. We were able to replicate our results from Experiment 1 and to
reduce participation rates by over 300 percent.
The forewarning intervention was effective in preventing different types of crime involving
various dollar amounts and appealing to different emotions. In Experiment 1, forewarning
prevented investment fraud. In Experiment 2, forewarning was successful in preventing charity
fraud.
The specific message in Experiment 2 produced the largest decrease in participation rates of all
six of our scripts and experiments. One reason that it was so successful is that it used a script
that (a) was very focused (dealt with the specific crime of charity fraud and events related to
September 11), (b) gave the potential victim a specific means of coping with the crime (how to
ask questions, hang-up, etc.), and (c) was delivered at a time when legitimate and illegitimate
charitable fund-raising dominated the news. This specific and time-sensitive focus may come at
a cost, however. While the potential victim is alerted to the possibility of September 11 charity
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fraud, he or she is not alerted to other potential telemarketing scams. Will the potential victim be
able to generalize the specific message about one type of fraud to other types of scams? Will
what is gained by providing specificity be lost in applying the warning to other types of fraud?
The goal of the next set of experiments was to find more general interventions that do not have
this “teaching for the test” quality.
The failure of the participants to ask the verifying questions about the sting solicitation is not a
failure of the coaching message that one should find out more about the charity before agreeing
to donate to it. Having a message with steps the potential victim can take to reduce victimization
is important because it gives the potential victims some perspective about the crime and alerts
them to a potential problem whenever they receive a charitable solicitation. Knowing the steps
to take, even if the steps are not taken, builds the victim’s confidence that she or he can take
control of the situation at any time. The participants demonstrated their ability to take control by
their high percentage of hangups.

EXPERIMENT 3:
VIVIDNESS, ALTERCASTING, & SELF-GENERATED
PERSUASION
Experiment 3 sought to increase the effectiveness of the forewarning script by coupling it with
one of three commonly used influence tactics – the vivid appeal, altercasting, and self-generated
persuasion.
Vivid appeals are messages that are emotionally interesting, concrete and imagery-provoking,
and immediate. Such appeals promote persuasion by (a) attracting attention to the message, (b)
making the information personal, (c) directing and focusing thought on the issues at hand,and (d)
making the information more memorable (see Pratkanis & Aronson, 2001, Chapter 19 for more
details). In fraud-fighting messages targeted to the public, it is common to use a vivid pictorial
or verbal image of a telemarketing criminal being likened to a common criminal who knocks on
the front door of your home to rob you. In Experiment 3, we tested whether incorporating this
image into the forewarning script would decrease participation rates.
Altercasting is a social influence tactic that places the target of an influence scheme in a social
role that requires the target to act in a way that encourages compliance with the scheme (see
Pratkanis, 2000a). For example, a fraud criminal will act out different roles while talking with a
potential victim. The criminal may act variously like a young man anxious to keep his first job,
the president of the company, and a friendly neighbor. As the criminal plays each role, he places
the potential victim in a complementary role, such as an adult who wants to help the young man
keep his job, or a friend earning the admiration of another friend. The criminal can then
successfully use these roles to move the victim to comply with the scam. If the victim balks at
sending the money, the “young man” can play on guilt feelings, saying that the victim may cause
him to lose his job. To counter such appeals from fraud criminals, the volunteer peer counselors
placed potential victims in the role of “fraud fighters” who could resist fraudulent pitches. They
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recruited these fraud fighting participants to monitor their phone calls, identify fraud crimes, and
contact the appropriate law enforcement agency.
Self-generated persuasion is perhaps the most effective persuasion tactic known to influence
researchers (see Pratkanis & Aronson, 2001, Chapter 18). Self-generated persuasion works by
having the target of a communication persuade him- or herself as to the merits of a given course
of action. The technique gains its power from using subtle social cues and directions that ask the
target to think up as many positive thoughts for a given course of action as they can and to figure
out ways to refute any counterarguments. An added advantage of self-generated persuasion is
that its effects persist for an extended period of time – from six weeks to up to five months
(Watts, 1967; Boninger, Brock, Cook, Gruder, & Romer, 1990). In Experiment 3, we tested the
use of self-generated persuasion to increase resistance to fraud crimes by asking participants to
come up with their own arguments for why they should hang up on fraud criminals, their own
ideas for identifying fraud crimes, and their advice to others on dealing with telemarketing fraud.

Methods
Participants and Design
We contacted 93 at-risk individuals from a “criminally-qualified” list similar to that used in
Experiment 1. Participants were randomly assigned to one of three experimental groups and one
control group. The experimental groups were as follows: prevention message coupled with (a) a
vivid appeal about the nature of telemarketing fraud, prevention message coupled with (b) an
altercast of the potential victim as a fraud fighter, or prevention message coupled with (c) selfgenerated persuasion designed to help the victim develop reasons and a plan for getting off the
phone when a fraud criminal calls.
Procedures
The procedures of Experiment 3 followed those of Experiment 1, with a few exceptions. As in
Experiment 1, at-risk individuals were contacted by volunteers and given either one of three
prevention messages (vivid, altercast, or self-generated persuasion) or placed in a control group.
Within three days the participant was re-contacted and received a sting message from a
professional telemarketer. This sting message was the same “Sacagawea” pitch used in
Experiment 1. Experiment 3 also used the same ethical safeguards developed in Experiment 1,
along with the same debriefing procedures. All materials for this experiment are in Appendix
B3.
Independent Variable
The prevention scripts used in Experiment 3 involved tailoring the basic prevention script used
in Experiment 1 to include vivid imagery, altercasting, or self-generated persuasion. The control
script was the same as that used in Experiment 1.
Vivid appeal script. The vivid appeal script began with an introduction and then the following
story:
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You know, not everyone thinks of telemarketing fraud as a serious crime. Let me
illustrate what I mean by that.
Imagine that instead of the phone ringing there is a knock at the door. There is a
tall man standing there telling you he has a great opportunity for you to make
some money. He asks nicely if you have a few minutes to listen to what he has to
say. What would you say? [Wait for a response that goes something like, “Maybe
I would listen to what he has to offer.”]
Now let me add one more thing: This soft-spoken man at your door has a big
black ski mask over his face. Now what would you do? Would you let him in?
There is no difference between a stranger on the phone and a man with a mask at
your door. Either way they want your money and you don't really know who they
are. Every time you answer the phone and it is a stranger I want you to do this for
me: Picture a man at your door with a big black ski mask covering his face asking
for your money. Don’t let that criminal into your home. Slam down the phone.
The volunteer then discussed the nature of the fraud crime with the potential victim. In this
discussion, the volunteer attempted to reinforce the original vivid “black ski mask” image
whenever possible. The phone call concluded with this additional message:
I just want you to remember one more thing: Every time your telephone rings,
imagine it is a knock on your door and it could be that person standing there has a
big black ski mask covering his face. There really is no difference between a
telemarketing scam artist and a burglar standing at the front door. Do not open the
door to strangers! Do not let the masked telemarketer into your home or bank
account. HANG UP!
To reinforce the message, the potential victim received a letter summarizing the major points
discussed in the intervention.
Altercast script. The altercasting script invited the participant to become a fraud fighter. (All
those contacted agreed to do so). The script was the same as the forewarned script used in
Experiment 1, with the addition of the following at the end of the intervention:
You know, it sounds like you know a lot about this fraud business. You are
qualified to be an official fraud fighter. I am a volunteer fraud fighter and have
been doing this for a number of years. We need help from people as
knowledgeable as you are in fighting the kinds of scams that are going on out
there.
Here is what I am going to do. After I get off the phone, because you are a
qualified fraud fighter, I am going to send you a fraud fighter kit, which will
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include some information and an official fraud fighter certificate. As an official
fraud fighter, here is what you’ll be doing:
•
•
•
•

Monitor all your incoming phone calls for fraudulent activity.
Evaluate every phone call from someone you don’t know for possible
fraud.
Report fraud to the authorities. (One authority is the FBI’s Los Angeles
Bureau. The number is 310 555 1212. No need to write it down. I’ll send
it to you in your fraud fighter packet.)
Talk, with family, friends, loved ones, anybody you can about how to
prevent this crime.

This message was also reinforced with the potential victim receiving a letter summarizing the
major points discussed in the intervention.
Self-generated persuasion script. This script began with the same general information about the
crime as used in previous scripts. At the end of the script, the self-generated persuasion
induction was given as follows:
As you can see, this is a very serious crime. Right now we are developing a
campaign to help alert your neighbors to why they shouldn’t go along on these
deals that may sound good, but end up being a bust.
But we are having a problem. Many people who get these phone calls don’t
realize the seriousness of it like you do. We are finding that one of the best ways
to convince these folks to get off the phone is to have a person like you, who
knows about the crime, help us come up with ways of explaining how serious it is
and to encourage these potential victims to get off the phone.
I hope you can help us on this. Imagine that right now you were talking to
someone who received a phone call from one of these fraudulent telemarketers
and they are about to send some money to him. Your job is to prevent that.
•

What would you tell that person to keep them from falling prey?

•

What would you tell this person to do to get a fraudulent telemarketer off
the phone? What’s your plan on this? What would you tell this person to
do to determine if a caller is fraudulent?
What would you tell this person that would convince her or him that it is
important not to do business with these criminals?

•

Thank you so much. This has been so helpful. Here is what is going to happen
next. I’ve written down your suggestions and we are going to take those
suggestions and start using them to convince others to get off the phone when
these frauds call. This is fantastic.
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As in the other prevention scripts, the potential victim received a letter summarizing the major
points discussed in the intervention.

Results
Figure B-3 presents the percentage of participants accepting the free Sacagawea Dollar (our
sting) as a function of intervention (control, vividness, altercasting, and self-generated
persuasion). As can be seen, only one of the interventions was successful in reducing
participation rates. Specifically, 23 percent of the participants accepted the sting offer when they
received a prevention message coupled with a self-generation procedure compared to 50 percent
in the control treatment (χ2 (1, N = 44) = 2.17, p < .1, one-tailed test). The altercasting
intervention was not effective. Indeed, the vividness intervention actually increased participation
rates (although this increase was not significant).
Figure B-3: Compliance with Sting Message by Intervention Tactic
(Experiment 3)
70%
60%
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58%
50%
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40%
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(n=26)
(n=24)
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Source: AARP Peer Counseling Strategies, 2002.

Self-generated
group (n=18)

(Numbers in parenthesis are the total numbers per treatment).

Discussion
Of all the experiments, Experiment 3 provided the least clear and compelling findings.
Nevertheless, it offers some important lessons concerning the prevention of telemarketing fraud.
Although we used the same Sacagawea sting pitch delivered by professional telemarketers as in
Experiment 1, we did not obtain the same high rate of compliance in the control condition. In
Experiment 1, compliance in the control treatment was 92 percent when a professional delivered
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the sting, compared to 50 percent for a similar sting in Experiment 3. One reason for the
reduction in compliance across the two studies is that the offer of a Sacagawea dollar was not as
attractive at the time Experiment 3 was conducted. Experiment 1 was conducted in the midst of
substantial media attention to the new release of the Sacagawea dollar by the U.S. Mint and thus
may have been more attractive to participants. Experiment 3 was conducted after the media
publicity had died down. This finding has methodological implications for future research. In
testing prevention messages, it is important to have a high rate of compliance among the control
group (or else it is difficult to detect a prevention rate that is significantly lower in the
experimental group or groups). Second, in order to maintain a high rate of compliance, the sting
must be “kept fresh” and related to current events. Not only will this maintain high rates of
compliance in the control treatment, but it also mimics what fraud criminals do in freshening
their pitches to match the day’s headlines, as was seen with the September 11 scams.
Experiment 3 also shows that not all interventions are equally effective in preventing
telemarketing fraud. The altercasting intervention had negligible effects on participation rates,
while the vividness intervention actually increased participation over the control group’s
response to the sting. An important question is: Why is a vivid appeal so ineffective in
preventing this crime? One possible answer is that the vividness of the intervention may have
raised anxiety about the crime and thus put potential victims on the defensive. The vivid appeal
came at the beginning of the intervention, and thus any defensiveness it raised would have
prevented the participant from fully attending to and processing the prevention message. The
vividness appeal was modeled after similar messages often used by fraud fighters towarn victims
about the danger of falling prey to this crime. To the extent that such messages raise anxiety and
defensiveness in victims and potential victims, they should not be used.
This experiment makes it clear that an intervention script must be easy to deliver in order for
volunteers to use it effectively, especially volunteers who may not be as experienced as the ones
who conducted our interventions. The Call Center volunteers reported that they had difficulty
delivering the altercasting and self-generated persuasion messages. (Ironically, they enjoyed
delivering the vivid appeal and found it easy to do so). It appears that the altercasting and selfgenerated persuasion scripts were complicated and the message hard to communicate to the
potential victim. This complexity may account for why the altercasting message was not
effective.
Experiment 3 did identify self-generated persuasion as another approach to reducing
victimization rates. This intervention was capable of reducing participation by slightly more
than 100 percent. The success of self-generated persuasion may derive from a number of factors.
First, it allows the victim to approach the issue on her or his own terms, thus avoiding a
defensive reaction. Second, it encourages the victim to generate a specific plan of action for
dealing with a fraudulent telephone call. Third, the potential victim takes ownership of this plan
and, because it is self-generated, the plan is more memorable and executable. Fourth, selfgenerated persuasion ensures commitment to following through on the advice to hang-up on the
criminal. Finally, this technique builds self-efficacy in the potential victim – he or she creates
the plan and the advice and can execute it if and when appropriate.
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EXPERIMENT 4:
GOTCHA!
In a recent set of experiments, Sagarin, Cialdini, Rice, and Serna (2002) uncovered an important
component in increasing resistance to persuasion. In their experiments, Sagarin et al. taught
potential targets of influence about the nature of deceptive persuasion. The targets learned the
information, but they failed to utilize this information to resist persuasion. According to Sagarin
et al., one reason the targets do not use the information about deceptive persuasion is because
they maintain an illusion of invulnerability: they think that they can resist influence appeals
better than others and thus the information about deceptive persuasion is of little value to them
personally. To overcome this illusion, Sagarin et al. developed a counter-tactic, termed a
“gotcha” technique. In this technique, the potential targets of influence are shown how easily
they can fall prey to deceptive influence by giving them a dose of the influence tactic. Once the
targets realize that they can fall prey to deceptive influence, they are more receptive to learning
about deception and better able to resist undue influence. The purpose of Experiment 4 was to
test the “gotcha” technique’s ability to reduce victimization rates.

Methods
Participants and Design
We contacted 132 at-risk individuals from a “criminally-qualified” list similar to that used in
Experiment 1. Participants were randomly assigned to one of three conditions: the forewarned
message used in Experiment 1, a new “Gotcha” message, or the control treatment.
Procedures
The procedures of Experiment 4 followed those of the previous experiments, with a few
exceptions. As in previous experiments, volunteers contacted at-risk participants and gave either
the prevention messages (forewarned or “gotcha”) or asked the control questions. Within three
days participants were re-contacted and received a sting message from a professional
telemarketer. Experiment 4 used a new “Homeland” sting (given that the “Sacagawea” pitch
appeared to have lost its public appeal), which requested that participants give out personal
information over the phone. Experiment 4 also used the same ethical safeguards developed in
Experiment 1, along with the same debriefing procedures. All materials for this experiment are
in Appendix B4.
Independent Variable
Experiment 4 used three different scripts: (1) the control script was the same as that used in
Experiment 1; (2) the forewarning message about investment fraud used in Experiment 1 was
modified to provide information on the danger of giving out personal information over the
telephone, especially to anonymous callers; (3) the “Gotcha” script included information similar
to the forewarning script, but began with the introduction below.
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Hi. This is ______________________from United American Company.
Given the state of today’s economy, I don’t have to ask if you are interested in
saving, or even making some money. We all can use a little extra money. I can
tell you how you can do just that today. All I need is for you to answer a few
questions. OK?
WAIT! Don’t answer that question.
Here is why: It is the first step to being taken in a telemarketing fraud where you
can lose thousands of dollars.
I am not calling from United American Company. I am actually a volunteer
working with the FBI. We are warning people about telemarketing fraud and that
giving out just a little bit of information such as I just asked for, and you can be
scammed.
Dependent Variable
Experiment 4 developed a new sting, called the “Homeland Financial” sting. This sting began
with the introduction, “Hi, this is John (Jill) from Homeland Financial. We specialize in
providing information to investors and clients about opportunities to meet your financial and
investment needs. Did you get the mailer we sent last week offering a free American flag lapel
pin and some valuable information that will show you a number of ways you can saveand protect
your money?” Regardless of the answer, our professional telemarketer then stated, “For qualified
clients such as yourself, we are offering a free American flag pin plus some valuable information
that will save you money. But, first I need to ask you a few questions.” The telemarketer then
asked the participant these personal questions: “Do you own your own home? Do you currently
pay into an IRA account? Do you have someone who helps you with financial planning?”
Compliance was measured by whether or not the participant answered these personal questions.
All participants either refused to answer any of the questions or willingly answered all three.

Results
Figure B-4 shows the percentage of participants who gave out personal information over the
phone (our sting) as a function of intervention (control, forewarning, and gotcha). As can be
seen, both experimental interventions were successful in reducing participation rates.
Specifically, 38 percent of the participants gave out personal information after they received the
Gotcha intervention, compared to 53 percent in the control treatment (χ2 (1, N = 77) = 1.88, p <
.1, one-tailed test). Similarly, 41 percent of the participants in the forewarned intervention gave
out their personal information (χ2 (1, N = 106) = 1.58, p < .1, one-tailed test compared to the
control treatment).
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Figure B-4: Compliance with Sting Message by Intervention Tactic
(Experiment 4)

60%

53%

50%

41%

38%

40%
30%
20%
10%
0%
Control group
(n=45)

Forewarned group
(n=61)

Gotcha group
(n=32)

Source: AARP Peer Counseling Strategies, 2002.
(Numbers in parenthesis are the total numbers per treatment).

Discussion
Experiment 4 found, once again, evidence for the value of reverse boiler room tactics and for
forewarning as a means of reducing responses to telemarketing fraud crimes. The forewarning
message was effective in preventing compliance with yet another type of fraud, in which the
potential victim yields personal information that can later be used to further the crime or to steal
the victim’s identity.
In addition, Experiment 4 found that the “gotcha” tactic was also effective in reducing
participation rates. However, in contrast to the Sagarin et al. research, the gotcha tactic did not
produce dramatic reductions over those gained by the forewarning message. One reason for this
may be a difference between the participants in this versus the Sagarin et al. research. In this
experiment, participants may not suffer from an illusion of invulnerability (as was known of the
Sagarin et al. research participants). Participants on our call list may realize that they can fall
prey to telemarketing fraud at any time – thus, it may not be necessary to remind them of this
vulnerability in order for them to resist influence. Nevertheless, the gotcha tactic was a
successful approach to reducing participation rates in the sting. The “gotcha” tactic may be
particularly useful for populations that do not realize how easy it is to fall prey to telemarketing
fraud and believe that they may be invulnerable to such pitches.
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EXPERIMENT 5:
POT OF GOLD
Experiment 5 took a simple and direct approach to the prevention of telemarketing fraud:
provide incentives to participants for hanging up on fraud. We know that fraudulent
telemarketers often give incentives for compliance (e.g., free flags, coins). Experiment 5
attempted to fight fire with fire by paying participants $5 (our Pot of Gold) for hanging up on a
fraudulent pitch.

Methods
Participants and Design
We contacted 64 at-risk individuals from a “criminally-qualified” list similar to that used in
Experiment 1. Participants were randomly assigned to one of two groups: the Pot of Gold script
(where participants earn money for hanging up) or the control group. The Pot of Gold group was
further divided so that half received the forewarning message and information about theincentive
by telephone and the other half received the same information by mail.
Procedure
The procedures of Experiment 5 followed those of the previous experiments, with a few
exceptions. As in previous experiments, at-risk individuals were contacted by volunteers and
given either a prevention message (Pot of Gold) orasked the control questions. Within three days
participants were re-contacted and given a sting message by a professional telemarketer.
Experiment 5 used a new sting based on the “1-in-5 prize” tactic (guaranteed receipt of one of
five prizes) frequently used as an enticement by fraudulent telemarketers. Experiment 5 also
used the same ethical safeguards developed in Experiment 1, along with the same debriefing
procedures. All materials for this experiment are in Appendix B5.
Independent Variable
The Pot of Gold script was based on the forewarning script with the following additions. After
being given an overview of telemarketing fraud, the participant was asked to make acommitment
to hang up on fraud criminals. Once a participant made a commitment to hang up, he or she was
praised for this decision. Finally, participants were told that someone would call in the near
future and if they hung up on the caller, they would receive $5 in cash (the Pot of Gold).
Specifically, participants were told:
I know you can hang up on these frauds and I am going to put my money where
my mouth is. I am going to pay you $5 in cash when you hang up on these frauds.
Here is how it works: Someone will be calling you in the next two weeks
pretending to be a telemarketer from a company you have never heard of. If you
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hang up the minute they ask for money or any personal information, you will
receive $5 in the mail.
Experiment 5 added an innovation in how the prevention message was delivered. Half the
participants who received the Pot of Gold intervention were told about the $5 for hanging up via
telephone while the other half were informed by a letter. This allowed us to test different
delivery mechanisms.
Dependent Variable
Experiment 5 used a new sting procedure that coupled a request for personal information with a
1-in-5 prize tactic. Specifically, professional telemarketers stated:
Hi. I am calling from the American Allegiance Corporation about a new free
promotional offer for you. Congratulations! You are guaranteed to win one of
these five prizes: a trip to Las Vegas, a television set, a financial portfolio, a
shopping spree, or cash in a special drawing we are having next week. You are
guaranteed to win at least one of those prizes, and all you have to do is provide
your correct address and the name of the bank you use and answer these
questions!
Compliance was measured by whether or not the participant answered personal questions about
the name of their bank, whether they own their home, whether they pay into an IRA, andwhether
they have a financial planner. (Note: participants answered either none or all of these questions).

Results
Figure B-5 shows the percentage of participants who gave out personal information over the
phone (our sting), as a function of intervention (control or Pot of Gold). As can be seen, the Pot
of Gold intervention was not successful in reducing participation rates. Specifically, 32 percent
of the participants gave out personal information after they received the Pot of Gold intervention,
compared with 37 percent in the control treatment (χ2 (1, N = 64) < 1, not significant). The
results for the Pot of Gold intervention did not vary as a function of delivery format – letter
versus telephone – and are thus presented in combined format.
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Figure B-5: Compliance with Sting Message by Intervention Tactic
(Experiment 5)
38%
37%
36%
35%
34%
33%
32%
31%
30%
29%

37%

32%

Control group
(n=30)

Pot of Gold group
(n=34)

Source: AARP Peer Counseling Strategies, 2002.
(Numbers in parenthesis are the total number per treatment).

Discussion
Experiment 5 teaches a simple lesson: You can’t fight fire with fire when it comes to
telemarketing fraud. The incentive offer used in Experiment 5 failed to reduce participation
rates. In hindsight, it is probably understandable why the Pot of Gold offer was ineffective.
First, the participant would need to remember the $5 offer after a 3-day delay. Second, and more
importantly, the $5 offer for hanging up pales in comparison with the chance to win a valuable
prize simply for providing some information. Finally, incentives are useful for motivation but
they do not teach or develop the skills required in saying “no” to the offer. There were no
significant differences in participation rates between the messages delivered by telephone or by
mail.
A subtest of this experiment was to determine whether there would be any difference in
compliance rates if the participant received the message by mail or by telephone. Many
consumer advocates rely on written messages such as pamphlets, flyers, or even Web sites, to
educate consumers about the risks of telemarketing fraud. Mailed messages may be a less
expensive means to reach a broader audience than a volunteer phone bank. There was no
difference in the compliance rates of mail versus telephone recipients of the message. This lack
of variation may be an artifact of the small number of participants in this subtest rather than an
indication that there is no difference in compliance rates by delivery method, which a robust test
of delivery method might have shown. The overall compliance rate in the control group was very
low (37%), making it more difficult to demonstrate the possible effects of the intervention
without larger sample sizes.
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EXPERIMENT 6:
Persistence of Intervention
The purpose of Experiment 6 was to test the persistence of the forewarning intervention over
time. We learned from the prior experiments that this intervention is successful in reducing
participation within a week after the intervention. An important practical question is, “How long
does such an intervention last?”

Methods
Participants and Design
We contacted 140 at-risk individuals from a “criminally-qualified” list similar to those used in
Experiment 1. Each participant received either a prevention message (a variant of the
forewarned with fear message) or the control questions delivered by volunteers. All participants
were called again two weeks and five weeks later with a 1-in-3 free prize offer (guaranteed
receipt of one in three prizes). Given that the sting occurred after a delay (two and five weeks
later, as opposed to within one week as in previous experiments), we were not able to reach
every participant for each sting. (Figure C-6 provides the sample sizes for the two- and fiveweek delay messages).
Procedure
The procedures of Experiment 6 followed those of the previous experiments, with a few
exceptions. As in previous experiments, at-risk individuals were contacted by volunteers and
given either a prevention message (a variant of the forewarned with fear message) or placed in a
control group. Experiment 6 used a forewarning message but incorporated a new message about
foreign lotteries, along with a tip for how to get off the phone and a new sting based on the “1in3 prize” tactic. Experiment 6 also used the same ethical safeguards developed in Experiment 1,
along with the same debriefing procedures. All materials for this Experiment are in Appendix B6.
Independent Variable
Experiment 6 used the same control script used in Experiment 1, with one variation: participants
were told, “We are calling to remind you to vote in the upcoming election” (as opposed to being
asked about their favorite TV show). This variation was added because it was more timely. The
new Experiment 6 script was based on the forewarning script with the following additions.
Embedded in the introduction was the statement that foreign lotteries, a current popular scam
requiring payment to receive a prize, are a scam because real lottery winners never have to pay
to win a free price. This was followed with a tip for getting off the phone: “Tell all telemarketers
to put the information in writing and that you will have your son or daughter review the
information.”
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Dependent Variable
Experiment 6 used a 1-in-3 prize tactic. Specifically, professional telemarketers stated:
I am calling from the American Allegiance Corporation about a free promotional drawing
where you would have a chance at winning one of three prizes: a trip anywhere in theUS,
a television set, or a “TeleZapper” for your telephone, which will prevent unwanted
computerized telemarketing calls. All you have to do is verify your correct address and
tell me the name of the bank you use!
We awarded TeleZappers to the participants who most needed them – those complying with our
request for banking information.

Results
Figure B-6 presents the percentage of participants providing banking information (our sting) by
time of sting delivery. As can be seen, our 1-in-3 prize sting was less effective than in previous
experiments – only 36 percent of those in the control group complied with the request to provide
banking information. This lower rate of compliance in the control treatment makes it more
difficult to detect the effects of the intervention. One reason for the reduced effectiveness of the
1-in-3 prize sting that we used in Experiment 6 may be the inclusion of a “gimme” prize that
could be readily associated with fraud crimes (the TeleZapper). Nevertheless, we were able to
observe that the forewarning message reduced compliance by about 6 percent, although this
reduction was not significant. There was no variation in compliance (in either the control or the
forewarned groups) by time of delivery of the sting message, indicating that the effects of the
intervention did persist over the 5-week delay.

40%
35%

Figure B-6: Compliance with Sting Message by Time of Delivery
(Experiment 6)
38%
34%
31%

34%
32%
31%

36%

31%

33%

30%
25%

Experimental group (n=81)

20%

Control group (n=64)

15%

Both combined (n=145)

10%
5%
0%
2-week delay

5-week delay Both combined

Source: Peer Counseling Strategies, 2002.
(Numbers in parentheses are the total number per treatment.)
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Discussion
Experiment 6 found that the effects of the forewarning intervention did persist across the 5-week
delay period of the study. At both the 2-week and 5-week delay, participants receiving the
forewarning message were less likely (by 6%) to reveal their banking information than those in
the control treatment. However, this finding should be qualified by the fact that the sting
message of Experiment 6 was not as powerful as those used in previous Experiments.
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GENERAL SUMMARY AND DISCUSSION
Our experiments investigating the effectiveness of reverse boiler rooms reveal a number of
conclusions and lessons about how best to prevent telemarketing fraud.
The most important conclusion from the research is simply this: Reverse boiler rooms work! In
a number of experiments we found that peer counseling about the dangers of telemarketing fraud
and about how to best deal with that danger is an effective tactic for decreasing vulnerability to
the crime. In Experiments 1, 2, 3, and 4, we were able to use peer counseling and reverse boiler
rooms to cut participation rates by about half.
Although reverse boiler rooms are effective as a prevention tool, we found it difficult to reduce
victimization rates by more than half. Only in Experiment 2, which used a very specific
prevention message for a very specific crime, were we able to reduce participation by more than
half. Despite trying a variety of tactics (some more successful than others), it appears that there
is a wall that is difficult to penetrate – a rate of participation in the sting that is maintained
regardless of which prevention tactic is used. This “hard core” group of victims should be the
focus of future research.
In developing prevention scripts and tactics, we also learned that “getting to yes” is not the same
thing as “getting to no.” In other words, the same influence tactics that are used to induce
compliance (say, with a criminal appeal) are often not useful for producing resistance to a pitch.
Demonstrating resistance requires a more complicated response than does saying “yes” to a
request that can be hyped and pitched in a variety of ways. Resistance requires a set of skills for
coping with a deceptive pitch, such as recognizing the call as fraudulent, saying “no”
persuasively and repeatedly, and hanging up.
The prevention scripts and tactics that we tested varied considerably in their effectiveness–some
were ineffective, one produced a boomerang effect, and some were very effective in preventing
the crime. A comparison of the scripts yields some general advice on what is effective and
ineffective in increasing resistance to fraud.
Two ineffective scripts involved the use of incentives (Pot of Gold) and altercasting (placing the
potential victim in the role of fraud fighter). Both of these tactics are very effective in producing
compliance; however, in the present research both were shown to be ineffective in increasing
resistance. Why? In previous social science research in different contexts, the use of incentives
and altercasting has been immediate – that is, the offer of incentives and the altercasting of a
social role were practiced as soon as the request was made. In the present research, the
prevention intervention was made three or more days before the sting – a period of time in which
the incentive offer and altercast may have been forgotten. Incentives and altercasting may have
failed here because our sting offered a more appealing incentive and social role than the
prevention incentive and social role of “fraud fighter.” A reward of $5 for hanging up may be
less of an incentive to the listener than the chance of winning a free prize for providing some
personal information. The social role of fraud fighter may not be as exciting as that of prizewinner or “big time” financial investor.
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One script not only was ineffective but also produced a boomerang effect; more victimization
resulted from exposure to a vivid appeal. We believe that our vivid appeal may have emotionally
threatened our potential victims, thus creating defensiveness and anxiety. In a defensive state,
the potential victim is less likely to want to hear and process the prevention message. That is,
the use of vivid images to enhance the message about the seriousness of the crime may increase
the victim’s likelihood of falling into the “rationalization trap.” Fraud crimes place victims in a
tension state where they hold two inconsistent thoughts: “I just did a stupid thing and lost my
money” and “I am not a stupid person.” To resolve the tension, a victim may deny the nature of
the crime or avoid the topic (including prevention messages), while feeling embarrassed,
worthless, and lacking in personal control. The vivid appeal we used may have reminded
potential victims, who had previously been contacted by fraudulent telemarketers (hence their
inclusion on the mooch lists used), that they felt stupid for falling prey to this crime, thus
increasing the likelihood of a rationalizing response such as “I am not a stupid person.”
Four scripts were very effective in reducing victimization rates. The scripts that used tactics of
(a) forewarning, (b) providing specific information about the crime, (c) gotcha, and (d) selfgenerated persuasion have some common elements that explain their effectiveness. All four of
these scripts provide information and coping strategies that help keep the victim from falling into
the rationalization trap. First, they help victims come to their own conclusions about the nature
of this crime. Second, these scripts provide concrete coping strategies and support to the victim
– yes, you can hang up! Third, effective scripts provide understanding for the victim – anyone
can fall prey to this crime and thus the victim is not stupid for having done so. Taken as a whole,
effective prevention interventions enable victims to live comfortably with their telephones, by
providing them ways of coping with the threat of a fraud crime and thus encouraging them to
develop a strong and secure self.
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COMPARING TELEMARKETING VICTIMS AND THE
GENERAL POPULATION
Introduction
AARP undertook this study to learn more about the psychological mindset, as well as the
behavioral and demographic characteristics, of persons who fall victim to telemarketing fraud
and what differentiates victims from non-victims. This study hypothesized that particular
psychological and behavioral characteristics may be associated with a tendency toward
victimization and sought to determine whether there are systematic differences in the
psychological makeup and behavioral profiles of known telemarketing victims and non-victims.
This is the first time AARP has been able to include known victims and non-victims of
telemarketing fraud in a single study, using a single research instrument.1
The study was designed by AARP staff, in collaboration with outside experts and with Princeton
Survey Research Associates (PSRA), which provided a nationally representative adult sample for
the study and conducted all interviews.

Methodology
The study used three separate samples of respondents, all of whom were age 45 and older. A
nationally representative sample of 507 adults age 45+ was contacted by a list-assisted random
digit dial (RDD) methodology and interviewed by telephone between January 28 and February
23, 2002. This sample was designed to be representative of the adult US population age 45 and
over residing in telephone households. Results were weighted to correct known demographic
discrepancies.
AARP provided names and telephone numbers for two samples of victims of telemarketing fraud
age 45 and older who were defrauded of amounts ranging from $25 to $25,000. One sample
includes victims of the Canadian lottery scam (“You have won the Canadian lottery, just send
money for taxes to claim your winnings”) and the other victims who had invested in a movie
deal (“Invest in the next box office hit”). The names and phone numbers of the lottery victims
were assembled from a list seized by the Federal Bureau of Investigation (FBI). This list also
included each victim’s bank account number, credit card number, and the dollar amount(s) paid
to the caller’s operation. These amounts range from $25 to $2,500. AARP obtained the sample
of investment victims from the securities fraud section of the California Department of
Corporations (CDC). Each person on this list had been contacted by CDC investigators and
notified that his or her name was on a list seized for fraud investigation and that he or she had
been defrauded of their money. Most of the investment victims were residents of California and
nearby states. The dollar amounts these victims lost in the movie scam ranged from $1,000 to
$25,000. A sample of 310 lottery fraud victims was interviewed between January 28 and

1

An earlier study conducted for AARP by Princeton Survey Research Associates, entitled 1995 Older Fraud
Victims Study, involved telephone interviews with a sample of telemarketing victims, but did not include nonvictims as a comparison group.
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February 23, 2002. A sample of 132 investment fraud victims was interviewed between June 3
and July 20, 2002. All interviews were conducted by telephone.
In sum, the samples were as follows:
Random adults age 45+ (n=507)
Victims of lottery fraud age 45+ (n=310)
Victims of investment fraud age 45+ (n=132)
Total respondents 45+ (n=949)
Every sampled phone number was contacted up to 10 times. The response rate was 43 percent
for the nationally representative sample and 40 percent for each of the victim samples. All
interviews were conducted in English.
The questionnaire was pre-tested on a small number of respondents using RDD telephone
numbers, and some changes were made to screening procedures, question wording, and question
order based on monitored pretest interviews.

Contents of the Interview Instrument
AARP staff worked with outside experts in telemarketing fraud and psychometrics to develop
the interview questions, which were refined with the assistance of PSRA. In contrast to previous
AARP studies of consumer responses to telemarketing, conducted with general population
samples of adults age 50+ and older victims of telemarketing fraud, this study includes items
from previously validated sets of questions that social scientists have used to probe the
psychological mindsets and dispositions of people to determine how they may behave or react in
particular types of situations. It was hypothesized that victims and non-victims of telemarketing
fraud would tend to respond differently to these questions and thus that the questions might be
used in subsequent studies to predict susceptibility to victimization by telemarketers. These
questions probe a respondent’s trust in others, conformity, external vs. internal locus of control,
susceptibility to hypnotic suggestion, willingness to be questioned or interrogated, need for
cognition, reliance on intuition, desire for consistency, and impulsivity. The items will be
described and presented in the body of this report.
Questions on the following topics were also included:
• Demographics (age, gender, marital status and living arrangements, employment
status, education, income, use of online services, race/ethnicity)
• Experience with six major life-changing events
• Attitudes toward organizations that solicit via the telephone
• Telephone-related behaviors
Phone answering behaviors, use of answering machines
Feelings about unsolicited telephone calls and callers
Dealing with telemarketing calls
Responses to telephone solicitations for money
Experience being swindled or scammed
An annotated questionnaire is found in Appendix C.
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Detailed Findings
Where differences between groups are noted, they are statistically significant at the .05 level,
which means that only five times out of 100 would differences of such magnitude be expected to
occur by chance alone.

Demographic Differences
Age
One of the most striking demographic findings of this study is that lottery victims were
significantly older than both the general population of adults age 45+ and investment victims.
The mean age of lottery victims was 74.5, compared with 60.6 for investment victims and 61.0
for the general population. A majority of lottery victims (57%) were age 75 or older, compared
with only 13 percent of investment victims and 14 percent of the general population. In contrast,
more than seven in 10 investment victims (71%) were between the ages of 45 and 64. (See
Figure C-1)
Figure C-1: Age
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Source: AARP Telemarketing Fraud Victims, 2002.
Gender
Another striking difference is that lottery victims were predominantly female (62%), a
significantly higher percentage than for both the general population (54%) and investment
victims (only 20%). In contrast, four in five investment victims (80%) were male. (See Figure
C-2)
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Figure C-2: Gender
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Source: AARP Telemarketing Fraud Victims, 2002.
Marital Status and Living Arrangements
Close to half of lottery victims (45%) said they were widowed, compared with only eight percent
of investment victims and only 14 percent of the general population. Lottery victims were twice
as likely to live alone (42%) than the general population (19%) or investment victims (20%). In
general, the marital status of investment victims parallels that for the general population. (See
Figure C-3) These differences no doubt reflect in part the age differences across groups.
Figure C-3: Marital Status
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Source: AARP Telemarketing Fraud Victims, 2002.
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Employment Status
A majority of the lottery victims (62%) reported that they were retired and not working, and an
additional 12 percent classified themselves as retired and working part-time. In contrast, only
about one-third of the general population (32%) said they were retired and not working, while
seven percent said they were retired and working part-time. In contrast, close to half the
investment victims (48%) reported working full-time, and close to two-thirds (65%) were still
working in some capacity. (See Figure C-4) Again, these figures no doubt reflect age
differences across groups.
Figure C-4: Employment Status
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Source: AARP Telemarketing Fraud Victims, 2002
Education
Investment victims were strikingly better educated than either the general population or lottery
victims. Almost two-thirds of investment victims (66%) said they were either college graduates
(30%) or had post-graduate education (36%), compared with only one in four in the general
population (14% of whom said they were college graduates and 11% said they had post-graduate
education) and 30 percent of lottery victims. (See Figure C-5)
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Figure C-5: Education
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Source: AARP Telemarketing Fraud Victims, 2002.
Household Income
About one in five (or more) respondents did not disclose their annual household incomes—
roughly the same proportion across groups. Of those who were willing to disclose their income
category, more than half of the lottery victims (51%) reported annual household incomes of less
than $30,000, compared with only eight percent of investment victims and 37% of the general
population. Investment victims reported considerably higher household incomes than the general
population. Fully 45 percent of investment victims said their household incomes were $75,000
or more, while only 15 percent of the general population and three percent of lottery victims
reported such high household incomes. (See Figure C-6)
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Figure C-6: Household Income
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Source: AARP Telemarketing Fraud Victims, 2002.
Use of Online Services
Investment victims were more likely than the general population to use online services such as
America On Line, the World Wide Web, or the Internet. Almost three in four investment victims
(74%) reported using such services, compared with only 45 percent of the general population. In
sharp contrast, lottery victims were much less likely than the general population (or investment
victims) to use online services (only 20%). Almost four in five lottery victims (79%) reported
they do not use online services, compared with 55 percent of the general population and only 25
percent of investment victims. (See Figure C-7)

Off the Hook

C-7

Telephone Interviews

Figure C-7: Use of On-line Services
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Source: AARP Telemarketing Fraud Victims, 2002.
Of those who do use online services, investment victims were about four times more likely than
the general population to have used the Internet to make an investment, such as to buy stocks or
mutual funds (39% vs. 10%); and they were more than four times more likely to have done so
than lottery victims (8%).
Investment victims were more likely than the general population and lottery victims to use online
services to purchase other kinds of products or services, as well (77% vs. 57% and 43%,
respectively).
Race/Ethnicity
There were no differences across groups in race or ethnicity. More than 80 percent of all
respondents said they were white, while seven to 10 percent said they were black, and fewer than
five percent said they were of Hispanic or Latino background.
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Below is an at-a-glance demographic profile for lottery victims and investment victims.
Table 1. Demographic Profile of Lottery Victims
Percent
62
57
45
37
42
62
70
51
3
20

Female
Age 75+
Widowed
Married
Live alone
Retired and not working
Less than college graduate
Household income under $30,000
Household income $75,000+
Use on-line services

Table 2. Demographic Profile of Investment Victims
Percent
80
71
68
20
65

Male
Age 45-64
Married
Live alone
Working full-time, part-time, or
retired and working part-time
Retired and not working
College graduate or higher
Household income under $30,000
Household income $75,000+
Use on-line services

28
66
8
45
74

Experience of Major Life Events
Previous research has suggested that victims and non-victims of telemarketing fraud may differ
in the degree to which they have experienced major life-changing events in recent years.2 The
current study asked respondents whether, in the past three years, they had developed a condition
limiting their physical activity, been very ill or hospitalized, lost a loved one, lost a job or
income, changed their residence, or experienced any other change in their daily routine.
In comparison with the general population and investment victims, victims of lottery fraud were
more likely to have developed a condition limiting their physical activity (42% vs. 28% and
23%, respectively). Compared with the general population, lottery victims were also more likely
to have been very ill or hospitalized (33% vs. 24%), and to have had a change in daily routine
2

Ibid.
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(27% vs. 19%). Lottery victims were less likely to have moved recently than the general
population (8% vs. 14%). These differences are undoubtedly in part a reflection of the older
average age of lottery victims vis-à-vis the other two groups.
There were no differences in the extent to which the three groups had experienced the loss of a
loved one or the loss of a job or income.
Close to one in five lottery victims (19%) said they had both developed an activity limitation and
also been very ill or hospitalized within the past three years. Smaller percentages of lottery
victims had both lost a loved one and had a change in daily routine (12%), both developed an
activity limitation and lost a loved one (8%), or developed an activity limitation and had a
change in daily routine (8%).
Lottery victims who live alone were more likely than those who live with someone else to have
developed a condition that limits their physical activity (48% vs. 31%).

Psychological Mindsets
This section reports on respondents’ dispositions to react and behave in particular ways with
respect to trust, conformity, external vs. internal locus of control, susceptibility to hypnotic
suggestion, willingness to be questioned or interrogated, need for cognition, reliance on intuition,
desire for consistency, and impulsivity.
Trust
Respondents’ answers to three items were used to measure trust:
1. “People usually tell the truth, even when they might be better off lying” (responses were
measured on a five-point scale ranging from “strongly agree” to “strongly disagree”)
2. “Most people would tell a lie if they could gain by it” (measured on a five-point scale
ranging from “strongly agree” to “strongly disagree”)
3. Respondents were asked to say which of the following statements comes closer to their
own opinion: “Most people can be trusted” or “You can’t be too careful in dealing with
people”
Findings for these three items were ambiguous. Only for item 3 were there both significant and
important differences between the three groups. Interestingly, lottery victims were less likely
than either the general population or investment victims to choose “Most people can be trusted,”
and more likely to choose “You can’t be too careful in dealing with people.” The general
population and investment victims were more evenly split between these two options. (See
Figure C-8)
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Figure C-8: Trust in People
(Responses to Item 3)
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While investment victims were more likely than the general population or lottery victims to say
they “somewhat disagree” that “people usually tell the truth, even when they might be better off
lying” (33% vs. 19% and 21%, respectively), and lottery victims were more likely than the
general population to say they “somewhat agree” that people usually tell the truth, the average
scores of the three groups for this question did not differ significantly.
Similarly, as shown in Figure C-9, there were no statistically significant differences across
groups in their pattern of responses to item 2, “Most people would tell a lie if they could gain by
it.” Respondents were fairly evenly distributed across the four response categories.
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Figure C-9: “Most people would tell a lie if they could gain by it”
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While one might expect that lottery victims in particular, and perhaps investment victims as well,
would be more trusting and less wary than the general population, the findings for these
questions do not bear out this assumption.
Conformity
Two items were used to measure the disposition to go along with the crowd versus taking an
opposing stand.
1. “It’s usually better to go along with the crowd than to risk getting people angry”
(measured on a five-point scale ranging from “strongly agree” to “strongly disagree”)
2. “When almost everyone agrees on something, it doesn’t make sense to try to oppose it”
(measured on a five-point scale ranging from “strongly agree” to “strongly disagree”)
Perhaps not surprisingly, lottery victims were less likely than either the general population or
investment victims to say they strongly disagree with both statements, which implies that they
have a greater tendency than the other groups to conform. (See Figure C-10) Investment victims
were less likely than either lottery victims or the general population to agree (either strongly or
somewhat) with both statements. (See Figure C-11) The differences in the distribution of
responses by sample group is statistically significant for both items; the mean scores indicate that
although most respondents do not consider themselves to be conformists (as defined here),
investment victims are the least likely to respond as conformists. (See Figure C-12)
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Figure C-10: Percent That “Strongly Disagree” with Conformity Items
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Figure C-11: Percent That Agree “Strongly” or “Somewhat” with Conformity Items
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Figure C-12: Mean Scores on Conformity Items
(1=strongly agree, 5=strongly disagree)
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External vs. Internal Locus of Control
Three items were used to measure the extent to which a person feels that control over one’s life
is determined by one’s own actions or by external forces. For each item, respondents were asked
to say which of two statements comes closer to their own opinion.
1. “Getting what you want has little to do with luck” or “Many times you might as well
make decisions just by flipping a coin”
2. “You don’t have much influence over the things that happen to you” or “Luck is not
important in what happens in your life”
3. “If you plan ahead, you can get things to work out your way” or “Planning is a waste of
time because many things are a matter of luck”
Responses to each item were scored as “0” if the person chose the internal locus of control
option, reflecting a belief in the ability to control or affect one’s destiny, and “1” if the person
chose the external locus of control option, showing a belief that one’s destiny is not under
personal control. The closer to “0” a group’s score, the more it reflects internal locus of control;
the closer to “1,” the more it reflects external locus of control. The mean scores are equivalent to
the percentages of each group that, based on their responses to all three items taken together,
responded with an external-locus-of-control mindset (i.e., were coded “1” on all three items).
Figure C-13 shows the mean scores (percentages) for external locus of control for the three
groups. While scores are low for all three groups, lottery victims are somewhat more likely to
indicate an external locus of control than the general population or investment victims.
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Figure C-13: Mean Scores for External Locus of Control
(mean = percent)
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The pattern of responses to each item, considered separately, is worth examining. Half the
lottery victims (50%) agree with the statement “You don’t have much influence over the things
that happen to you,” compared with only 40 percent of the general population and 26 percent of
investment victims. Similarly, only 69 percent of lottery victims, versus 78 percent of the
general population and 86 percent of investment victims, agree that “Getting what you want has
little to do with luck.” On the other hand, investment victims are more likely than either the
general population or lottery victims to believe that “If you plan ahead, you can get things to
work out your way” (93% vs. 83% and 85%, respectively). (See Figure C-14)
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Figure C-14: Locus of Control Scores
(Percent Agreeing with Each Statement)
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Susceptibility to Hypnotic Suggestion
Three items were used to measure the disposition to be captivated or mesmerized by a fantasy or
desired situation.
1. “Would you say you are the kind of person who can imagine or daydream something so
vividly that it holds your attention like a good movie or story?” (measured on a four-point
scale ranging from “yes, definitely me” to “no, definitely not me”
2. “Would you say you are the kind of person who is sometimes able to forget about the
present and get absorbed in a fantasy that you are someone else?” (same measurement
scale)
3. “Would you say you are the kind of person who thinks the sound of a voice is so
fascinating that you can just go on listening to it?” (same measurement scale)
Only for item 1 was a significant difference between groups found. Investment victims were
more likely than the general population to say they are “definitely” the kind of person who can
imagine or daydream something so vividly that it holds their attention like a good movie or story
(32% vs. 24%). The average score for the investment group on this four-point scale is higher
(2.81) than for either the lottery group (2.48) or the general population sample (2.55).
Victims of telemarketing fraud often describe the effect of a telemarketing pitch as a type of
hypnosis--“his voice just sucked me in.” Social science research in different settings found that a
person’s ability to imagine things can be a good indicator of someone who would fall prey to con
scams. We did not find supporting evidence for this notion. Lottery victims were no different
from the general population in their susceptibility levels and investment victims were only
slightly more likely to be susceptible to hypnotic suggestion.
Off the Hook

C-16

Telephone Interviews

Willingness to Be Questioned or Interrogated
Two items were used to measure susceptibility to yield to pressure from others.
1. “Would you say you are the kind of person who gives in easily when someone is
pressuring you?” (measured on a four-point scale ranging from “yes, definitely me” to
“no, definitely not me””
2. “Would you say you’re the kind of person who finds it easy to tell other people you
disagree with them?” (same measurement scale)
On both items, investment victims were less likely than the general population or lottery victims
to say they yield under pressure or to find it difficult to tell others they disagree. Lottery victims
were clearly more likely than either investment victims or the general population to say they find
it difficult to disagree with others and hard not to yield to pressure. (See Figures C-15 and C-16)
Figure C-15: Identifies as Kind of Person Who Gives In
Easily When Pressured
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Figure C-16: Identifies as Kind of Person Who Finds It Easy
to Tell Others You Disagree with Them
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Need for Cognition
Two items were used to measure the desire to use one’s thinking abilities.
1. “Would you say you’re the kind of person who tries to avoid situations where you have to
do a lot of thinking” (measured on a four-point scale ranging from “yes, definitely me” to
“no, definitely not me”)
2. “Would you say you’re the kind of person who likes to do things that challenge your
thinking abilities?” (same measurement scale)
Responses to both these items differ by group and are especially evident for the first item. Of the
three groups, investment victims are the least likely to say they avoid situations where they have
to do a lot of thinking and the most likely to say they like to do things that challenge their
thinking abilities. For example, 92 percent of investment victims said “no, definitely not me” or
“probably not me” when asked if they’re the kind of person who tries to avoid situations where
they have to do a lot of thinking, compared to only 72 percent of the adult random sample and 63
percent of the lottery victims. (See Figure C-17) Of note is the higher percentage of lottery
victims who did not answer this question. Does this perhaps show they did not want to think
about the answer to the question of whether they like to think?
For the second item, investment victims were more likely than either the general population or
lottery victims to say they are definitely the kind of person who likes to do things that challenge
their thinking abilities (78% vs. 63% and 61%, respectively).
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Figure C-17: Need for Cognition: Identifies as Kind of Person
Who Avoids Situations Requiring a Lot of Thinking
(“Definitely” and “Probably” scores combined)
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Reliance on Intuition
Two items were used to measure comfort with relying on one’s intuition.
1. “Would you say you’re the kind of person who trusts their first impressions about
people?” (measured on a four-point scale ranging from “yes, definitely me” to “no,
definitely not me”)
2. “Would you say you’re the kind of person who trusts their hunches?” (same measurement
scale)
The investment victims were much more likely, and the lottery victims were less likely, than the
general population to say they trust their hunches. (See Figure C-18) A person who is
comfortable relying on his or her hunches may be less likely to seek independent information
about a telemarketing solicitation.
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Figure C-18: Trust Hunches
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Desire for Consistency
One item measures the desire to be perceived by others as consistent.
1. “Would you say it is important or unimportant to you that other people think of you as a
stable, predictable person?” (measured on a five-point scale ranging from “very
important” to “very unimportant”)
The pattern of responses to this question did not differ by group, with at least three in four
respondents in each sample saying it is “very important” or “somewhat important” that others
view them as a stable, predictable person.
Impulsivity
Two items measure a person’s tendency to act impulsively.
1. “How often would you say you buy things on the spur of the moment?” (measured
on a five-point scale ranging from “almost all the time” to “hardly ever/never”)
2. “How often would you say you carefully plan your purchases? (same measurement
scale)
Only two significant differences were found for these two items. On the first item, a
significantly higher proportion of investment victims than the general population and lottery
victims reported that they buy things on the spur of the moment “less than half the time” (36%
vs. 24% and 21%, respectively). On the second item, lottery victims were significantly more
likely than the general population to say they “hardly ever” or “never” carefully plan their
purchases (11% vs. 6%).
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Two-thirds or more of each group reported that they “hardly ever” or “less than half the time”
buys things on the spur of the moment; and more than three in five respondents in each group
reported that they carefully plan their purchases “almost all the time” or “most of the time.”

Perceptions About Organizations Taking Advantage of People
Respondents were asked a series of questions about whether they think different kinds of
organizations try to take advantage of “people like you.” These organizations include ones that
(1) contact people to tell them they have won a prize or sweepstakes, (2) call asking for
donations to a charity or community project, and (3) call to sell products.
Large majorities of all three groups thought that organizations offering prizes or sweepstakes try
to take advantage of people “most of the time,” but investment victims were more likely to be
skeptical of such organizations than either the general population or lottery victims (89% vs.
80% and 79%, respectively). Smaller percentages, but still a majority in each group, said they
believe that organizations seeking donations try to take advantage of people “most of the time.”
Close to three in four respondents in each group said they believe that type organizations seeking
to sell products try to take advantage of people “most of the time.” (See Figure C-19)
Figure C-19: Perception that Organizations Try to Take Advantage
Of People Like You “Most of the Time”
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Awareness of Telemarketing Fraud
Sizeable majorities of all three groups said they had heard or read about companies that took
advantage of people by selling them worthless products or services, or by tricking them into
giving money for nothing. Investment victims, however, were more likely than either lottery
victims or the general population to have heard or read about this (92% vs. 79% and 75%,
respectively). (See Figure C-20)
Figure C-20: Heard or Read About Companies Selling Worthless
Products or Services or Tricking Them
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Source: AARP Telemarketing Fraud Victims, 2002.
Better than two in three respondents in each group, however, said they think most people would
find it hard to spot a situation where a company was trying to take advantage of them.
Interestingly, investment victims were less likely to say it is easy to spot such situations than the
general population (16% vs. 25%). (See Figure C-21)
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Figure C-21: Easy or Hard for Most People to Spot Companies
Trying to Take Advantage of Them
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Source: AARP Telemarketing Fraud Victims, 2002.

Telephone-related Behaviors and Attitudes
Fewer than half the lottery victims (48%), compared with two-thirds of the general population
(67%) and 63 percent of investment victims, said they have a telephone answering machine or
caller ID at home. (See Figure C-22) Among those who do, a smaller proportion of lottery
victims (10%) than the general population (19%) said they used it almost all the time to identify
the caller before picking up the phone for an incoming call. Both lottery and investment victims
were more likely than the general population to say they “hardly ever” or “never” use their
answering machine to screen calls (13% of each victim group vs. 21%).
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Figure C-22: Have a Telephone Answering Machine, Caller ID, or
Way to Identify Callers Before Answering
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Lottery victims were more likely than investment victims to feel they have to answer the
telephone whenever it rings (62% vs. 46%). Among the general population, 55 percent feel they
have to answer the phone whenever it rings.
Feelings During Telemarketing Calls
Respondents were asked how often, on a five-point scale ranging from “almost all the time” to
“hardly ever,” they experience various emotions while speaking with a caller from an
organization they are not personally familiar with. These emotions include anger, annoyance,
nervousness, curiosity, entertainment, excitement, interest, and sympathy. Both lottery and
investment victims were less likely than the general population to feel either angry or annoyed
when they get a call from an unknown caller. For example, lottery victims were less likely than
the general population to say that they are almost always angry during such calls (15% vs. 21%),
as well as less likely to feel annoyed almost all the time (36% vs. 47%). Investment victims also
were less likely than the general population to say they are annoyed almost all the time (33% vs.
47%). A smaller percentage of lottery victims than the general population and investment
victims said they “hardly ever” feel nervous during such calls (68% vs. 76% and 83%,
respectively).
Lottery victims tended to be more curious about the calls than the general population sample,
with 16 percent saying they were curious “about half the time,” compared with 10 percent of the
general population. One half (50%) of the lottery victims said they were “hardly ever” curious,
in contrast with 62 percent of the adult random sample. More among the lottery victims than the
general population said they felt entertained by the call about half the time (10% vs. 5%). In
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addition, more lottery victims than the general population said they were excited by these calls
(11% vs. 5%). Lottery victims were less likely than either the general population or investment
victims to say they “hardly ever” feel excited by such calls (73% vs. 83% and 85%,
respectively). Investment victims tended to be less sympathetic toward the calls than the general
population, 75 percent saying they “hardly ever” feel sympathetic, compared to 63 percent of the
general population and 59 percent of lottery victims.
Though statistically significant, these differences do not suggest major variations in emotional
responses to callers by respondent type. However, they do suggest that lottery victims are
somewhat more favorably disposed emotionally to responding to telemarketing calls.
Additionally, investment victims appear to be more in control of their emotions during the calls,
and report feeling less nervous, excited and sympathetic when the phone rings.
Handling Telemarketing Calls
Investment victims were less likely than both the general population and lottery victims to say
they hang up immediately when someone calls and tries to sell them something, get them to enter
a sweepstakes or contest, or make an investment (17% vs. 40% and 37%, respectively).
However, investment victims were more likely than either the general population or lottery
victims to say they end the call at a convenient pause (50% vs. 34% and 20%, respectively). A
higher percentage of lottery victims than the general population said they “listen to hear more”
before deciding how to respond to such calls (22% vs. 14%). Although a small percentage of
lottery victims (6%) say they “keep the caller on the phone for as long as they have something to
say,” this figure is twice that for the general population (3%). (See Figure C-23)
Figure C-23: How Handle Telephone Sales Calls
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Thus, both victim groups are less likely than the general population to hang up on a
telemarketing caller immediately, and more likely to stay on the line to hear more. Previous
research shows that the longer one stays on the line the more likely one is to respond to a sales
pitch.
When asked if they ever interrupt a caller from an unfamiliar organization in order to end the call
quickly, sizeable majorities of all three groups said yes. More investment victims said they do
this (91%) than the general population (79%) and lottery victims (71%). More than one in four
lottery victims (26%) said they never interrupt a caller, compared with 19% of the general
population, and only nine percent of investment victims. (See Figure C-24) These findings
would seem to suggest that investment victims are more purposive about the calls they will
respond to.
Figure C-24: Ever Interrupt Unfamiliar Caller
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Overall, there were no significant differences among the three groups in the proportion of all
calls they receive on a typical weekday from unfamiliar callers. Only 18% of investment victims
receive “hardly any” of these calls, compared to 25% of lottery victims and 28% of the general
population.
Responses to Telephone Sales Pitches
Not surprisingly, both lottery and investment victims were more likely than the general
population to say that, within the past three years, they had sent cash or a check, or given their
credit card number to callers from organizations they were not personally familiar with to
purchase something (20% of lottery victims and 17% of investment victims, vs. 6% of the adult
random sample). The majority of purchasers in each group said they had sent money one to five
times. .
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Similarly, only 17 percent of known lottery victims and one percent of investment victims said
that within the past three years they sent cash or a check, or given their credit card number to
unfamiliar callers in order to enter a sweepstakes or contest. The majority of those who said they
sent money reported having done it between one and five times. This response by lottery victims
conflicts with information on record with law enforcement officials for these victims. More than
four in five lottery victims (83%) did not acknowledge that they had entered a sweepstakes or
contest within the past three years.
When asked whether, within the past three years, they had sent cash or a check, or given their
credit card number to callers from organizations they were not personally familiar with in order
to make an investment, just over one in five investment victims (21%) and eight percent of
lottery victims said yes, compared to one percent of the adult random sample. The majority of
those who said they sent money reported having done so between one and five times. Again, the
overwhelming majority of investment victims (79%) did not acknowledge a behavior that
Department of Corporations records show has occurred.
The findings are similarly confounding as to the total amount of money respondents have sent
within the past three years in response to unfamiliar callers to purchase products, claim prizes,
enter a sweepstakes or contest, or make an investment. While 91 percent of the general
population said they had sent no money, 62 percent of lottery victims and 65 percent of
investment victims also reported sending no money. Further, only 15 percent of investment
victims admitted to having sent in at least $1,000 in the past three years, though law enforcement
records indicate that all of them had done so. (See Figure C-25)
Figure C-25: Amount of Money Sent to Purchase Products, Claim Prizes,
Enter a Sweepstakes, or Contest, or Make Investment
(Last 3 Years)
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Source: AARP Telemarketing Fraud Victims, 2002.
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Of those who reported having sent in money, 29 percent of lottery victims and six percent of
investment victims said that having sent in money made it hard for them to pay their regular
bills.
Perceptions of Calls as Fraudulent
Lottery victims are more likely than the general population to think that at least half the
unfamiliar calls they get may be fraudulent (69% vs. 62%), while investment victims are less
likely than the general public to think so (57% vs. 62%). Fewer than one in five in all three
groups believe that calls they receive from organizations they are not familiar with are fraudulent
“almost all the time.” A higher percentage of lottery victims (29%) than the general population
(20%) or investment victims (19%) think such calls may be fraudulent “most of the time.” (See
Figure C-26)
Figure C-26: Perception that Unfamiliar Calls are Fraudulent
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Source: AARP Telemarketing Fraud Victims, 2002.
Experience as Victim of a Major Scam or Swindle
Both lottery and investment victims were more likely than the general population to say that
during the past three years they had been victims of a major scam or swindle through telephone
callers from organizations they were not personally familiar with. Half the lottery victims said
this, as did 27 percent of investment victims, compared with only 18 percent of the random adult
sample. (See Figure C-27)
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Figure C-27: Victim of Major Scam or Swindle
(Last 3 Years)
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Source: AARP Telemarketing Fraud Victims, 2002.
Of those who said they had been the victim of a major scam, more than half the investment
victims (53%) and 35 percent of the lottery victims, but only six percent of the general
population, said the scam cost them more than $1,000. (See Figure C-27)
Interestingly, 37 percent of investment victims and 31 percent of lottery victims took no action in
response to having been scammed. Among the small number of the general population who
reported a scam costing more than $1,000, almost two-thirds (61%) also did nothing in response.
None of the investment victims reported that they talked to a family member or a friend about
the experience. Investment victims who did take action were most likely to complain to a state
attorney general, a federal agency, or seek arbitration. The lottery victims who took action were
most likely to complain to a federal agency or stop payment or refuse to pay.
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Figure C-28: Swindle Involved $1,000 or More
(Among those scammed)
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Relationships between Perception of Having Been Scammed and Sending
Money to Unfamiliar Callers
Those who admit to having sent any money to an unknown caller in the last three years—
whether to purchase something, enter a contest or sweepstakes, or make an investment--are more
likely to say they have experienced a major scam or swindle within the past three years. Across
all three groups, about two in three of those who said they had sent money to an unfamiliar caller
said they had experienced a major scam. Because of the way the questions are worded and
sequenced, we cannot tell whether the respondents were referring to the same event(s) when
answering these two questions.
Lottery victims who say they have not sent money to make a purchase, enter a contest, or invest,
are more than twice as likely as their counterparts among the general population sample and
investment victims to say they have experienced a major scam (40% vs. 17% and 19%). It
appears that victims who have participated in the Canadian lottery (as these lottery victims had),
are more likely to believe they have been scammed, even if they do not acknowledge that they
have sent money in response to a telemarketing call.

Relationship between Psychological Mindsets and Sending Money to
Unfamiliar Callers
Lottery victims who believe that “planning is a waste of time because many things are a matter
of luck anyway” were more likely to say they had sent in money to enter a contest or
sweepstakes than lottery victims who believe that “if you plan ahead, you can get things to work
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out your way” (23% vs. 16%). The same is true for lottery victims who said they had sent in
money to invest in something versus those who had not sent in money (18% vs. 7%).
While the numbers are small and the findings should thus be viewed with caution, almost one in
four investment victims (24%) who said “definitely me” in response to whether they would
describe themselves as “the kind of person who can imagine or daydream something so vividly
that it holds your attention like a good movie or story” reported having sent in money to
purchase something (vs. 17% for all investment victims). Lottery victims who said “definitely
me” in response to this statement were more likely to have sent in money for an investment, as
well (15% vs. 8% for all lottery victims).
Investment victims who said “definitely not me” in response to the statement, “…you’re the kind
of person who finds it easy to tell people you disagree with them” were more likely than all
investment victims to say they had sent in money to purchase something (23% vs. 17%). Again,
this finding should be viewed with caution since sample sizes are small.

Summary and Conclusions
Key Findings
Demographics
This study shows that there is no single demographic profile for older victims of telemarketing
fraud. The demographic characteristics of lottery and investment victims are markedly different,
and in many cases very different from the general population age 45 and older. Lottery victims
were dramatically older than both investment victims and the general population, having an
average age of 74.5 years. They were also predominantly female (65%), in contrast with
investment victims, who were predominantly male (80%). They were more likely to be widowed
and to live alone, and more likely to be retired and not working—both of these characteristics no
doubt related to their older average age. Another striking difference is that half of all lottery
victims reported household incomes of under $30,000, while close to half of all investment
victims had incomes over $75,000. Almost four in five lottery victims said they did not use online services.
Investment victims were the standouts in gender, income, education (with just under two in three
having a college education or higher), and on-line use (just under 75%). Close to half reported
working full-time.
Experience of Major Life Events
Compared to investment victims and the general population, lottery victims were more likely to
have experienced a physical activity limitation and/or to have been seriously ill or hospitalized
within the past three years; and they were less likely to have moved. No doubt these differences
in experience of life events are related to the older average age of lottery victims. Additionally,
lottery victims who live alone were more likely to have developed a physical activity limitation
than those who live with another/others.
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Psychological Mindsets
The findings for these constructs are more ambiguous and not necessarily good predictors of
victimization. Where differences between groups are found, lottery and investment victims
manifest quite different mindsets.
Trust
The items used to test this concept did not find differences between groups in the predicted
direction, or in some cases, at all. Lottery victims were not found to be more trusting of people
than the general population, nor were investment victims more or less trusting than others.
Conformity
These three items did suggest, as predicted, that lottery victims are less willing to stand their own
ground than the general population. Investment victims, on the other hand, were more likely
than either group to express a non-conformist mindset.
External vs. Internal Locus of Control
As anticipated, these three items did find a higher proportion of lottery victims than the general
population or investment victims to have an external locus of control, which could make them
more susceptible to telemarketing solicitations. Investment victims were most likely of the
groups to express an internal locus of control.
Susceptibility to Hypnotic Suggestion
For one of the three items used to test this construct, investment victims were found to be more
likely to be susceptible to hypnotic suggestion. Lottery victims were no different from the
general population in their susceptibility levels. The results suggest that one’s ability to imagine
may not be predictive of who falls prey to telemarketing fraud. The weakness of hypnotic
suggestion as a predictor could be due to con artists’ skills at helping a listener imagine winning
a prize, becoming rich, or helping a child with cancer. When faced with these skills, individual
differences in hypnotic susceptibility may not make a difference.
Willingness to be Questioned or Interrogated
As expected, these items showed lottery victims to be more likely than the general population to
give in when pressured. On the other hand, investment victims were the most likely of the three
groups to find it easy to tell others that they disagree with them.
Need for Cognition
Investment victims clearly express a higher need to use their thinking abilities than either the
general population or lottery victims. On one of the two items, lottery victims were notably
more likely than investment victims to say they avoid situations that requiring a lot of thinking.
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Reliance on Intuition
On one of the two items, lottery victims were less likely than the general population or
investment victims to say they are the kind of person who relies on their hunches.
Desire for Consistency
No differences across groups were found.
Impulsivity
No important differences across groups were found.
Perceptions about Organizations Taking Advantage of People
All three groups were highly skeptical about telemarketers who solicit money for contests or
sweepstakes, charities, and products. Investment victims tended to be somewhat more skeptical
than either the general population or lottery victims with respect to product sales.
Prevalence and Use of Telephone Answering Machines and Caller ID
Lottery victims were the least likely of the three groups to have a telephone answering machine,
caller ID, or other way of identifying a caller, and to use this method to screen incoming calls.
Lottery victims were also more likely than investment victims to feel they have to answer the
telephone whenever it rings. These findings accord with expectations.
Feelings during Telemarketing Calls
There were some statistically significant differences in the feelings the three groups reported
during telemarketing calls—for example, lottery victims tended to feel less angry, annoyed, or
nervous than the general population and more likely to be curious. While these differences do
not suggest major variations in emotional responses to callers by respondent type, they do
suggest that lottery victims are more favorably disposed emotionally to telemarketing calls.
Handling Telemarketing Calls
Investment victims were the least likely to say they hang up immediately when an unfamiliar
caller offers a product, sweepstakes or contest, or investment; but the most likely to say they end
the call at a convenient pause. Lottery victims were more disposed than the general population
to listen to the callers and to keep the caller on the phone as long as he/she has something to say.
Lottery victims were less likely than either the general population or investment victims to say
they ever interrupt a caller in order to end the call more quickly. More than one in four said they
never interrupt a caller.
These findings suggest that lottery victims may be more vulnerable to telephone fraud because of
their more compliant behaviors: listening, not interrupting the caller, and are consistent with
findings on the mindsets of conformity and external locus of control.
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Responses to Telephone Sales Pitches
Although both lottery and investment victims were more likely than the general population to say
that, within the past three years, they had sent cash or a check, or given their credit card number
to callers from organizations they were not personally familiar with, only a small percentage of
these known victims of telemarketing fraud acknowledged it. According to law enforcement
documents, the figure should have been 100% for each victim group.
Similarly, only a small percentage of both victim groups admitted having sent cash or a check, or
given their credit card number to callers they were not personally familiar with in order to enter a
sweepstakes within the past three years. This figure should have been 100 percent for lottery
victims, based on law enforcement records, if they equated sending money to claim lottery
“winnings” with entering a sweepstakes for money and prizes.
Only a small percentage of investment victims acknowledged sending money within the past
three years to unfamiliar callers to make an investment, although 100 percent of them appear in
law enforcement records as having done so.
Similarly, a high percentage of both victim groups denied having sent any money, or having sent
in $1,000 or more to organizations they were not personally familiar with, although law
enforcement records indicate that all of the investment victims had done so. This pattern of
responses is in keeping with a known reluctance on the part of victims of telemarketing fraud to
acknowledge victimization. It suggests that the extent of telemarketing victimization among the
general population may be considerably higher than this, or other AARP research has found.
Perceptions of Calls as Fraudulent
Interestingly, lottery victims were more likely than either the general population or investment
victims to think telemarketing calls are fraudulent most of the time. Could this be because they
have changed their telephone behavior after realizing they have been victimized by such calls?
Experience as a Victim of a Major Scam or Swindle
Both lottery and investment victims were more likely than the general population to say that
during the past three years they had been victims of a major scam or swindle by a telemarketer.
In fact, half of all lottery victims admitted to having been scammed or swindled. Perhaps
reporting past victimization is easier for victims than talking about whether they have sent in
money and, if so, how much.
Relationships between Perception of Having Been Scammed and Sending Money to
Unfamiliar Callers
People who admit to having sent any money to an unknown caller in the last three years—
whether to purchase something, enter a contest or sweepstakes, or make an investment--are more
likely to say they have experienced a major scam or swindle within the past three years. Across
all three groups, about two in three of those who said they had sent money to an unfamiliar caller
said they had experienced a major scam.
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Lottery victims who say they have not sent money to make a purchase, enter a contest, or invest,
are more than twice as likely as their counterparts among the general population sample and
investment victims to say they have experienced a major scam (40% vs. 17% and 19%).
Relationships between Psychological Mindsets and Sending Money to Unfamiliar Callers
Lottery victims who believe that “planning is a waste of time because many things are a matter
of luck anyway” were more likely to say they had sent in money to enter a contest or
sweepstakes than lottery victims who believe that “if you plan ahead, you can get things to work
out your way” (23% vs. 16%). The same is true for lottery victims who said they had sent in
money to invest in something versus those who had not sent in money (18% vs. 7%).

Conclusions: Victim and Non-Victim Interviews
Victim profiles differ by type of scam experienced.
This research reveals at least two distinct kinds of victims of telemarketing fraud -- lottery
victims and investment victims – with demographic, psychological, and behavioral
characteristics that differ considerably. This finding suggests that would be inappropriate to
group together all victims of telemarketing fraud, or assume that they share a common profile.
Future studies of victims of telemarketing fraud should identify the particular telemarketing
schemes the individuals have fallen prey to, and focus on victims of one or two different types of
scams in order to determine similarities and differences among victim characteristics.
Victims tend to underreport their victimization and the extent of it.
Two of the most important findings from this study are that (1) known victims apparently are
reluctant to admit to victimization, and (2) known victims either underestimate or are not candid
with interviewers about the amount of money they have lost to scams. The magnitude of the
underreporting is demonstrated in the findings of this research. What are the reasons for this?
Researchers have long known that victims of particular crimes (those that may make the victim
feel foolish, ashamed or embarrassed about his/her behavior) tend to underreport victimization.
Other reasons for underreporting may relate to question wording. For example, the interviewer
repeatedly asks about calls from “organizations you’re not personally familiar with.”
Respondents who develop an ongoing telephone relationship with fraudulent callers may not
consider many of the calls they receive, and to which they respond by sending money, as coming
from unfamiliar organizations. Fraudulent callers often make repeated calls to intended victims
in order to develop a relationship of trust. Such a relationship could drastically change the
listeners’ perception of the caller.
The psychological mindset questions used in this study were only moderately successful in
differentiating between victims and non-victims.
As has been illustrated above, some of the constructs victims did not achieve predictive power.
The three that fared best were (1) external vs. internal locus of control, (2) willingness to be
questioned or interrogated, and (3) need for cognition. On these items, lottery victims emerged
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as capable of being manipulated, and investment victims turned out to be highly inner-directed
and purposive.
Demographic characteristics of lottery victims and investment victims are quite distinct
and often differ from the demographic characteristics of the general population age 45 and
older.
This point has been amply illustrated above.
Lottery victims are less likely than the general population and investment victims to have a
telephone answering machine, caller ID, or other way of identifying callers prior to
answering the phone; and they are less likely to use the device if they have one.
This finding starkly illustrates a major difference between lottery and investment victims.
Providing lottery victims with an answering machine or some form of caller ID, and coaching
them to use a screening device to limit contact with unknown callers, could be an important
environmental change for lottery victims.
Lottery victims’ attitudes toward telemarketing callers and telephone behaviors place them
at greater risk of victimization than the general population.
A high proportion of lottery victims feel they have to answer the telephone whenever it rings,
and they are predisposed to stay on the phone with unfamiliar callers and not terminate such calls
quickly. An answering machine or other form of caller ID might be helpful in curbing such
behavior.
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TALKING WITH ANTI-TELEMARKETING FRAUD
PROFESSIONALS
Introduction
AARP staff conducted interviews with professionals who frequently work with habitual
victims of telemarketing scams. We sought to determine how victims come to the
attention of professionals, how professionals approach and work with victims, their
opinions of what works and what does not work in modifying victim behavior, and their
suggestions for strategies that might be effective in combating telemarketing fraud. The
intent was to cull from these interviews advice for family members and others interested
in preventing victimization and knowing what to do when victimization is suspected.

Methodology
We conducted 18 interviews with attorneys and other professionals who work with or
represent victims of telemarketing fraud, or who supervise telemarketing fraud
investigations. The interviewees work in or with state or local offices and agencies that
handle elder abuse, consumer protection, securities fraud, public guardianship, and
privacy protection. Also represented were state attorneys general offices, academia, and
the Royal Canadian Mounted Police. Most of the interviews were conducted by
telephone, recorded with consent, and transcribed. This report paraphrases or quotes the
comments of the interview participants. A list of questions the respondents were asked to
think about in advance of the interview is found in Appendix D.

Findings
Who Are the Victims of Telemarketing Fraud?
Most respondents felt victims could be classified into three types: one-time victims, who
realize they have been scammed; the repeat victims, who have been scammed at least
twice and are still sending money in response to telemarketing calls; and the chronic
victims or “true believers,” who are engaged in a pattern of response to telephone or mail
solicitations that they either do not want to change or are unable to break.
One-time victims. Most respondents had the most experience with this kind of victim.
The one-time victim suspects or knows he/she has been scammed, is willing to admit it,
and often contacts a public agency to report his/her experience. They may contact a call
center “just to check” to make sure that the deal they have just entered was not a scam.
Or, they say, “I just gave my Social Security number to someone on the phone. Should I
have?” This person is somewhat suspicious or skeptical and willing to see scam artists
brought to justice. They may say they didn’t mean to do it, or they knew it was against
their best judgment, and they intend not to let it happen to them again. Generally, these
victims learn from their experience, get no psychic rewards from it, and do not wish to
become repeat victims. Thus, they can be receptive to anti-fraud information and be
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willing to alter their behavior to prevent re-victimization. Community education sessions
are successful in getting the word out to these victims. Even if they do not attend the
session, a peer who attended may be a good vehicle to carry the message. Sometimes
they can be enlisted to work with law enforcement to fight this type of crime.
Repeat victims. All respondents have had experience with this kind of victim, some of
whom have lost considerable sums of money over the years. These are the victims the
agencies find challenging and consider important to work with, both to stop their
exploitation and to prevent them from becoming chronic victims who can no longer help
themselves by changing their behavior (see below). Respondents tend to spend the most
time and effort with such victims. Often these victims will not change their behavior
until they are facing financial ruin. If they can be motivated to change their behavior and
stop falling prey to scam artists, they have the potential to make good public
spokespersons.
Chronic victims or “true believers.” Most respondents said they do not proportionately
have as much contact with chronic victims as they do with repeat victims. It is more
difficult to establish contact with these victims because they are much less likely to come
forward or seek information or assistance. As one interviewee said, “It’s the people who
don’t call who are most likely to be victimized.” Agencies learn of these victims through
concerned family members, or when their names are found in the possession of a
criminal. In many cases, they may be people with severe personality disorders, long-time
ingrained behavior patterns, and/or cognitive impairments. Working with this group is
much more frustrating that with the other victim groups because of the difficulty in
identifying successful ways to influence their behavior or intervening in their pattern of
response to telemarketing solicitations. A professional reflected, “The lady [who had lost
two million dollars] kicked them [the FBI] out. She’s been so convinced by these people
that they’re telling truth that she doesn’t want to believe someone who goes there from
law enforcement.”

Characteristics of Victims
We asked the professionals to describe their “typical” client. Most agreed that there was
no such thing as a typical client, although the most chronic victims they see tend to be
older (typically 70+), living alone, retired, widowed, and female. However, victims can
come in a wide range of ages, income levels, and personal circumstances. The makeup of
the victims they encounter also depends on the professional’s role and the ways they
obtain any client. The professionals have also observed a range of psychological
characteristics that they must account for or accommodate when trying to change
persistent participation in telemarketing fraud. They realize that the person they are
working with may:
• Have mild cognitive impairment
• Be physically disabled, with the telephone as the major link to the outside world
• Be socially isolated, bored, lonely (“It’s the fact that they are isolated that makes
them sitting ducks.”)
• Have hit a really bad patch in their life and not be coping with many issues
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•

•
•
•
•
•
•
•

Enjoy the attention and perceived companionship of telemarketers who call often.
In the words of one respondent, “…[They’re] in a situation where they don’t have
a lot of folks around and therefore they don’t get to talk to people much and
they’re very open to talking to people on the phone just to have some
companionship.”
Be socialized to be trusting, polite, and not to lie; and to expect the same from
others (including telemarketers and law enforcement)
Have respect for authority and respond positively to persons who present
themselves as being in control
Have distrust for the government and anyone who seeks information about their
personal affairs
Need to avoid feelings of foolishness, stupidity, embarrassment, shame
Be concerned for financial security
Be enticed by “something for nothing” (“This one man was almost bragging how
many times he’s been taken, but he says one of these times it’s going to be that
one pot at the end of the rainbow.”)
Have a sense of social responsibility to take care of others less fortunate

Some of the professionals particularly work with victims of investment scams. They find
these victims
• Tend to be middle class or above, retired, socially isolated, bored
• Are very reluctant to believe they have been scammed as long as they are
receiving money on their “investment”
• Tend to be (naïve) risk takers; generally do not have much experience with the
stock market
• Are aware of scams but believe they can spot them and cannot be taken
• Tend to take people at face value (not skeptical), eager to please, don’t want to be
rude
• Believe that they can make money quickly if they can just find that perfect
investment
• May be looking for a thrill, enjoy the excitement of being in the game, having
something to look forward to
• May be interested in getting away with something, getting something for nothing,
avoiding paying taxes, getting in on a good deal or scheme
• Like being singled out, being “special,” the personal and friendly approach, and
the attention ("It will be our secret, but you’ve got to do it now.”)
• Tend to be suspicious of family members inquiring into their finances

How Do Victims Come to the Attention of Anti-Telemarketing
Professionals?
Victims come to the attention of the professionals through various avenues, in many
cases depending on the primary role of their respective position or agency. Among the
ways mentioned are the following:
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•
•
•

•

Victim complaint via a phone call, email, or toll free number
Public outreach activities
Referrals from
o Family members, typically an adult child, or neighbors
o Other agencies (Adult Protective Services, U.S. Customs)
o Local police or law enforcement
o Postal inspectors
o Telemarketing employees
o Bank employees
o Attorneys
o Hospital staff
o Medical providers
o Real estate agents, title companies
By investigation
o From “mooch lists” seized in criminal arrests
o Undercover ads in local newspapers
o “Mail cover” on addresses and post office boxes

Not all contacts by victims are to report scams, however. Individuals will sometimes call
to find out how to get on a “do not call” list or how to stop calls from coming in. They
may also mention that they are concerned about a call they received, but are not filing a
complaint. Others may be “just checking” to make sure a company they had dealt with is
legitimate. Some may contact a legal clinic for assistance in obtaining their promised
winnings.

How Do Professionals Deal with Victims of Fraud?
Working with the Victim
One of the first things professionals do when dealing with a victim is to evaluate his or
her mental status to see if he/she understands and is aware of the problem, and whether
there is any evidence of cognitive impairment or dementia. If they believe there may be a
capacity issue, they may contact Adult Protective Services, refer the victim for mental
health assessment, or consider issues of guardianship.
Professionals also want to scan the environment in which the victim is living. It is
important to establish information about the victim’s living situation, financial affairs,
family members and their availability, health status, and general ability to care for himor herself. Typically they say they learn the most by visiting the victim at home. Often
they find that the victim also has other chronic problems and needs referrals to social
service or other agencies that could help with other aspects of the victim’s life.
Because the problem of victimization is complex and it is so difficult to change a victim’s
behavior, some professionals have found that a multi-agency, multi-disciplinary team
approach is very effective. In this way the multiple problems and needs of the victim can
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be addressed in a holist way. That the individual is losing money to telemarketing scams
may be only the tip of the iceberg of problems that need to be addressed.
While professionals have differing views about how to talk with victims, they all agree
that the initial task of working with the victim is to try to gain his or her trust. One has to
proceed with sensitivity, taking great care to approach the victim non-judgmentally. No
one should tell the victim he or she was “stupid” or “foolish,” or incapable of making
appropriate decisions. Trust can be gained by finding ways to relate with the victim and
draw them into the process of finding solutions. As one interviewee related, “You need to
let them know you are there for them and they feel comfortable. And you know what?
They respond to kindness.”
One useful tactic is to acknowledge that telemarketers are very good at what they do, or,
in the words of one professional, “They’re works of art. They just have an answer for
everything that sounds good. These people are very good. If you listen to them, you are
going to get into trouble.”
Professionals caution that trying to help victims of telemarketing fraud is a long-term
proposition and needs to involve family members and others, because one person cannot
single handedly change the victim’s behavior. Multiple individuals and agencies (if
appropriate) need to be involved. Repeated contact, whether in person or by phone, may
be necessary in order to gain trust and get victims to reveal what is going on and to
consider modifying their behavior. Follow-up contact is necessary to reinforce the
promised changed behavior, or to become a counter-presence. All too frequently the
victims will agree not to re-enter a relationship with the telemarketer and then succumb to
re-persuasion. As one professional said, “They are likely to agree to do what ever the last
person they talked to said to do.” Victims may be unlikely to be motivated to change their
behavior unless they perceive it is leading to financial ruin and serious depletion of their
resources.
The long-term objective with a victim is to improve their lives: to get him or her to stop
the self-destructive behavior and replace it with other activities, such joining seniors
groups. They need to know where they can go for reliable information so they don’t have
to rely on a telemarketer’s enticing promises of low risk and high return, or easy ways to
get out of debt by tapping into their home’s equity.
One appeal that has been used successfully in a few cases is enlisting the victim’s
cooperation in the form of helping to their friends or other seniors from being defrauded.
When the victim does not yet really believe that they have been scammed, the
respondents stressed the importance of dealing factually with the person who is not yet
convinced they have been victimized. “Put the facts in front of them.” Relating to a
doubting victim just how a scam typically occurs has been successful in demonstrating
that the pitch they received is the work of a criminal. For example, if the victim has sent
money to a “law firm” in Canada, explaining that no such law firm exists may open the
victim’s eyes that other information the telemarketer said was also false. The victim may
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become ready to listen when the sequence of steps of the fraud is explained and those
steps match what happened to the victim.
Respondents also noted the importance of being non-judgmental and stressing that the
criminal telemarketers are good at persuading people to relinquish money. They do it all
day and can get very good at it. A typical comment might be, “It is not that you are
gullible, but that you are targeted by pros.” See Appendix E for one professional’s profile
of a telemarketing victim.
Working with Family Members
All professionals agree that family members who are, or can be, trusted by victims play
an important role in preventing further victimization of older persons. The potential
downside, which must be considered, is that there is always the possibility of exploitation
by a family member. The victim may be as vulnerable to undue influence by a family
member as by a telemarketer. Many professionals like to meet and assess the family
member(s) who may become involved in working with the victim.
Victims may be extremely wary of the motives of family members. They fear criticism
and the embarrassment of being seen as foolish or gullible; and they may think family
members are after their money. They may have concerns that if family members know
what they’re doing they will be deprived of their independence (put in a nursing home,
for example), their ability to manage their own money (through confiscation of credit
cards, checkbooks, etc.), or their contact with the outside world (via telephone). They
may not want anyone—family, law enforcement, or “the government”—“messing in their
own business.”

How Can Family Members Help?
The professionals suggested a number of ways a trusted family member can assist in
preventing further victimization.
•
•
•
•
•
•
•
•
•

Always being supportive and non-judgmental
Demonstrating compassion and awareness of the influence techniques used by
criminal telemarketers
Providing information about how similar frauds have happened to other people
(“don’t show them their mistakes, show them someone else’s”)
Keeping lines of communication open
Expecting to take time to work with the individual (“I’ve spent weeks convincing
them that they are victims”)
Assisting in locating knowledgeable, neutral professionals to can advise on
managing debt or investing money without having a product to sell
Offering to assist in informal monthly or quarterly accounting and reconciling of
funds
Suggesting Caller ID or call blocking technology
Helping practice how to handle unsolicited phone calls
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•
•
•
•

With consent of the victim, inquiring if the bank can flag unusual activity and
notify a designated family member
Becoming or finding a phone buddy who replaces the attention provided by the
telemarketer
Encourage the person to report the crime or participate in a criminal investigation
to prevent friends and neighbors from being victimized
Encouraging the person to call the National Fraud Information Center at (800)
876-7060 to speak with an experienced counselor

How Can Others in the Community Help?
Caregivers, Social Workers, Ministers
Paid caregivers who are with physically and/or mentally impaired victims in their homes
can be enlisted to help prevent repeat victimization by monitoring the victim’s mail,
telephone calls, and behavior and/or by intercepting undesirable phone calls and mail.
On the other hand, one has to be very careful about the trustworthiness of caregivers.
One investigator says he routinely runs criminal checks on all family members and
caregivers involved with victims.
If there is no caregiver, sometimes a social worker or psychiatric social worker can be
used to keep in touch with and monitor the victim; or a volunteer could provide ongoing
contact with the victim.
Several respondents mentioned that the clergy may play an important role in being able to
convince persons of their victimization. Others suggested support groups for victims that
would re-enforce the truth that many persons are victimized and that they are not the only
one who has fallen prey to a smooth con artist.
Working with Financial Institutions
Professionals reported both positive and negative experiences with the banking industry
vis-à-vis telemarketing victimization. In some cases, an alert bank employee who spotted
a pattern of apparently unwarranted large withdrawals would deny the transaction or
report it to an appropriate agency. However, professionals generally believe that banks
need to become more alert and proactive in spotting and preventing transactions that may
indicate victimization. “The victims who won’t reveal their telemarketing relationships to
anyone have to get to their money; the bank is where the money is.” They favor more
outreach and education to the banking community on how to recognize inappropriate
transactions. Banking employees, and other who work directly with older persons in their
neighborhoods, need to have information about how to spot and stop exploitation.
“Sudden huge withdrawals by persons who hardly will spend any money should be
raising the flags.”
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Professionals Urge Increased Education and Public Awareness
Many professionals stressed that restitution of money lost to a scam is a very unlikely
event, and that the best approach is to focus on prevention.
Most professionals say that education and public awareness about telemarketing fraud is
the best way to prevent victimization. They believe it should start at the high school level
in schools and be available to adults of all ages. This involves reaching out to older
persons where they live and congregate—for example in retirement housing and at senior
centers. They also think their agencies should reach out, in particular, to financial
institutions such as banks to help them identify client requests that could be red flags for
impending trouble and report such activity to relevant local agencies and possibly family
members. One investigator mentioned that he was going to do his best to educate
Western Union about role wire transfers play in telemarketing fraud and how the
company could take steps to stop the crime from occurring.
They also believe that television is one of the most effective vehicles for getting
prevention information out to the community.

Professionals’ Views on Barriers to Decreasing Victimization
A number of professionals mentioned that their agencies are understaffed to work with
victims of telemarketing fraud and in their outreach activities. A few also mentioned that
since September 11 that many agencies’ efforts and resources have been redirected
toward fighting terrorism. As a consequence they have fewer resources for dealing with
telemarketing fraud and other white collar crime. Further complicating law enforcement
investigations is telemarketers’ use of disposable cellular phones, which has made it
much harder to trace the calls.
The widespread availability of personal information on the Internet has also gone far to
assist unscrupulous telemarketers, who may be able to obtain banking records and credit
card information which helps them create mooch lists.
Several professionals mentioned that there is a need for greater information sharing
across local agencies that deal with the elderly. Likewise, older persons need to become
aware of the many agencies and resources in the community that can help them with
respect to managing their finances and dealing with unwanted solicitations. Information
on available services should be posted in churches, banks, and other places frequented by
seniors.
For victims who show no evidence of dementia or other traits that render them incapable
of managing their own affairs, there is no way to compel them to get help with their
problem unless they are willing to do so. A few professionals expressed their frustrations
with victims who refused to acknowledge their problem or persisted in justifying
continuing their self-destructive behavior—especially in cases where the victim has
substantial wealth.
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Professionals’ Tips for Preventing Victimization
The professionals offered an assortment of practical tips that they have found useful in
talking to potential victims about ways to reduce victimization.
Handling Incoming Calls and Mail
•
•
•
•
•
•
•
•
•
•
•

If there’s a pause on the phone when you answer it, or if the caller mispronounces
your name, either hang up or tell the caller you’re hanging up
If a caller is trying to get you to “buy,” tell him to send something in writing and
that you don’t do business over the phone.
In the words of one investigator, “…Treat every call from a stranger that you
don’t know as…coming from a crook.”
The longer you stay on the phone the more likely you are to be scammed
Do not give out personal information (e.g., social security number, bank and
credit card account numbers) over the phone
If you find it hard to hang up, post near your phone the questions you need to ask
Discuss with a buddy the calls you receive
Get an answering machine and use it to screen calls
Get Caller ID and know how to use it
Change your phone number (though this may be only a temporary fix)
Use the privacy services provided by some phone companies, which enable the
call recipient to know exactly who the caller is and where he/she is calling from;
this enables calls to be traced and acts as a disincentive for callers

Dealing with Credit Cards, Credit Charges, Bank Accounts
•
•

Reduce the number of credit cards accounts you have to just one, so that you can
track expenditures more easily
Every month, carefully review all credit card and banking statements; if
something has been charged that you are unfamiliar with, notify the credit
company or bank

Dealing with Investment Pitches
•
•
•
•

Before making any securities purchase, always contact the state securities
commission or agency to check on the legitimacy of the product
If you want to help law enforcement catch scam artists, tell the caller you’re not
going to invest, but that you have a friend who’d like to. Then refer the caller to a
number that reaches a law enforcement agent
You wouldn’t buy a car without a test drive. Would you want to invest money just
because some convincing stranger said he had a good deal?
Don’t fill out the interest cards in magazine, it will just get you on another list.
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Conclusions
Professionals who work with victims of telemarketing fraud recognize that there is no
“typical” victim. The victim’s unique psychological make-up and the particular scam
influence how they work with each victim. Assisting the most chronic victim, who is
reluctant to recognize that they have been defrauded by a telemarketer, is a decided
challenge. Some even admit that they are at a loss as to know how to help the most
committed believer who has succumbed to the persuasive influences of a skillful criminal
telemarketer.
In the hardest cases, a multi-disciplinary, long-term approach may be most successful.
They have found through experience that bringing in trusted family members and other
professionals who can work with the victim over an extended time is more likely to break
the cycle of belief that the fraudulent telemarketer is a trustworthy confidant.
Transferring trust from the criminal to the intervener is complicated when the intervener
has to refute the promises of riches and insert the stark truth that the victim has been
deceived. The professionals were unanimous that a factual and non-judgmental approach
that emphasizes the skill of the criminal telemarketer rather than any weakness of the
victim is most productive.
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Appendix B-1: Materials for Experiment 1
Script for delivering the Prevention Message of Forewarned with Fear
Introduction:
Good Morning/Afternoon, may I please speak with Mr./Mrs. _____________________.
Mr./Mrs. ______________, my name is _____________________. I am calling from the
Telemarketing Call Center in Los Angeles.
How we got your number:
I am a volunteer for the FBI and BAT Task Force. We are calling to warn people about
fraud. We found your name among people who might be called by fraudulent telemarketers.
Dialogue:
Have you gotten calls from telemarketers? What do you tell them? How do you
respond?
What was the most recent call you received?
General Nature of the Crime:
Telemarketing fraud is a $40 billion per year industry in the United States. According to
AARP research, over 50 percent of the victims are over the age of 50. Many fraudulent boiler
rooms will use lists of previous victims as leads. Some fraud operators pay as much as $25 for a
single name of a victim.
Specific Prevention Message: Investment Fraud
One of the most widespread problem areas right now in telemarketing fraud is investment
scams. In a culture where everyone seems to be getting rich, scam artists will describe how
internet start up companies are making everyone rich. They will tell you they know about the
next Microsoft or Yahoo. They may tell you their investment is no risk and high yielding.
Off the Hook
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Other companies offer super deals on rare gold coins, which hold their value even when the
stock market goes down. They will offer to send you free information and, as an inducement,
they may even offer to enter you into a sweepstakes drawing or send you a free gift of some
kind.
The thing to remember is that if you chase high rates of return, you also chase higher risk.
Never make an investment over the phone. Always deal with people you know and trust and
who have a track record that you can independently verify. And be especially aware of offers
that sound like they are too good to be true. Never give the caller personal information about
yourself. Thank you for your time today Mr./Mrs. ____________________________________.
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Control Script
Good Morning/Afternoon, may I please speak with Mr./Mrs. ______________________.
Mr./Mrs. ______________, my name is _____________________. I am calling from the Los
Angeles Research Call Center. I just want to ask you a couple of short questions and verify your
name and address for our records. First, your address. Is it (read address you have, then write it
in the space below.)
___________________________________________________________________________
___________________________________________________________________________
___________________________________________________________________________
___________________________________________________________________________
Now. What is your favorite television program? How long have you watched it?
Okay. Thank you for participating in our survey.
NOTE: Be sure to hand in any of these forms where you reach the person and verify their
address.
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Sting Call Script
Hello [Respondent Name]:
This is John (Jill) from Royal American Rarities. We specialize in providing information to
investors about opportunities in rare, high quality numismatic coins. Did you get the mailer we
sent last week offering a free Sacagawea Golden Dollar?
If Yes.

Great. I hope you had a chance to look it over. Today is the last day of our

special promotion. As you know, for qualified investors such as yourself, we are offering a free
Sacagawea Golden Dollar, the highly sought after, newly minted dollar offered by the U.S. Mint.
These coins are in big demand and there are only a few left in our inventory. We will send you
out your free coin and an information packet today with no obligation whatsoever, just for being
willing to review some valuable financial information about investing. Can I mail you the free
coin today?
If No. You didn’t. Well, it’s a good thing I called. Today is the last day of our special
promotion. For qualified investors such as you, we are offering a free Sacagawea Golden Dollar,
the highly sought after, newly minted dollar offered by the U.S. mint. These coins are in big
demand and there are only a few left in our inventory. We will send you out your free coin and
an information packet today with no obligation whatsoever, just for being willing to review some
valuable financial information about investing. Can I send that out to you today?
If yes, verify the name and address.
NAME

________________________________

ADDRESS

________________________________

CITY/WA.

________________________________

CODE (A or B) ________________________________
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If no, thank them for their time and hang up.
Answers to Objections:
If questioned about the specifics of the offer, repeat the relevant portion of the script and
then ask if the coin and materials can be sent out to today.
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Debriefing Letter to Sting Respondents
Dear Mr. or Mrs. XXX,
Thank you for your recent request for information about gold coin investments.
The solicitation you responded to was part of a project being conducted in Los Angeles
by a coalition of law enforcement agencies, social service organizations and a major
university with the purpose of stopping economic fraud crimes.
The particular investment company you inquired about used a pitch, the free
Sacagawea Golden Dollar, which has been known to have been used by fraudulent
investment companies in the past. As part of this project, we are enclosing the free
Sacagawea Golden Dollar as promised. However, please be careful in the future about
responding to offers which sound like you are getting something for nothing.
Please take a moment to read the enclosed consumer education fact sheet which
describes some of the approaches used by these fraudulent investment companies. If
you have any questions, please do not hesitate to call me at 206 517-2316.
Sincerely,
Doug Shadel
Consumer Affairs Rep.
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Appendix B-2: Materials for Experiment 2
Script for Telemarketing Victim Call Center - Forewarned is Forearmed – Charity Fraud
Introduction:
Good Morning/Afternoon, may I please speak with Mr./Mrs. ______________________.
Mr./Mrs. ______________, my name is _____________________. I am calling from the
Telemarketing Call Center in Los Angeles.
How we got your number:
I am a volunteer for the FBI and BAT Task Force. We are calling to warn people about
fraud. We found your name among people who might be called by fraudulent telemarketers.
Dialogue:
Have you gotten calls from telemarketers? What do you tell them? How do you
respond? What was the most recent call you received?
General Nature of the Crime:
Charity fraud is a $1 billion per year industry in the United States. According to AARP
research, over 50 percent of the victims are over the age of 50. Many fraudulent boiler rooms
will use things going on in the news to help them steal money from innocent people who just
want to help. When the Oklahoma City bombing tragedy occurred, millions of dollars were
raised through legitimate charities. But thousands more was also raised by con men seeking to
exploit such a tragic event.
Now with the September 11 attack on the World Trade Center and the Pentagon in
Washington, huge numbers of con criminals are calling people asking for donations, donations
that may never reach the intended worthy cause.
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Specific Prevention Message - Charity Fraud:
While it is good to give to charity, there are a couple of steps you should take before
giving.
1. Ask for a registration number. You should ask the caller for their registration number with
the state. Anyone who raises more than $5,000 in a year needs to be registered with the state.
2. Ask how much goes to the charity. Ask them how much of every dollar goes to the
charitable purpose itself versus to the professional fundraiser doing the fundraising. If they can’t
answer these two questions, don’t agree to give them anything.
The best advice when it comes to charitable giving is to have a plan. At the beginning of
every year, decide how much money you are going to give to charity, then pick those causes you
are going to give to, investigate them and give. Then the rest of the year, when people call or
write to you asking for money, you can tell them politely, “I am sorry but I have a plan and have
given all I am going to give for the year. But if you send me written information about your
charity, I will consider you for next year.
Final Verification:
I just want to ask you a couple of short questions and verify your name and address for
our records. First, your address. Is it (Read address you have, then write it in the space below.)
___________________________________________________________________________
___________________________________________________________________________
___________________________________________________________________________
___________________________________________________________________________
NOTE: Be sure to hand in any of these forms where you reach the person and verify their
address.
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Control Script
Good Morning/Afternoon, may I please speak with Mr./Mrs. _____________________.
Mr./Mrs. ______________, my name is _____________________. I am calling from the Los
Angeles Research Call Center. I just want to ask you a couple of short questions and verify your
name and address for our records. First, your address. Is it (read address you have, then write it
in the space below.)
___________________________________________________________________________
___________________________________________________________________________
___________________________________________________________________________
___________________________________________________________________________
Now. What is your favorite television program? How long have you watched it?
Okay. Thank you for participating in our survey.
NOTE: Be sure to hand in any of these forms where you reach the person and verify their
address.
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Charity Sting Script
Hello [Respondent Name]:
This is John (Jill) from Citizens for a United America. We have been hired by a group of
patriotic philanthropists in and around New York City to raise money for the relief effort
associated with the September 11 tragedy at the World Trade Center in New York.
This group of philanthropists, who wish to remain anonymous, have said they will match
donations dollar for dollar up to $50 million.
Let me say that again, they are pledging up to $50 million dollars in matching funds for
the relief effort. The goal: a total of $100 million in relief aide and this is on top of the money
pledged by the Bush Administration to rebuild New York City. This makes ours the biggest
single relief effort in the history of the United States.
There is some urgency to this because their offer expires at the end of October. So we
are asking you to donate today by pledging a specific amount. Even a single dollar will help. If
you are willing to give something, anything, we will send you out a self-addressed, stamped
envelope which you can put your check into and send off immediately. We trust you to honor
your commitments. In exchange, we will send you a lovely commemorative pin that has the
American flag on it.
Where can I send this material to? Let me verify that address.
[If no, thank them for their time and hang up.]
Answers to Questions:
If asked for a registration number or how much of the money goes to fundraising, don’t
answer. Say something like “I don’t know” or “This is all so new, we haven’t gotten that
information yet.”
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Appendix B-3: Materials for Experiment 3
Script for Altercasting/Become a Fraud Fighter
Introduction:
Good Morning/Afternoon, may I please speak with Mr./Mrs.
__________________________.
Mr./Mrs. ______________, my name is _____________________. I am calling from the
Telemarketing Call Center in Los Angeles.
How we got your number:
I am a volunteer for the FBI and BAT Task Force. We are calling to warn people about
fraud. We found your name among people who might be called by fraudulent telemarketers.
Dialogue:
Have you gotten calls from telemarketers? What do you tell them? How do you
respond?
What was the most recent call you received?
General Nature of the Crime:
Telemarketing fraud is a $40 billion per year industry in the United States. According to
AARP research, over 50 percent of the victims are over the age of 50. Many fraudulent boiler
rooms will use lists of previous victims as leads. Some fraud operators pay as much as $25 for a
single name of a victim.
Specific Prevention Message: Investment Fraud
One of the most widespread problem areas right now in telemarketing fraud is investment
scams. In a culture where everyone seems to be getting rich, scam artists will describe how
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internet start up companies are making everyone rich. They will tell you they know about the
next Microsoft or Yahoo. They may tell you their investment is no risk and high-yielding.
Other companies offer super deals on rare gold coins, which hold their value even when the
stock market goes down. They will offer to send you free information and, as an inducement,
they may even offer to enter you into a sweepstakes drawing or send you a free gift of some
kind.
The thing to remember is that if you chase high rates of return, you also chase higher risk.
Never make an investment over the phone. Always deal with people you know and trust and
who have a track record that you can independently verify. And be especially aware of offers
that sound like they are too good to be true. Never give the caller personal information about
yourself.
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Fraud Fighter Recruitment Pitch
You know, it sounds like you know a lot about this fraud business. You are qualified to
be an official fraud fighter. I am a volunteer fraud fighter and have been doing this for a number
of years. We need help from people as knowledgeable as you are in fighting the kinds of scams
that are going on out there.
Here is what I am going to do. After I get off the phone, because you are a qualified fraud
fighter, I am going to send you a fraud fighter kit, which will include some information and an
official fraud fighter certificate. As an official fraud fighter, here is what you’ll be doing:
•

Monitor all your incoming phone calls for fraudulent activity.

•

Evaluate every phone call from someone you don’t know for possible fraud.

•

Report fraud to the authorities. (One authority is the FBI’s Los Angeles Bureau. The
number is 310 555 1212. No need to write it down. I’ll send it to you in your fraud
fighter packet).

•

Talk, with family, friends, loved ones, anybody you can about how to prevent this crime.

I would like to thank you for joining us in the fight against fraud. It is because of concerned
citizens like you that we believe we will beat the con artists and greatly reduce fraud in America.
I just want to ask you a couple of short questions and verify your name and address for our
records. First, your address. Is it (read address you have, then write it in the space below.)
___________________________________________________________________________
___________________________________________________________________________
NOTE: Be sure to hand in any of these forms where you reach the person and verify their
address.
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Letter for the Become a Fraud Fighter Pitch
Dear Mr. or Mrs. X,
I want to thank you for talking with our representative on the phone the other day about
telemarketing fraud. I especially want to thank you for becoming an Official Fraud Fighter. In
my work with the FBI and the Telemarketing Call Center in Los Angeles, I find that it is
invaluable to have knowledgeable people such as you on our fraud fighting team.
As you know, telemarketing fraud is a $40 billion per year industry in the United States.
According to AARP research, over 50 percent of the victims are over the age of 50. Many
fraudulent boiler rooms will use lists of previous victims as leads. Some fraud operators pay as
much as $25 for a single name of a victim. Your name was found on one of these lists and you
may be called by one of these criminals in the near future.
I have enclosed your Official Fraud Fighter kit. This includes some information to help
you fight the fraud along with a certificate authenticating your role as a fraud fighter. As a fraud
fighter, it is important for you to:
•

Monitor all your incoming phone calls and mail for fraudulent activity.

•

Evaluate every phone call from someone you don’t know for possible fraud.
Obviously, it is not a good idea to even consider sending in money for such fraudulent
solicitations.

•

Report fraud to the authorities. (One authority is the FBI’s Los Angeles Bureau. The
number is 310 555 1212. You can also call your local law enforcement or your State’s
Attorney General’s office). Do not worry about whether the solicitation you received is
fraudulent or not. If you have any doubts at all about it, we encourage you to report it to
the FBI.
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•

Talk, with family, friends, loved ones, anybody you can about how to prevent this
crime. It is important to encourage everyone you know to look for fraudulent
solicitations in order to report them. Remember to tell them that it is not a good idea to
even consider sending in money for such fraudulent solicitations.
Again, thanks so much for talking with us and serving as a fraud fighter. I wish the best

for you and your loved ones.
Sincerely,

Melodye Kleinman
Director, Fraud Victim Call Center
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Script for the Self-Generated Treatment
Introduction:
Good Morning/Afternoon, may I please speak with Mr./Mrs. ______________________.
Mr./Mrs. ______________, my name is _____________________. I am calling from the
Telemarketing Call Center in Los Angeles.
How we got your number:
I am a volunteer for the FBI and BAT Task Force. We are calling to warn people about
fraud. We found your name among people who might be called by fraudulent telemarketers.
Dialogue:
Have you gotten calls from telemarketers? What do you tell them? How do you
respond?
What was the most recent call you received?
General Nature of the Crime:
Telemarketing fraud is a $40 billion per year industry in the United States. According to
AARP research, over 50 percent of the victims are over the age of 50. Many fraudulent boiler
rooms will use lists of previous victims as leads. Some fraud operators pay as much as $25 for a
single name of a victim.
Specific Prevention Message: Investment Fraud
One of the most widespread problem areas right now in telemarketing fraud is investment
scams. In a culture where everyone seems to be getting rich, scam artists will describe how
internet start up companies are making everyone rich. They will tell you they know about the
next Microsoft or Yahoo. They may tell you their investment is no risk and high yielding.
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Other companies offer super deals on rare gold coins, which hold their value even when the
stock market goes down. They will offer to send you free information and, as an inducement,
they may even offer to enter you into a sweepstakes drawing or send you a free gift of some
kind.
The thing to remember is that if you chase high rates of return, you also chase higher risk.
Never make an investment over the phone. Always deal with people you know and trust and
who have a track record that you can independently verify. And be especially aware of offers
that sound like they are too good to be true. Never give the caller personal information about
yourself.
Self-Generated Arguments:
As you can see, this is a very serious crime. Right now we are developing a campaign to
help alert your neighbors to why they shouldn’t go along on these deals that may sound good, but
ends up being a bust.
But we are having a problem. Many people who get these phone calls don’t realize the
seriousness of it like you do. We are finding that one of the best ways to convince these folks to
get off the phone is to have a person like you, who knows about the crime, help us come up with
ways of explaining how serious it is and to encourage these potential victims to get off the
phone.
I hope you can help us on this. Imagine that right now you were talking to someone who
received a phone call from one of these fraudulent telemarketers and they are about to send some
money to him. Your job is to prevent that. What would you tell that person to keep them from
falling prey?

Off the Hook

Appendix B3-7

Peer Counseling

[Solicit answers to the three questions below. When they give you an answer, repeat it back to
them in a very positive manner saying how great an idea it was; socially reward them. Get
excited at suggestions. If it is a poor response, shape it to make it better and repeat it back to
them. Probe for more. Tell them that you are writing it down so you can share with others and
then write it down. If they get stuck for an answer, jump start them with the bonus probe or
something similar.]
•

What would you tell this person to do to get a fraudulent telemarketer off the phone?
What’s your plan on this? (Bonus prompt if the respondent is stalled: "Well, how do you
get people off the phone?")

•

What would you tell this person to do determine if a caller is fraudulent? (Bonus prompt
if the respondent is stalled: "Well, how do you tell when a call is fraudulent?")

•

What would you tell this person that would convince them that it is important not to do
business with these criminals?

[After they come up with a number of ways] Thank you so much. This has been so helpful.
Here is what is going to happen next. I’ve written down your suggestions and we are going to
take those suggestions and start using them to convince others to get off the phone when these
frauds call. This is fantastic.
[Don’t forget to write down the answers to these questions on sheets of paper. We will
collect these up and then use them to give others tips on how to deal with this crime].
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Final Verification:
I just want to ask you a couple of short questions and verify your name and address for
our records. First, your address. Is it (read address you have, then write it in the space below.)
___________________________________________________________________________
___________________________________________________________________________
___________________________________________________________________________
___________________________________________________________________________
NOTE: Be sure to hand in any of these forms where you reach the person and verify their
address.

Off the Hook

Appendix B3-9

Peer Counseling

Letter for the Self-Generated Treatment
Dear Mr. or Mrs. X,
I want to thank you for talking with our representative on the phone the other day about
telemarketing fraud. In my work with the FBI and the Telemarketing Call Center in Los
Angeles, we find it useful to talk with people such as you.
As we talked about, telemarketing fraud is a $40 billion per year industry in the United
States. According to AARP research, over 50 percent of the victims are over the age of 50.
The advice you gave us on how to talk with potential victims of this crime and the help
you gave in coming up with ways of explaining how serious it is and encouraging these potential
victims to get off the phone is invaluable. In fact, it is so valuable, I am wondering if you can
help us get the word out further? It would be really helpful if you could take a minute to jot
down the reasons you came up with for why it is important to get off the phone when a stranger
calls offering you a deal and to write down the tips you gave for getting off the phone. You can
write them on the back of this letter. Then, I’d appreciate it if you would share what you wrote –
your convincing arguments and your tips – with your neighbors, friends, and loved ones. That is
the way we can get the word out about this crime, and I can think of no one better than you for
doing that!
Again, thanks so much for talking with us. I wish the best for you and your loved ones.

Sincerely,

Melodye Kleinman
Director, Fraud Victim Call Center
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Script for the Vivid Treatment
Introduction:
Good Morning/Afternoon, may I please speak with Mr./Mrs. ______________________.
Mr./Mrs. ______________, my name is _____________________. I am calling from the
Telemarketing Call Center in Los Angeles.
How we got your number:
I am a volunteer for the FBI and BAT Task Force. We are calling to warn people about
fraud. We found your name among people who might be called by fraudulent telemarketers.
First Vivid Image:
You know, not everyone thinks of telemarketing fraud as a serious crime. Let me
illustrate what I mean by that.
Imagine that instead of the phone ringing there is a knock at the door. There is a tall man
standing there telling you he has a great opportunity for you to make some money. He asks
nicely if you have a few minutes to listen to what he has to say. What would you say? (Wait for
a response that goes something like: “maybe I would listen to what he has to offer”)
Now let me add one more thing: This soft-spoken man at your door has a big black ski
mask over his face. Now what would you do? Would you let him in? (Wait and prompt a
response of something to the effect of: “Of course not. I would slam the door right away.”)
There is no difference between a stranger on the phone and a man with a mask at your
door. Either way they want your money and you don't really know who they are. Every time
you answer the phone and it is a stranger I want you to do this for me: Picture a man at your
door with a big black ski mask covering his face - asking for your money. Don’t let that criminal
into your home. Slam down the phone.
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Dialogue:
Have you gotten calls from telemarketers? What do you tell them? How do you
respond?
What was the most recent call you received?
[Note: Try to reinforce things the caller says with an image of a masked stranger coming to the
door or phone. For example, if they say they got a phone call from someone they didn’t think
was legit, you say, “Yep, that is just like that masked man coming right in your home.”]
General Nature of the Crime:
Telemarketing fraud is a $40 billion per year industry in the United States. According to
AARP research, over 50 percent of the victims are over the age of 50. Many fraudulent boiler
rooms will use lists of previous victims as leads. Some fraud operators pay as much as 25 for a
single name of a victim.
Specific Prevention Message: Investment Fraud
One of the most widespread problem areas right now in telemarketing fraud is investment
scams. In a culture where everyone seems to be getting rich, scam artists will describe how
internet start up companies are making everyone rich. They will tell you they know about the
next Microsoft or Yahoo. They may tell you their investment is no risk and high yielding.
Other companies offer super deals on rare gold coins, which hold their value even when
the stock market goes down. They will offer to send you free information and, as an inducement,
they may even offer to enter you into a sweepstakes drawing or send you a free gift of some
kind.
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The thing to remember is that if you chase high rates of return, you also chase higher risk.
Never make an investment over the phone. Always deal with people you know and trust and
who have a track record that you can independently verify. And be especially aware of offers
that sound like they are too good to be true. Never give the caller personal information about
yourself.
Final Verification:
I just want to ask you a couple of short questions and verify your name and address for
our records. First, your address. Is it (read address you have, then write it in the space below.)
___________________________________________________________________________
___________________________________________________________________________
___________________________________________________________________________
___________________________________________________________________________
NOTE: Be sure to hand in any of these forms where you reach the person and verify their
address.
Second Vivid Image:
Thank you for your time today Mr./Mrs. ____________________________________. I
just want you to remember one more thing: Every time your telephone rings, imagine it is a
knock on your door and it could be that person standing there has a big black ski mask covering
his face. There really is no difference between a telemarketing scam artist and a burglar standing
at the front door. Do not open the door to strangers! Do not let the masked telemarketer into
your home or bank account. HANG UP!
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Letter for the Vivid Treatment
Dear Mr. or Mrs. X,
I want to thank you for talking with our representative on the phone the other day about
telemarketing fraud. In our work with the FBI and the Telemarketing Call Center in Los
Angeles, we find it useful to talk with people such as you.
As we talked about, telemarketing fraud is a $40 billion per year industry in the United
States. According to AARP research, over 50 percent of the victims are over the age of 50.
Many fraudulent boiler rooms will use lists of previous victims as leads. Some fraud operators
pay as much as $25 for a single name of a victim. Your name was found on one of these lists
and you may be called by one of these criminals in the near future.
Remember: Every time your telephone rings, imagine it is a knock on your door and it
could be a person standing there has a big black ski mask covering his face ready to steal your
money. There really is no difference between a telemarketing scam artist and a burglar standing
at the front door. Do not open the door to strangers! Do not let the masked telemarketer into
your home or bank account. HANG UP!
Again, thanks so much for talking with us. I wish the best for you and your loved ones.

Sincerely,

Melodye Kleinman
Director, Fraud Victim Call Center

Off the Hook

Appendix B3-14

Peer Counseling

Appendix B-4: Materials for Experiment 4
Script A: Gotcha “NONE OF YOUR BUSINESS” Script
Introduction:
Hi. This is ______________________from United American Company.
Given the state of today’s economy, I don’t have to ask if you are interested in saving, or
even making some money. We all can use a little extra money. I can tell you how you can do
just that today. All I need is for you to answer a few questions. OK?
WAIT! Don’t answer that question.
Here is why: It is the first step to being taken in a telemarketing fraud where you can
lose thousands of dollars.
I am not calling from United American Company. I am actually a volunteer working
with the FBI and the BAT Task force. We are warning people about telemarketing fraud and that
giving out just a little bit of information such as I just asked for, and you can be scammed.
How we got your number:
Sorry about the dramatics that I used when I began this conversation, but I am worried
about something. As a volunteer for the FBI and BAT Task Force, we found your name among
people who might be called by fraudulent telemarketers.
Dialogue:
Have you gotten calls from telemarketers? What do you tell them? How do you
respond?
What was the most recent call you received?
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General Nature of the Crime:
Telemarketing fraud is a $40 billion per year industry in the United States. According to
AARP research, over 50 percent of the victims are over the age of 50. Many fraudulent boiler
rooms will use lists of previous victims as leads. Some fraud operators pay as much as 25 for a
single name of a victim.
Specific Prevention Message: Giving out personal information
One of the ways that con criminals get people to take their phony deals is to get them to
give out personal information. They then use that personal information against them.
For example, they may ask you, “Do you own your own home?” or “Are you on a fixed
income or do you have investments that provide you with income?” The questions may seem
innocent, but they are not.
Remember at the start of our conversation how I asked you to answer a few questions. If
you would have given me that information, I would have been able to use it against you in a
scam.
Illegal telemarketers tell us when they can get someone on the telephone to give them
ANY personal or financial information, they know that person can be scammed. They know a
person who guards their private or financial information, will also guard their money. With a
little bit of caution, you will have the telemarketers hanging up on YOU.
Scammers are creative. We can only guess at how they will use the information you
provide over the telephone…but you can be sure, they will not be using it to help YOU make
money.
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Legitimate companies calling you will either already know your personal information
because you have dealt with them before, or they will be willing to send you information without
knowing any details of your life.
So remember, giving out information about yourself is only opening the door for
strangers to come in. Tell them: “I DON’T GIVE OUT INFORMATION OVER THE
TELEPHONE.” And then hang up. You will be helping us put the crooks out of business.
Thank you for your time today Mr./Mrs. ____________________________________
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Script B: Forewarned Prevention Message
Introduction:
Good Morning/Afternoon, may I please speak with Mr./Mrs. ______________________.
Mr./Mrs. ______________, my name is _____________________. I am calling from the
Telemarketing Call Center in Los Angeles.
How we got your number:
I am a volunteer for the FBI and BAT Task Force. We are calling to warn people about
fraud. We found your name among people who might be called by fraudulent telemarketers.
Dialogue:
Have you gotten calls from telemarketers? What do you tell them? How do you
respond?
What was the most recent call you received?
General Nature of the Crime:
Telemarketing fraud is a $40 billion per year industry in the United States. According to
AARP research, over 50 percent of the victims are over the age of 50. Many fraudulent boiler
rooms will use lists of previous victims as leads. Some fraud operators pay as much as $25 for a
single name of a victim.
Specific Prevention Message: Giving out personal information
One of the ways that con criminals get people to take their phony deals is to get them to
give out personal information. They then use that personal information against them.
For example, they may ask you, “Do you own your own home?” or “Are you on a fixed
income or do you have investments that provide you with income?” The questions may seem
innocent, but they are not.
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Illegal telemarketers tell us when they can get someone on the telephone to give them
ANY personal or financial information, they know that person can be scammed. They know a
person who guards their private or financial information, will also guard their money. With a
little bit of caution, you will have the telemarketers hanging up on YOU.
Scammers are creative. We can only guess at how they will use the information you
provide over the telephone…but you can be sure, they will not be using it to help YOU make
money.
Legitimate companies calling you will either already know your personal information
because you have dealt with them before, or they will be willing to send you information without
knowing any details of your life.
So remember, giving out information about yourself is only opening the door for
strangers to come in. Tell them: “I DON’T GIVE OUT INFORMATION OVER THE
TELEPHONE.” And then hang up. You will be helping us put the crooks out of business.
Thank you for your time today Mr./Mrs. ____________________________________
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Control
Good Morning/Afternoon, may I please speak with Mr./Mrs. ______________________.
Mr./Mrs. ______________, my name is _____________________. I am calling from the Los
Angeles Research Call Center. I just want to ask you a couple of short questions and verify your
name and address for our records. First, your address. Is it (read address you have, then write it
in the space below.)
___________________________________________________________________________
___________________________________________________________________________
___________________________________________________________________________
___________________________________________________________________________
Now. What is your favorite television program? How long have you watched it?
Okay. Thank you for participating in our survey.
NOTE: Be sure to hand in any of these forms where you reach the person and verify their
address.
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Homeland Financial Sting
Hi, this is John (Jill) from Homeland Financial. We specialize in providing information
to investors and clients about opportunities to meet your financial and investment needs.
Did you get the mailer we sent last week offering a free American flag lapel pin and
some valuable information that will show you a number of ways you can save and protect your
money?
If Yes.

Great. I hope you had a chance to look it over. Today is the last day of our

special promotion. As you know, for qualified clients such as yourself, we are offering a free
American flag pin plus some valuable information that will save you money. Go to Questions.
If No.

You didn’t. Well, it’s a good thing I called. Today is the last day of our special

promotion. For qualified clients such as yourself, we are offering a free American flag pin plus
some valuable information that will save you money. Go to Questions.
Questions:
But, first I need to ask you a few questions:
Do you own your own home?
Do you currently pay into an IRA account?
Do you have someone who helps you with financial planning?
Thank you. Just for answering these questions we will send you a free American flag lapel pin
and some valuable information that will show you a number of ways you can save and protect
your money.
Let me verify your name and address.
Record how many questions were answered:
0 (if the person hung up), 1, 2, or 3.
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Appendix B-5: Materials for Experiment 5
Script for Project “Pot Of Gold”
Introduction:
Good Morning/Afternoon, may I please speak with Mr./Mrs. ______________________.
Mr./Mrs. ______________, my name is _____________________. I am calling from the
Telemarketing Victim Call Center in Los Angeles.
I am a volunteer with the FBI. We are calling to warn people about fraud. We found
your name among people who might be called by fraudulent telemarketers.
Do you receive a lot of calls from telemarketers representing companies you have never
heard of? How do you respond?
Dialogue:
Have you gotten calls from telemarketers? What do you tell them? How do you
respond?
What was the most recent call you received?
General Nature of the Crime:
Telemarketing fraud is a $40 billion per year industry in the United States. According to
AARP research, over 50 percent of the victims are over the age of 50. Many fraudulent boiler
rooms will use lists of previous victims as leads. Some fraud operators pay as much as 25 for a
single name of a victim.
Specific Prevention Message: Commitment to get off the phone
NOTE: The goal here is to get the person to (a) make a commitment to get off the phone when a
criminal calls and (b) to build their feeling that “YES! They Can Hang Up!” or what is called
self-efficacy.
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Step 1: Commitment to hang up
Ask questions such as the following to get a commitment to hang up (use your best
judgment as to what will work in the situation): When these fraudulent telemarketers call, what
are you planning to do? Do you think you should hang up on them immediately? Do you plan
on hanging up immediately?
Step 2: Build Self-efficacy
Once they make a commitment to hang up, then build up their self-confidence to do it.
Praise them, say it is great. Then say something like the following:
I think you can hang up on them too. I’ve been listening to what you have been saying and you
are right. You have to just hang up on these frauds. I know you can hang up on these frauds and
I am going to put my money where my mouth is. I am going to pay you $5 in cash when you
hang up on these frauds.
Here is how it works:
Someone will be calling you in the next two weeks pretending to be a telemarketer from a
company you have never heard of. If you hang up the minute they ask for money or any
personal information, you will receive $5 in the mail. If you don’t hang up, you will only
receive a letter and general information about telemarketing fraud including tips on how to
handle unwanted telephone calls.
Remember, all I want from you - is for you to hang up when a stranger calls asking for
something from you. You have nothing to lose and you will actually receive a bonus of $5. It is
OK to be rude to a criminal. You will be helping law enforcement put scam artists out of
business.
Thank you for your cooperation.
Thank you for your time today Mr./Mrs. ____________________________________
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Control Script
Good Morning/Afternoon, may I please speak with Mr./Mrs. ______________________.
Mr./Mrs. ______________, my name is _____________________. I am calling from the Los
Angeles Research Call Center. I just want to ask you a couple of short questions and verify your
name and address for our records. First, your address. Is it (read address you have, then write it
in the space below.)
___________________________________________________________________________
___________________________________________________________________________
___________________________________________________________________________
___________________________________________________________________________
Now. What is your favorite television program? How long have you watched it?
Okay. Thank you for participating in our survey.
NOTE: Be sure to hand in any of these forms where you reach the person and verify their
address.
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Sting: Project “Pot Of Gold”
Good Morning/Afternoon, may I please speak with Mr./Mrs. __________________.
Mr./Mrs.________________, my name is ______________. I am calling from the American
Allegiance Corporation about a new free promotional offer for you. (If they ask about the
company, tell them it is a marketing agency)
Congratulations! You are guaranteed to win one of these five prizes: a trip to Las Vegas, a
television set, a financial portfolio, a shopping spree, or cash in a special drawing we are having
next week. You are guaranteed to win at least one of those prizes, and all you have to do is
provide your correct address and name of the bank you use and answer these questions!
What is your address? (Make sure it is the same as written on the list – or make
correction).
Name of bank?
Do you own your own home?
Do you currently pay into an IRA account?
Do you have someone who helps you with financial planning?
Thank you Mr./Mrs.______________. You are now entered into our drawing and you
will soon be notified by mail as to which prize you won!

Off the Hook

Appendix B5-4

Peer Counseling

Appendix B-6: Materials for Experiment 6
Forewarned About Lottery Scams Is Forearmed
Introduction:
Good Morning, may I please speak with Mr./Mrs._________________________?
Mr./Mrs.________________, my name is___________________. I am not trying to sell you
anything…I am not going to ask for money. I am a volunteer with the FBI. We are calling to
warn people about fraud. We found your name among people who might be called by fraudulent
telemarketers who collect over $40 billion per year – mostly from seniors. Do you get a lot of
calls from telemarketers?
Message:
One of the most popular scams right now involves foreign lotteries. The criminals may
call you saying you won the lottery and want you to pay fees or give out your bank account
number to claim the prize. They pressure you to wire money right away - or they will have
someone immediately come to your house to pick up a check. This is a SCAM. Free is Free –
real lottery winners never have to pay or give out financial information to win a free prize!
Don’t give your money to strangers.
Here’s a tip! Tell all telemarketers to put the information in writing and that you will
have your son or daughter review the information. That will get the scammers to hang up on
you.
Remember – it is OK to be rude to a criminal. Simply by hanging up you will be helping
law enforcement put the crooks out of business.
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Sting:
Good morning/afternoon, may I please speak with Mr./Mrs. _____________. Mr./Mrs.
___________________, my name is__________________. I am calling from the American
Allegiance Corporation about a free promotional drawing where you would have a chance at
winning one of three prizes:
1. A trip anywhere in the US;
2. A television set;
3. Or a TeleZapper for your telephone that will prevent unwanted computerized
telemarketing calls. (It’s a little device you attach to your phone and it will “zap” the
call and tell the computer to erase your number)
All you have to do is verify your correct address and tell me the name of the bank you use!
Let me verify your address…You are now entered into our drawing and have a chance of
winning one of our three prizes.
(someone’s name will be drawn and they will receive a TeleZapper)
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Appendix C-1: Interviews with Victims and Non-Victims of
Telemarketing Fraud
PRINCETON SURVEY RESEARCH ASSOCIATES FOR

AARP
Topline Results
August 5, 2002
Job # 22007
N= 507 interviews with random adults age 45+
(margin of error plus or minus 5 percentage points)
N= 310 interviews with Lottery Fraud Victims age 45+
(margin of error plus or minus 6 percentage points)
N= 132 interviews with Investment Fraud Victims age 45+
(margin of error plus or minus 9 percentage points)
Interviewing Dates: January 28, 2002 –February 23, 2002 (RDD and Lottery Victims Samples)
June 3, 2002 – July 20, 2002 (Investment Victims Sample)
NOTES: An asterisk (*) indicates values less than 0.5%.
A double cross (‡) denotes statistical difference from the RDD sample at the 95% level of
confidence.
All trends are from 1995 AARP Older Fraud Victims Study.
INTRODUCTION: Hello, my name is _______________ and I’m calling for Princeton Survey
Research of Princeton, New Jersey.
IF RESPONDENT IS FROM VICTIM SAMPLE:
May I please speak with (NAME)? (REPEAT INTRODUCTION IF NEW PERSON
COMES TO THE PHONE.)
We are conducting an important survey about the experiences people have with certain
kinds of telephone calls they receive. This is NOT a sales call. At NO TIME during this
interview will you be asked to buy anything, to give your credit card number or your
bank account number. All your answers will be kept completely confidential. If you
would feel more comfortable having a family member or a friend present or listening
during this call, I would be happy to wait while you get them on the phone, or call back
another time. Should we start the interview now, or do you want to get someone else on
the phone? [IF NOW, CONTINUE WITH D1]
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IF RESPONDENT IS FROM RDD SAMPLE:
S1.

We are conducting an important survey about the experiences people have with certain
kinds of telephone calls they receive. How many people age 18 to 44 live in this
household? (DO NOT RECORD ANSWER) And, how many people age 45 and older
live in this household?

IF ONLY ONE ADULT AGE 45+ IN HH (S1=1)
S2.
May I please speak to THAT PERSON?
IF TWO ADULTS AGE 45+ IN HH (S1=2)
S3.
May I please speak to the (ROTATE: YOUNGER/OLDER) of the two people who are
at least age 45?
IF THREE OR MORE PEOPLE AGE 45+ IN HH (S1=3)
S4.
May I please speak to the person age 45 or older who has had the most recent birthday?
D1.

RECORD SEX
Gen. Pop 45+
46
54
100

D2.

Lottery
Victims 45+
‡
38
‡
62
100

Investment
Victims 45+
‡
80 Male
‡
20 Female
100

What is your current age?
Gen. Pop 45+
40
25
21
14
100
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Victims 45+
8
‡
9
26
‡
57
100

Investment
Victims 45+
‡
34
‡
37
16
13
100
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55-64
65-74
75 or older
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I1.

Do you feel that things in this country are generally going in the right direction today, or
do you feel that things have seriously gotten off on the wrong track?
Gen. Pop 45+
41
44
15
100

I2.

Investment
Victims 45+
33 Right direction
45 Wrong track
22 Don’t know/Refused
100

I’d like you to compare the way things are going in the United States today with the way
they were going five years ago. Generally, would you say things are going better today,
worse today, or about the same as they were going five years ago?
Gen. Pop 45+
21
49
26
4
100

I3.

Lottery
Victims 45+
37
50
13
100

Lottery
Victims 45+
22
44
26
8
100

Investment
Victims 45+
25
39
28
8
100

Better today
Worse today
About the same
Don’t know/Refused

Do you think the future for the next generation of Americans will be better, worse, or
about the same as life today?
Gen. Pop 45+
34
36
19
11
100
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26
34
26
14
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1.

Now I have a few questions about things that may have happened to you in the past 3
years, that is since (MONTH) 1999. In the past 3 years have you (INSERT)?
Yes
a. Developed a condition that limits your physical
activity?
Gen Pop 45+:
Lottery Victims 45+:
Investment Victims 45+:

28
42
23

‡

b. Been very ill or hospitalized?
Gen Pop 45+:
Lottery Victims 45+:
Investment Victims 45+:

‡

24
33
26

Gen Pop 45+:
Lottery Victims 45+:
Investment Victims 45+:

34
39
28

Gen Pop 45+:
Lottery Victims 45+:
Investment Victims 45+:

12
13
17

c. Lost a loved one?

d. Lost a job or income?

e. Moved or changed residences?
Gen Pop 45+:
Lottery Victims 45+:
Investment Victims 45+:
f. Had anything else happen that changed your daily
routine?
Gen Pop 45+:
Lottery Victims 45+:
Investment Victims 45+:
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14
‡
8
13

19
27
23

‡
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2.

Which of the following best describes your current employment status? Are you
(READ)?
Gen. Pop 45+
38
6
32
7
7
2
8
0
100

3.

Lottery
Victims 45+
‡
9
5
‡
62
‡
12
6
0
5
1
100

Investment
Victims 45+
‡
48
4
28
13
‡
2
2
‡
2
1
100

Employed full-time
Employed part-time
Retired and not working
Retired, but working part time
A homemaker
Unemployed and looking for work, or
Something else? (SPECIFY)
Don’t know/Refused

Here are some statements. For each one, please tell me whether you agree or disagree.
First, “People usually tell the truth, even when they might be better off lying.” Would
you say you agree or disagree with this statement? Is that somewhat (agree/ disagree) or
strongly (agree/disagree)?
Gen. Pop 45+
17
34
19
18
5

Lottery
Victims 45+
15
‡
24
21
18
‡
12

7
100

10
100

Off the Hook

Investment
Victims 45+
17
27
‡
33
13
5

Strongly agree
Somewhat agree
Somewhat disagree
Strongly disagree
Mixed/ It Depends/ Neither agree
nor disagree (VOL.)
5 Don’t know/Refused
100
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4.

5.

6.

“Most people would tell a lie if they could gain by it.” Would you say you agree or
disagree with this statement? Is that somewhat (agree/disagree) or strongly
(agree/disagree)?
Gen. Pop 45+
26
25
20
24
2

Lottery
Victims 45+
24
26
15
22
6

3
100

7
100

Investment
Victims 45+
20
33
25
18
4

Strongly agree
Somewhat agree
Somewhat disagree
Strongly disagree
Mixed/ It Depends/ Neither agree
nor disagree (VOL.)
0 Don’t know/Refused
100

“It's usually better to go along with the crowd than to risk getting people angry.” Would
you say you agree or disagree with this statement? Is that somewhat (agree/disagree) or
strongly (agree/disagree)?
Gen. Pop 45+
7
17
18
53
3

Lottery
Victims 45+
10
14
17
‡
44
‡
9

2
100

6
100
‡

Investment
Victims 45+
6
‡
10
21
59
2

Strongly agree
Somewhat agree
Somewhat disagree
Strongly disagree
Mixed/ It Depends/ Neither agree
nor disagree (VOL.)
2 Don’t know/Refused
100

“When almost everyone agrees on something, it doesn’t make sense to try to oppose it.”
Would you say you agree or disagree with this statement? Is that somewhat or strongly?
Gen. Pop 45+
9
17
20
46
6

Lottery
Victims 45+
‡
15
15
21
‡
33
‡
12

2
100

4
100

Off the Hook

Investment
Victims 45+
‡
4
‡
10
‡
28
51
7

Strongly agree
Somewhat agree
Somewhat disagree
Strongly disagree
Mixed/ It Depends/ Neither agree
nor disagree (VOL.)
0 Don’t know/Refused
100
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7.

8.

9.

Next, I’ll read two statements and I want you to say which one, A or B, comes CLOSEST
to YOUR opinion? Generally speaking, would you say that A: (READ AND ROTATE 1
AND 2) OR B: (READ)?
Gen. Pop 45+
48
51

Lottery
Victims 45+
‡
36
‡
61

1
100

3
100

Investment
Victims 45+
48 Most people can be trusted
49 You can’t be too careful in dealing
with people
3 Don’t know/Refused (VOL.)
100

And, which of these two statements comes closer to how YOU feel? Would you say A:
(READ AND ROTATE 1 AND 2) OR B: (READ)?
Gen. Pop 45+
78

Lottery
Victims 45+
‡
69

13

15

9
100

16
100

Investment
Victims 45+
86 Getting what you want has little to
do with luck
‡
6 Many times you might as well make
decisions just by flipping a coin
8 Don’t know/Refused (VOL.)
100

‡

(And, which of these two statements comes closer to how YOU feel?) Would you say
A: (READ AND ROTATE 1 AND 2) OR B: (READ)?
Gen. Pop 45+
40
48
12
100

Off the Hook

Lottery
Victims 45+
‡
50
37

‡

13
100

Investment
Victims 45+
‡
26 You don’t have much influence over
the things that happen to you
57 Luck is not important in what
happens in your life
17 Don’t know/Refused (VOL.)
100
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10.

11.

(And, which of these two statements comes closer to how YOU feel?) Would you say A:
(READ AND ROTATE 1 AND 2) OR B: (READ)?
Gen. Pop 45+
85

Lottery
Victims 45+
83

12

13

3
100

4
100

These next questions ask about how you would describe yourself. Would you say you
are the kind of person who can imagine or daydream something so vividly that it holds
your attention like a good movie or story? (PROBE: Would you say you DEFINITELY
(are/are not) this kind of person, or PROBABLY (are/are not) this kind of person?)
Gen. Pop 45+
24
24
25
21
6
100

12.

Investment
Victims 45+
‡
93 If you plan ahead, you can get
things to work out your way
‡
5 Planning is a waste of time because
many things are a matter of luck
anyhow
2 Don’t know/Refused (VOL.)
100

Lottery
Victims 45+
20
28
21
24
7
100

Investment
Victims 45+
‡
32
29
20
15
4
100

Yes, definitely me
Yes, probably me
No, probably not me
No, definitely not me
Don’t know/Refused

Would you say you are the kind of person who is sometimes able to forget about the
present and get absorbed in a fantasy that you are someone else? (PROBE: Would you
say you DEFINITELY (are/are not) this kind of person, or PROBABLY (are/are not) this
kind of person?)
Gen. Pop 45+
6
8
22
62
2
100

Off the Hook

Lottery
Victims 45+
7
10
19
61
3
100

Investment
Victims 45+
‡
2
11
15
66
6
100
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Yes, definitely me
Yes, probably me
No, probably not me
No, definitely not me
Don’t know/Refused
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13.

Would you say you are the kind of person who thinks the sound of a voice is so
fascinating that you can just go on listening to it? (PROBE: Would you say you
DEFINITELY (are/are not) this kind of person, or PROBABLY (are/are not) this kind of
person?)
Gen. Pop 45+
16
18
20
43
3
100

14.

Investment
Victims 45+
10
15
28
41
6
100

Yes, definitely me
Yes, probably me
No, probably not me
No, definitely not me
Don’t know/Refused

Would you say you are the kind of person who gives in easily when someone is
pressuring you? (PROBE: Would you say you DEFINITELY (are/are not) this kind of
person, or PROBABLY (are/are not) this kind of person?)

Gen. Pop 45+
6
10
19
64
1
100
15.

Lottery
Victims 45+
13
18
22
41
‡
6
100

Lottery
Victims 45+
7
12
17
60
‡
4
100

Investment
Victims 45+
2
6
20
67
‡
5
100

Yes, definitely me
Yes, probably me
No, probably not me
No, definitely not me
Don’t know/Refused

Would you say you’re the kind of person who finds it easy to tell other people you
disagree with them? (PROBE: Would you say you DEFINITELY (are/are not) this kind
of person, or PROBABLY (are/are not) this kind of person?)
Gen. Pop 45+
49
23
15
11
2
100

Off the Hook

Lottery
Victims 45+
‡
41
17
20
‡
18
4
100

Investment
Victims 45+
51
23
10
10
6
100
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Yes, definitely me
Yes, probably me
No, probably not me
No, definitely not me
Don’t know/Refused
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16.

Would you say you’re the kind of person who tries to avoid situations where you have to
do a lot of thinking? (PROBE: Would you say you DEFINITELY (are/are not) this kind
of person, or PROBABLY (are/are not) this kind of person?)
Gen. Pop 45+
13
14
18
54
1
100

17.

Investment
Victims 45+
‡
3
‡
4
21
‡
71
1
100

Yes, definitely me
Yes, probably me
No, probably not me
No, definitely not me
Don’t know/Refused

Would you say you’re the kind of person who likes to do things that challenge your
thinking abilities? (PROBE: Would you say you DEFINITELY (are/are not) this kind of
person, or PROBABLY (are/are not) this kind of person?)
Gen. Pop 45+
63
17
11
6
3
100

18.

Lottery
Victims 45+
15
16
20
‡
43
‡
6
100

Lottery
Victims 45+
61
21
8
5
5
100

Investment
Victims 45+
‡
78
17
‡
2
‡
2
1
100

Yes, definitely me
Yes, probably me
No, probably not me
No, definitely not me
Don’t know/Refused

Would you say you’re the kind of person who trusts their first impressions about people?
(PROBE: Would you say you DEFINITELY (are/are not) this kind of person, or
PROBABLY (are/are not) this kind of person?)
Gen. Pop 45+
41
25
16
16
2
100

Off the Hook

Lottery
Victims 45+
36
23
20
17
4
100

Investment
Victims 45+
33
‡
36
20
‡
7
4
100
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Yes, definitely me
Yes, probably me
No, probably not me
No, definitely not me
Don’t know/Refused
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19.

Would you say you’re the kind of person who trusts their hunches? (PROBE: Would
you say you DEFINITELY (are/are not) this kind of person, or PROBABLY (are/are not)
this kind of person?)
Gen. Pop 45+
36
34
13
14
3
100

20.

21.

Lottery
Victims 45+
33
‡
23
17
17
‡
10
100

Investment
Victims 45+
35
42
11
8
4
100

Yes, definitely me
Yes, probably me
No, probably not me
No, definitely not me
Don’t know/Refused

Would you say it is important or unimportant to you that OTHER people think of you as
a stable, predictable person? Is it very important, somewhat important, somewhat
unimportant, or very unimportant?
Gen. Pop 45+
41
36
11
10
1

Lottery
Victims 45+
46
33
7
11
1

1
100

2
100

Investment
Victims 45+
36
39
10
11
2

Very important
Somewhat important
Somewhat unimportant
Very unimportant
It Depends/ Mixed/ Neither important nor
unimportant (VOL.)
2 Don’t know/Refused
100

How often would you say you buy things on the spur of the moment? Would you say
almost all the time, most of the time, about half of the time, less than half the time, or
hardly ever?
Gen. Pop 45+
2
10
21
24
43
0
0
100

Off the Hook

Lottery
Victims 45+
3
6
22
21
46
0
2
100

Investment
Victims 45+
1
5
20
‡
36
36
1
1
100
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Almost all the time (include “all the time”)
Most of the time
About half of the time
Less than half the time
Hardly ever (include “Never”)
It depends (VOLUNTEERED)
Don’t know/Refused
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22.

How often would you say you carefully plan your purchases? Would you say almost all
the time, most of the time, about half of the time, less than half the time, or hardly ever?
Gen. Pop 45+
23
42
21
7
6
1
0
100

23.

Lottery
Victims 45+
26
37
18
4
‡
11
2
2
100

Investment
Victims 45+
21
49
18
5
3
2
2
100

Almost all the time (include “all the time”)
Most of the time
About half of the time
Less than half the time
Hardly ever (include “Never”)
It depends (VOLUNTEERED)
Don’t know/Refused

Based on your own experiences and what you know from other people, tell me how often
you think the following types of organizations try to take advantage of people like you.
Think about (INSERT. ROTATE.) How often do they try to take advantage of people—
most of time, sometimes, or hardly ever?
Most of
the time

a. Organizations that contact people to tell
them they have won a prize or
sweepstakes
Gen Pop 45+:
Lottery Victims 45+:
Investment Victims 45+:
1995:

80
79
‡
89
75

b. Organizations that telephone people to
ask them for donations to a charity or
community project
Gen Pop 45+:
Lottery Victims 45+:
Investment Victims 45+:
1995:

57
61
56
42

c. Organizations that contact people by
telephone to sell their products
Gen Pop 45+:
Lottery Victims 45+:
Investment Victims 45+:
1995

75
77
72
58

Off the Hook
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Hardly
Sometimes ever

DK/
Ref.

11
12
‡
5
17

6
5
‡
2
5

3
4
4
3

=100
=100
=100
=100

32
25
35
42

8
9
‡
3
11

3
5
6
5

=100
=100
=100
=100

17
13
23
30

6
6
‡
1
6

2
4
4
6

=100
=100
=100
=100

‡

Annotated Survey

24.

Have you heard or read anything about any companies that took advantage of people by
selling them worthless products or services, or by tricking them into giving money for
nothing?
Gen. Pop 45+
75
23
2
100

25.

Investment
Victims 45+
‡
92 Yes
‡
8 No
0 Don’t know/Refused
100

1995
90
8
2
100

Do you think MOST PEOPLE would find it EASY or HARD to spot this kind of
situation (IF NECESSARY: where a company was trying to take advantage of them)?
Gen. Pop 45+
25
67
8
100

26.

Lottery
Victims 45+
79
20
1
100

Lottery
Victims 45+
20
68
12
100

Investment
Victims 45+
‡
16 Easy
74 Hard
10 Don’t know/Refused
100

On another subject . . . Do you feel you have to answer the phone whenever it rings?
Gen. Pop 45+
55
44
1
100

Off the Hook

Lottery
Victims 45+
62
37
1
100

Investment
Victims 45+
46 Yes
53 No
1 Don’t know/Refused
100
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1995
21
68
11
100

27.

Do you have a telephone answering machine, caller ID, or some other way of identifying
the caller BEFORE you pick up the phone?

28.

How often do you use something like an answering machine or caller ID to identify the
caller before picking up an incoming call? Is it almost all the time, most of the time,
about half of the time, less than half the time, or hardly ever?
Lottery
Victims 45+
‡
48

Gen. Pop 45+
67
19
9
9
9
21
*
*
33
*
100

Off the Hook

10
9
9
6
‡
13
1
1
‡

52
0
100
‡

Investment
Victims 45+
63 Yes
19 Almost all the time (incl. ‘all the time’)
11 Most of the time
10 About half of the time
9 Less than half of the time
‡
13 Hardly ever (incl. ‘never’)
1 It depends (VOL.)
1 Don’t know/Refused
37 No
0 Don’t know/Refused
100

Appendix C-14
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29.

Now think of how you FEEL when you’re having a telephone conversation with a caller
from an organization you’re not personally familiar with. Imagine this person is trying to
get you to BUY something, enter a sweepstakes or CONTEST, or make an
INVESTMENT. (In these situations,) how often do you feel (READ AND ROTATE)-almost all the time, most of the time, about half of the time, less than half the time, or
hardly ever?

a.

Angry
Gen. Pop 45+
21
22
16
8
31
1
1
100

b.

Investment
Victims 45+
17
19
19
11
33
0
1
100

Lottery
Victims 45+
‡
36
26
14
7
12
2
3
100

Investment
Victims 45+
‡
33
26
‡
17
8
14
2
0
100

Lottery
Victims 45+
7
8
‡
10
6
‡
68
0
1
100

Investment
Victims 45+
3
5
4
4
83
0
1
100

Almost all the time (include “all the time”)
Most of the time
About half of the time
Less than half the time
Hardly ever (include “Never”)
It depends (VOLUNTEERED)
Don’t know/Refused

Annoyed
Gen. Pop 45+
47
26
10
7
9
1
*
100

c.

Lottery
Victims 45+
‡
15
22
16
7
34
1
‡
5
100

Almost all the time (include “all the time”)
Most of the time
About half of the time
Less than half the time
Hardly ever (include “Never”)
It depends (VOLUNTEERED)
Don’t know/Refused

Nervous
Gen. Pop 45+
7
6
4
6
76
*
1
100

Off the Hook
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Almost all the time (include “all the time”)
Most of the time
About half of the time
Less than half the time
Hardly ever (include “Never”)
It depends (VOLUNTEERED)
Don’t know/Refused
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d.

Curious
Gen. Pop 45+
8
8
10
11
62
0
1
100

e.

Investment
Victims 45+
8
5
10
14
58
2
3
100

Lottery
Victims 45+
2
4
‡
10
7
75
*
2
100

Investment
Victims 45+
4
4
7
12
73
0
0
100

Lottery
Victims 45+
2
4
‡
11
8
‡
73
‡
2
*
100

Investment
Victims 45+
1
‡
1
3
7
85
0
3
100

Almost all the time (include “all the time”)
Most of the time
About half of the time
Less than half the time
Hardly ever (include “Never”)
It depends (VOLUNTEERED)
Don’t know/Refused

Entertained
Gen. Pop 45+
4
5
5
8
76
1
1
100

f.

Lottery
Victims 45+
11
11
‡
16
8
‡
50
1
3
100

Almost all the time (include “all the time”)
Most of the time
About half of the time
Less than half the time
Hardly ever (include “Never”)
It depends (VOLUNTEERED)
Don’t know/Refused

Excited
Gen. Pop 45+
2
5
5
4
83
*
1
100

Off the Hook
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Almost all the time (include “all the time”)
Most of the time
About half of the time
Less than half the time
Hardly ever (include “Never”)
It depends (VOLUNTEERED)
Don’t know/Refused
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g.

Interested
Gen. Pop 45+
3
4
8
12
71
1
1
100

h.

Investment
Victims 45+
1
4
‡
4
19
69
2
1
100

Lottery
Victims 45+
3
10
10
10
59
‡
6
2
100

Investment
Victims 45+
2
‡
3
6
9
‡
75
2
3
100

Almost all the time (include “all the time”)
Most of the time
About half of the time
Less than half the time
Hardly ever (include “Never”)
It depends (VOLUNTEERED)
Don’t know/Refused

Sympathetic
Gen. Pop 45+
3
9
9
13
63
1
2
100

30.

Lottery
Victims 45+
3
4
13
11
64
‡
3
2
100

Almost all the time (include “all the time”)
Most of the time
About half of the time
Less than half the time
Hardly ever (include “Never”)
It depends (VOLUNTEERED)
Don’t know/Refused

In general, when someone calls you over the phone and tries to sell you something, or get
you to enter a sweepstakes or contest, or make an investment, what do you do? Do you
USUALLY (READ CATEGORIES, RANDOMLY ROTATE ORDER BETWEEN 1-4
AND 4-1)?
Gen. Pop 45+
40
34
14
3
8
1
100

Off the Hook

Lottery
Victims 45+
37
‡
20
22

‡

6

‡

12
3
100

Investment
Victims 45+
‡
17 HANG UP immediately
‡
50 End the call at a CONVENIENT
pause (or)
17 Listen to HEAR MORE before
deciding how to respond (or)
5 KEEP the caller on the phone for as
long as they have something to say
10 Other (VOL.)
1 Don’t know/Refused (VOL.)
100

Appendix C-17
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31.

When you get a call from an organization you’re not personally familiar with, do you
EVER INTERRUPT the caller while he or she is speaking, in order to end the call more
quickly?
Gen. Pop 45+
79
19
2
100

Lottery
Victims 45+
‡
71
‡
26
3
100

Investment
Victims 45+
‡
91 Yes
‡
9 No
0 Don’t know/Refused
100

THERE ARE NO QUESTIONS 32 AND 33
34.

Of all the calls you receive on a typical weekday, about how many are from callers
representing organizations you are not personally familiar with? Would you say almost
all, most, about half, less than half, or hardly any?
Gen. Pop. 45+
17
14
21
17
28
1
2
100

Off the Hook

Lottery
Victims 45+
14
14
28
15
25
1
3
100

Investment
Victims 45+
21
15
26
15
‡
18
1
4
100
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Almost all (include “all”)
Most
About half
Less than half
Hardly any (include “Never”)
It depends (VOL.)
Don’t know/Refused
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35.

Within the past three years, that is since (MONTH) 1999, have you sent cash, or a check,
or given your credit card number to any callers from organizations you are not personally
familiar with in order to PURCHASE SOMETHING from them?

36.

How many times have you done this in the past 3 years-- once, 2 to 5 times, 6 to 10
times, or more than 10 times?
Lottery
Victims 45+
‡
20

Gen. Pop 45+
6
3
2
1
*
*
94
*
100

4
10
3
1
2

‡

79
1
100
‡

Investment
Victims 45+
‡
17 Yes
6 Once
5 2 to 5 times
2 6 to 10 times
2 More than 10 times
2 Don’t know/Refused
‡
83 No
0 Don’t know/Refused
100

37.

Within the past three years, have you sent cash, or a check, or given your credit card
number to any callers from organizations you are not personally familiar with in order to
enter a sweepstakes or CONTEST?

38.

How may times have you done this in the past 3 years-- once, 2 to 5 times, 6 to 10 times,
or more than 10 times?
Lottery
Victims 45+
‡
17

Gen. Pop 45+
1
*
*
*
0
0
99
*
100

Off the Hook

2
7
2
4
2

‡

83
0
100
‡

Investment
Victims 45+
1 Yes
0 Once
1 2 to 5 times
0 6 to 10 times
0 More than 10 times
0 Don’t know/Refused
99 No
0 Don’t know/Refused
100
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39.

Within the past three years, have you sent cash, or a check, or given your credit card
number to any callers from organizations you are not personally familiar with in order to
make an investment?

40.

How many times have you done this in the past 3 years-- once, 2 to 5 times, 6 to 10
times, or more than 10 times?
Lottery
Victims 45+
‡
8

Gen. Pop 45+
1
*
0
1
0
0
99
*
100
41.

2
4
1
1
0

‡

91
1
100
‡

Investment
Victims 45+
‡
21 Yes
‡
6 Once
11 2 to 5 times
2 6 to 10 times
2 More than 10 times
0 Don’t know/Refused
‡
79 No
0 Don’t know/Refused
100

Within the past three years, that is since (MONTH) 1999, about how much money IN
TOTAL have you sent to callers from organizations you are not personally familiar with
in order to purchase products, claim prizes, enter a sweepstakes or contest, or make an
investment?
Gen. Pop 45+
91
2
3
*
4
100

Off the Hook

Lottery
Victims 45+
‡
62
‡
7
‡
10
‡
10
‡
11
100

Investment
Victims 45+
‡
65
5
4
‡
15
‡
11
100
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Zero/Nothing
Less than $100
$100 to $999
$1000 or more
Don’t know/Refused
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42.

Did sending this amount of money to these callers make it hard for you to pay your
regular bills?

Based on those who sent money
Gen. Pop 45+
24
76
0
100
(n=28)
43.

Investment
Victims 45+
6 Yes
94 No
0 Don’t know/Refused
100
(n=32)

When you receive phone calls from an organization you’re not familiar with, how often
do you think it is a call that may be fraudulent? Would you say almost all the time, most
of the time, about half of the time, less than half the time, or hardly ever?
Gen. Pop 45+
18
20
24
12
18
1
7
100

44.

Lottery
Victims 45+
29
71
0
100
(n=85)

Lottery
Victims 45+
18
‡
29
22
9
14
2
6
100

Investment
Victims 45+
14
19
24
17
15
1
10
100

Almost all the time (incl. ‘all the time’)
Most of the time
About half of the time
Less than half of the time
Hardly ever (incl. ‘never’)
It depends (VOL.)
Don’t know/Refused

Thinking now about any experiences you might have had within the last three years with
telephone callers from organizations you are not personally familiar with, have you felt
you were the victim of a MAJOR scam or swindle?
Gen. Pop 45+
18
79
3
100

Off the Hook

Lottery
Victims 45+
‡
50
‡
47
3
100

Investment
Victims 45+
‡
27 Yes
73 No
0 Don’t know/Refused
100
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45.

Would you say this scam or swindle cost you more than $1,000? (INTERVIEWER: IF
MORE THAN ONE VICTIMIZATION, ASK IF ANY COST MORE THAN $1,000)

Based on those who felt they were a victim of a scam
Gen. Pop 45+
6
93
1
100
(n=91)
46.

Lottery
Victims 45+
‡
35
‡
62
3
100
(n=156)

Investment
Victims 45+
‡
53 Yes
‡
47 No
0 Don’t know/Refused
100
(n=36)

What action, if any, did you take in response to this situation? (DO NOT READ.
RECORD ALL MENTIONS.) (INTERVIEWER: IF VICTIMIZED MORE THAN
ONCE FOR MORE THAN $1,000, ASK ABOUT MOST RECENT EXPERIENCE)

Based on victims for more than $1,000
Gen. Pop 45+
61
0
0
0

Lottery
Victims 45+
31
6
2
4

Investment
Victims 45+
37
0
0
11

0
9

15
7

0
21

0
16
14
(n=6)

9
24
7
(n=55)

21
26
5
(n=19)

Nothing/no action
Talked to a family member
Talked to a friend
Complained to the Better Business
Bureau
Stopped payment or refused to pay
Complained to State Attorney
General
Sought arbitration
Complained to a federal agency
Don’t know/Refused

Total exceeds 100% due to multiple responses

Off the Hook
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47.

On another subject . . . Do you have any children?

48.

Are any of your children adults, age 25 or older?
Gen. Pop 45+
89
71
18
*
11
*
100

49.

Investment
Victims 45+
83 Yes, have children
76
63 Yes children age 25 or older
1
20 No children age 25 or older
0
0 Don’t know/Refused
‡
23
15 No
0
2 Don’t know/Refused
100
100

Lottery
Victims 45+
‡
77

Have you and your adult children ever had a conversation about your experiences with
telephone callers from organizations you are not personally familiar with?

Based on those with children age 25 or older
Gen. Pop 45+
50
48
2
100
(n=347)
50.

Lottery
Victims 45+
50
47
3
100
(n=224)

Investment
Victims 45+
45 Yes
55 No
0 Don’t know/Refused
100
(n=83)

Whose idea was it to have this conversation—yours, your child’s, or someone else’s?
(INTERVIEWER: IF MORE THAN ONE CONVERSATION LIKE THIS, ASK
ABOUT MOST RECENT.)

Based on those who had a conversation with their child age 25 or older
Gen. Pop 45+
47
2
17
1
20
13
100
(n=177)

Off the Hook

Lottery
Victims 45+
45
0
22
5
15
13
100
(n=117))

Investment
Victims 45+
49
0
19
3
21
8
100
(n=37)
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Respondent’s
Spouse’s
Adult child’s
Someone else’s (SPECIFY)
No one in particular (VOL.)
Don’t know/Refused
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51.

Are you currently married, living as married, divorced, separated, widowed, or have you
never been married?
Gen. Pop 45+
65
2
12
1
14
5
1
100

52.

Investment
Victims 45+
68
1
10
1
8
8
4
100

Married
Living as married
Divorced
Separated
Widowed
Never married
Refused

Including yourself, what is the total number of people who live in this household?
Gen. Pop 45+
19
47
19
10
4
1
100

53.

Lottery
Victims 45+
‡
37
*
10
1
‡
45
7
*
100

Lottery
Victims 45+
‡
42
‡
39
‡
12
‡
4
3
0
100

Investment
Victims 45+
20
49
13
11
6
1
100

One
Two
Three
Four
Five or more
Don’t know/Refused

What is the highest level of education that you completed?
Gen. Pop 45+
17
38
20

Lottery
Victims 45+
14
‡
30
26

14
11
*
100

17
13
*
100

Off the Hook

Investment
Victims 45+
0 Less than high school
‡
14 High school graduate or equivalent
16 Some college or technical training
beyond high school
‡
30 College graduate (4 years)
‡
36 Post-graduate or professional degree
4 Refused
100
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54.

Are you (IF MARRIED: or is your husband/wife)) a member of A-A-R-P?
Gen. Pop 45+
43
55
2
100

55.

Investment
Victims 45+
55 Yes
44 No
1 Don’t know/Refused
100

Do you ever use on-line services such as American Online, the World Wide Web, OR the
Internet?
Gen. Pop 45+
45
55
*
100

56.

Lottery
Victims 45+
‡
57
‡
39
4
100

Lottery
Victims 45+
‡
20
‡
79
1
100

Investment
Victims 45+
‡
74 Yes
‡
25 No
1 Don’t know/Refused
100

Have you ever used the Internet to make an investment, such as to buy stocks or mutual
funds?

Based on those who use the Internet
Gen. Pop 45+
10
90
*
100
(n=249)
57.

Lottery
Victims 45+
8
92
0
100
(n=62)

Investment
Victims 45+
‡
39 Yes
‡
60 No
1 Don’t know/Refused
100
(n=98)

Have you ever used the Internet to purchase any other products or services?

Based on those who use the Internet
Gen. Pop 45+
57
42
1
100
(n=249)

Off the Hook

Lottery
Victims 45+
43
55
2
100
(n=62)

Investment
Victims 45+
‡
77 Yes
‡
23 No
0 Don’t know/Refused
100
(n=98)
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58.

There are just a couple more questions about your background, and then we’re finished.
Are you of Hispanic or Latino background, such as Mexican, Puerto Rican, Cuban or
some other Latin American background?
Gen. Pop 45+
6
93
1
100

59.

Lottery
Victims 45+
‡
3
‡
96
1
100

Investment
Victims 45+
‡
1 Yes
‡
97 No
2 Don’t know/Refused
100

What is your race? Are you white, black, Asian, or some other race? IF R SAYS
HISPANIC OR LATINO, PROBE: Do you consider yourself a WHITE
(Hispanic/Latino) or a BLACK (Hispanic/Latino)?
Gen. Pop 45+
82
10

Lottery
Victims 45+
84
10

1
1
4
2
100

1
1
3
1
100

Off the Hook

Investment
Victims 45+
86 White
7 Black, African-American (include
West Indian or Caribbean heritage
and African
2 Asian or Pacific Islander
1 Mixed-race
0 Other—SPECIFY
4 Don’t know/Refused
100
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60.

What was your annual household income before taxes last year, in 2001? Just stop me
when I get to the right category. Was it…(READ)?
Gen. Pop 45+
8
9
11
9
9
14
15
25
100

61.

Lottery
Victims 45+
‡
14
‡
21
‡
16
10
7
‡
7
‡
3
22
100

Investment
Victims 45+
0
‡
1
7
7
8
13
‡
45
19
100

Less than $10,000
$10,000 to just under $20,000
$20,000 to just under $30,000
$30,000 to just under $40,000
$40,000 to just under $50,000
$50,000 to just under $75,000, or
$75,000 or more?
Don’t Know/Refused

What is your 5-digit zip code?

Thank you very much for answering my questions.

Off the Hook

Appendix C-27

Annotated Survey

Appendix D-1: Interview Protocol for Professionals
Introduction
Hello. I am Sally Hurme/Bridgett Small from AARP. Could I speak with __________. We
arranged an interview at this time.
Hello _________. Thank you again for agreeing to take the time for this interview. As I
indicated previously, AARP is conducting telemarketing fraud research under a grant from the
Department of Justice. As a component of our telemarketing fraud research, we are interviewing
key professionals who have been involved, in one capacity or another, in dealing with older
persons who have been, victims of these frauds.
We want to learn from your experiences and expertise and to know what it's like for you, as
anti-fraud professional, to work with persons who are taken advantage of by telemarketers (and
their families): What approaches have worked for you, what hasn't, and what you think needs to
be done to help help these persons.
I’d like to start by getting a sense of how you became involved in working with telemarketing
fraud victims.
1. Would you briefly explain how victims come to your attention?
2. Once a victim is brought to your attention, what do you do?
3. Is there a typical demographic profile of the victims you work with?
4. What pyschosocial characteristic(s) is/are most likely to result in person becoing victimized?
5. How does that characteric influence what you do?
6. For situtations in which you have successfully intervened,
(a) What worked for you?
(b) Why did it work?
7. Is there anything you did that you wish you had not done? If so, why?
8. Do you have different strategies for dealing with victims of various types?
9. Which type of victim is most problematic to deal with and why?
10. Do you think that a solution can come from within the person, or does it have to be imposed
from the outside? That is, is it realistic to try to change the attitudes or behavior.

Off the Hook
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11. How likely is it that a victim will acknowledge that he/she has had poor judgment, or
done something unwise?
•
•
•

Does he/she consider himself/herself to be a victim?
Does he/she act defensively?
Does he/she blame you?

12. What is the most frustrating aspect of working with victims?
13. With what organizations or professionals do you coordinate your work, for example, other
community agencies, law enforcement or banking personnel?
14. What services do you wish were available to help you with victims that aren't currently
available? Are there holes in the range or availability of services at your disposal?
15. What do you think is the apporpriate role for family members when a family member has
become victimized?
Is there anything else you think we should discuss before we close? Any last words of advice?
Thank you. You have provided a lot of valuable information.

Off the Hook
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PROFILE OF A LOTTERY VICTIM
One of the professionals interviewed during this research explained a recent encounter
with a victim of the Canadian lottery scam.
“I just spent 45 minutes with the most charming, elegant lady you could hope to meet.
She’s 78 years of age. Last Thursday I had a call from Adult Protective Services, who in
turn had received a call from the lady’s bank. The bank called APS because this lady had
been into their branch, pretty much every day for about 30 days, withdrawing on average
$2,700 every day in cash. I said this lady sounds like she must have an attorney because
she had just closed on a particular property so she has some liquid money, and I urged
APS to contact the attorney and have the attorney call me, which he did.
“Last Friday morning he called me and I praised him because basically what he was
doing was violating attorney-client privilege, but he gave me the name of his client. He
also gave me the bank names and the names of her family. I was in touch with the lady’s
family last Friday afternoon and I urged one of them to go visit the mother over the
weekend. Well, on Tuesday morning after the Labor Day weekend, I get a call from the
victim. She is irate, angry, all the emotions you could hope to think of. ‘How dare you get
involved in my personal life? How dare you get my family that I don’t get along well
with coming over and questioning how I’m spending my own money?’
“Eventually she calmed down, but during the course of the conversation she said that she
had basically spent $80,000. Even at that point she was not fully convinced that she
wasn’t going to see some return on her money. She still believed that possibly she would
receive some winnings.
“It is the classic Canadian lottery scam. So this morning she agreed to come in and meet
with us. It was interesting, she was absolutely determined that we were not going to go
visit her in her own home, and there’s a red flag there. I don’t know what it is, but there’s
something which is of concern to me there. But she came in. She brought in copies of
some of the receipts. I asked her a lot about her background. Obviously she’s wealthy,
but secondly she’s educated. She spent 25 years in civil service, and then lastly in the last
10 years working in a real estate office. She is somebody who has been on the phone for
probably 25-to-30 years, and it’s somebody who would have said up until today I think I
can judge somebody over the phone by their voice.
“This plays a major part in why she succumbed to becoming a victim. She always dealt
with the same person, which to her was a credibility factor. He always had answers for all
her questions, and yet she couldn’t really explain why she so easily gave up all this
money. She just believed and, unfortunately, part of her still is hoping and praying that
what he has told her is true because when I was saying to her, ‘Number one, his name is
not Anthony, he’s not an attorney, he doesn’t live in Quebec,’ she’s finding it hard to
come to terms with those things because she’s still saying to me, ‘But the courier is on his
way.’ I asked her, ‘What reason did he give you why you needed to part with your money
if he’s telling you you are going to receive $450,000? Why did you need to send him
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money?’ She said it was initially for taxes, which is, as you and I know, the typical
reason given. Then it converted into courier fees. She bought the line that there was a
courier on his way; he starts in Canada, then he’s going to cross the border in
Minneapolis to drop off money there. He’s coming down through North America and
he’s making his way down through Los Angeles to San Diego. Up until last Friday was
the last time she parted with her money. So spending 45 minutes with her was very
enlightening again. She doesn’t perceive me as public enemy number one anymore. She
did on Tuesday, but she still feels that I should have contacted her first, but she also
understands that I have a job to do and that I was pretty much doing my job by bringing
the family in. And it’s fortunate that she still has other money that she can live on;
$80,000 to a lot of widows would be devastating. So, I think she is your classic
telemarketing victim.
“She has two sons. When I asked the son in Oregon when was the last time you saw your
mother, he said five years ago. She also has stepdaughters through a second husband,
who has also died, and they live out of state. So she doesn’t have any immediate contact
with family. She said she didn’t belong to a church organization or some social club. So
she’s a little bit of a loner.
“She retired just a few years ago. But she’s still very ambulatory, she’s mobile. She’s just
driven 30 miles to come see us. Great eye contact, articulate, dressed to the nines, radiant.
That’s the thing; she is not somebody who you would classify as being extremely
gullible. She is a fiercely private person and the last thing that she wants her family to do
is to tell her how to spend her money. If there’s any inkling that a family member might
be trying to get her into a nursing home or a conservatorship she is going to deny it until
her dying day that she has been a victim of scam. And these telemarketers know that.
She’s sophisticated. She knows about stock options, insurance, banking. I asked her,
‘What television programs do you watch?’ The first thing she said, ‘CNN.’ She is a
smart woman.”
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