Tax-Aide TrueCrypt - Version 6.3

Quick Start Guide

Welcome to the Version 8.TaxAide TrueCrypt InstallefThis Quick Start Guide contaiwhat you need
to knowto obtain and use the Installer when your target computer or d8hected drive either has no
prior installation of TrueCrypt for Takide or has a prior installation that is configured in one of the
standard wayslescribed irearlierversions of thelrueCrypt for TaxAide Manual.

A summary of the benefits of converting to the Versto&Installer is contained on the next page.

The completananualfor Version6.3starts on page iii You may want to scats Table of Content® see
what it contains bedre using this Quick Start Guide.

CAUTIONIf you have fileshat you want to retairin existingTaxAide TrueCryptvolumes on your

computer or external storage devicdg not preemptively uninstall your existing version of the

TrueCrypt progranbefore launching theVersion6.3Installer. Doing so will interfere withtHg & G I £ £ SN &
automaticcopyingof the contents othe existingTrueCrypt Volumes tthe new volume

Quick Start Steps:

1. Downloadthe TaxAide TrueCrypt Installggrogram andhe TrueCryptér TaxAide Manualfrom
the Technology page of theARP TaRide ExtrdNet at aarp.org/tavolunteers

Have theManualin front of you when doing the instaliion.

Close all open programs.

Close any opefirueCrypt volumes.

Launchthe Installer.

Select '&rive or 'Travele©

Specifyyour new TrueQypt volume size (allowwbout500MB for each year ofaxWise)

Enter the password you want to use thie new volumegyou will be prompted shortly for the

'old' passwords you have used for aawisting TrueCrypt volumes

9. Your old files will automatically mpiedto the newTrueCrypt volume on drive By the
Installerutility.

10. If you have more data toopythan you allowed space for dhe new TrueCrypt vohae, the
automaticcopywill abortandyou willhave tocompleteit manuallyafter increasing the size of
the new volume The manual has instructions

11. Click on finish and test thastallation by clicking on th8tart TaxAide Driveicon.

i S

Troubleshooting- If you run into problems

1 Please first look for solutions in thErueCrypt for TaRide Manual

1 When you have questions aboutd information contained in thenanual or need assistance
please turn nexto your AARP Takide district or statdevel tednology leaders.

1 If you still have unanswered questions or problems after doing so, send an email asking your
guestion or describing your problem to the National Technology Committee and the National
Technology Office ataxAideTech@aarp.ardPlease cc your state Technology Specialist on your
email. Alternatively submit your question to the-VOG user group where it will be answered.
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Summary of Benefits

Why use the new Tax-Aide TrueCrypt Installer?
9 It createsnew TrueCrypt Volumes using TrueCryetsion6.3, which is much higher
performance and more secure than volumes createddapeearlier versions.
1 No existing files are lost; they are all moved to the new TrueCrypt Volumes.
1 New icons to open and closkese TrueCrypt Volumes are installed on the system.

What are the advantages?
The new TaxAide TrueCrypt procedures are extremely simple and-trgemdly, avoiding all unnecessary
dialog boxes and questions.
1 Installation is simple, with only three steps:
0 The user is given a choice between the Loedli® and a USB removable drive.
0 The user is asked only for the TrueCrypt Volume size and password.
0 After that point, TrueCrypt Volume creation and setup are automatic, with no further
user involvement excegor entering passwords for the old volumes.
1 Vista, Windows 7, and édit versions of the operating systems and hardware are handled in
addition to the previously supported Windows XP versions.
0 This includes TaxWise server systems, standalone systemfahtd&hsmitting systems.
9 Vista and Windows 7 may be used with User Account Control (UAC) turned on or off.
1 The new Start and Stop Faide Drive procedures do not ask any questions; they simply open
and close the TrueCrypt Volume using TrueCrypt softficarpassword entry.
1 The new procedures detect the state of TrueCrypt on the system upon which they are running
and automatically upgrade the installation to the new version. USB drives are handled in a
similar manner.

Are there any negatives?
Progressiassomecosts.
1 Local ModeTrueCrypt volumes can be created only on théad disk drive

1 TheTrueCrypt Volume filaame is alway$PDATA.TC.

1 TheTrueCrypt volume drive lettas alway:.

1 Dual Internal Mode, using both drivesa®d P:, is no longer supged.

1 If you use TWMapTools, an upgrade is required for it to work with the new TrueCrypt.

&1 O AEOOOEAO EIT & Oi AGET T 8

This page is a higkvel summary of information that is explained more completely inTtheeCrypt for
TaxAide Manuak; Version6.3. Thecomplete manual is available for download on the Technology page
of the AARP Takide ExtraNet aharp.org/tavolunteers
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Introduction
AARP Taride policy requires that encryption must be used to protect taxpayer data. Please refer to the
AARP TanAide Technology Manageme@uidefor policy details.

TrueCryphas severattributes thatare important for theAARPTaxAide program.it allows all of the data
associated with tax returns that are prepared in fhexAide program to be stored on a computer a
removable dataterage devicén an encrypted formlf the computeror removable data storage devige

lost or stolen there is no immediate access te ttata. OnlyTrueCryptallows the encrypted data to be
decrypted and accessed.ofvare such as th&axWisdax preparation program can be used to prepare tax
returnsby accessing the encrypted datiarough TrueCrypas though itwvere on a regular hard driveFor
additional technical information on th€rueCrypiprogram and i history the Wiki should be conked
http://en.wikipedia.org/wiki/TrueCryptfor additional technical depth th&rueCrypwebsite should be used
http://www.truecrypt.org/.

Help is available When you have questions about the information contained in this manual or need
assistance in using these tools, please turn first to your AARRid@exdistrict or statdevel technology

leaders for assistance. If you still hawreansweredquestions or prol@ms after doing so, send an email
asking your question or describing your problem to the National Technology Committee and the National
Technology Office ataxAideTech@aarp.ardg’lease cc your state Technologg&alist on your email.
Alternatively you may ask your questions in thevDG forum.

Overview

Fles that are encrypted byrueCryptare storedwithin a special containdile called aTrueCrypt
Volume This volume lookpust like a regulawindowsfile and has the file extensiotTC TrueCrypt
Volumecontainerfileswill show up inWindows witha red keyicon likethis one.

TheTrueCryptprogram is used to create thErueCryptvolume, to operit for use, to decrypt and encrypt the
data as other prograsread and writethe data, and finally to close thErueCryptvolume after it has been
used.

During the Volume Creation proceske user suppliea Volume Rssword that allows access to the
encrypted data in th&@rueCrypt/olume. This password has to Isippliedto open theTrueCryptvolume.

TrueCryphas many more capabilities than are used by theAige program.A software tool calledthe Tax
AideTrueCrypDriver(TATCDprocedures has been writterto make it easier for volunteers to use just those
pieces of TrueCrypt that are needfm the TaxAide program.

TheTATCDnstallercreatesa TrueCryptVolumewith as little user input as possible. Timstallersuggesta
default Volume Size that can becepted or changed by the usédncea TrueCryptvolumeis created the
Startand Stop TaxAide Driveprocedures can be triggered by a mouse click owadowsdesktop slortcut
to openand close thél'rueCryptolume.

AARP Taride TaxAideTech@aarp.org
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Operating Systems Support ed
TheTATCIprocedures havebeen testedand are approved for usaith the following operating systems
1 Windows 200Professiondl
1 Windows XMHome and Professioné32 and 64 bit)
1 Windows Vistddome, Business and Ultimatg2 and 64 bijtwith and withoutUserAccount Control
(UAC) enabled
1 Windows 7(32 and 64 bit)

TrueCrypt Volume Standardization

When using the TATGRrsion6.3 procedures, the TrueCryptvolume orcontainerfile will always be named
TPDATA.TC and will alwaysdpered as drive Pit will alwayshe shared agaxWiseServeP. Thisdiffers
from versions othe TrueCrypt for Taide procedures prior to version 6.2vhere some Internal Mode
volumes were named TSDATA.BPered as Sandshared as TWSRVR &®d whereExternal or Travter®
Mode volumes were givethe names TQDATA.TC or TRDATAvE opened as Q: or Rand shared as
TWSRVR_Q and TWSRVRdgRectively

TATCDVersions 6.2 and 6.3

Version 6.3 is exactly the same\&gsion 6.2 except that the released versiorWdghdows 7 is supported by
the inclusion of TrueCrymoftware releasé.3. The TaxAide portion of the installer is unchanged from
release 6.2 to 6.3with the exception that one bug fix is included in the Traveler section of the installdfion
Version6.2 is installed on a system there is no aighage to upgrading to Version 6.8nd in fact the TATCD
version 6.3 will produce an error message and exit if this is attemgtedersion 6.2 is installed on a Traveler
drive and has been upgraded to Vers®8-056 then there is no advantage to upgrading to Version16.3.
Windows 7 is being usedkrsion 6.3 is required on that systethit is desired to have TrueCrypt version 6.3
on a system that has been installed with the TATCD version 6.2 then thérypt@ersion 6.3 should be
downloaded from the TrueCrypt website and installed on the systeen the top of version 6.2. The Fax
Aide portion of the installation will continue to function with either TrueCrypt version.

Considering Migration to Version 6.3

Migrationé A& GKS GSN)X dzaSR (2 RSaONdsnS6. lakdarlishiThe S a &
TrueCrypt for Tadideprocedures toVersion6.3. The termdegacy is usedo mean any version of
TrueCrypt or the TaRide TrueCrypt Install@r the TC_Start and TC_Stop procedwadier than Version

6.2.

The first decision to be made regarding migration from legacy TrueCrypt fagkidagrocedures to the
version6.3 TATM proceduresis whether or not to migrate t&¥/ersion6.3.

Here are some reasorfisr choosingo migrate toVersion6.3:

! Windows 2000 Professional is not supported for TaxWise 2009.

The TrueCrypt Volume will also be shared as TWSRVR_P for compatibility with workstations that were configured to

map this share name, a legacy from earlier versions of TrueCrypt faXidax

27

®The legacy TrueCrypt for Faide documentation spelled thism&8d & ¢ NI @St f SN ¢ 2SS dzaS (KU

t 3108 Ayadlttlrdrzyaeoe Ly +SNEA2Y cdo 6S I NB dzaiyd
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You have a 64it computer (as opposed to the normal-B& kind)

You want to insert a Traveler Mode drive into aldsystem

You wanto run Windows Vista with UAC turned on

You want to use WindowsgNote that TrueCrypt version 6.3 is designed to work with Windows 7
but will only work with the released version not the earlier (RC or RTM versions) of Windows 7
You want TaAide TrueCmyt procedures that are easier to use than the legqupcedures

You want the increased performance of the newer versions of TrueCrypt

1 You understand the security vulnerability issues of not staying up to date and moving to latest
releases TrueCrypt container filebat werecreated with releases before 5.0 are not as secure as
those created with release 5.0 and later.

=A =4 =4 =

= =4

If, however, you hve a legacy TrueCrypt for Faide setup on 3dit systems that are all running Windows

XP or Vista ahare not havingnyproblems and no changes are needed or desired, then you may choose not
to migrate to version 6.3 Be aware that the National Technology Committeenwillonger providesupport

for the legacy TrueCrypt for T-&ideprocedures.

If you have computers or removable data storage devidéat contain TrueCrypt Volumeshat
were set up using earlier versions of the TrueCrypt for F&i”e Installer (before version 6.2nd
want to preservethose contents you will need to read and use the preduresthat are contained
in Appendix Afor migrating from those legacy installations tdersion 6.3

If you are using TWMapToots facilitate the use of computers in multiple roles, you will need to upgrade
your TWMapTools installation to the versioatdd July 2009 or later when you migrate to Versiahdd.the
TATCIprocedures. The upgraded TWMapTools version will work with both new and legacy TrueCrypt for
TaxAide installations.

The potential use of multiple TrueCrypt Volumes containing multiple copies of a single year of TaxWise on a
AAYy3AtS 2AyR2ga AyaulfttridAazy Aa y20 adzZIR2NISR® t f
(or its successor) on thBechnology page of the AARP -Fagte ExtraNefor supported procedures for setting

up computers with multiple EFINs.

Local and Traveler Modes Defined
The TATCProcedures can be usedh either of two modes Local ofTraveler.

In Local Modethe TATCDnstalleris used toinstall TrueCrypt andreate a TrueCrypt Volume on tkerget
O 2 Y LJd4dcal Kapdadive, theC drive. The TrueCrypt Volume is thepered asdrive P & dza Ay 3 (KS
Tax! A RS 5 $kibpacdr. THRS TaxWise can be installed on thife.

In Traveler Modethe TATCInstalleris used tanstall TrueCrypt andreate a TrueCrypt Volume @amy USB
connectedremovable data storage deviceither aflash keyor an external harddiskdrive. TheTrueCrypt
Volumeis then mounted as drive: By usingthe & { G I NI petobedugehdt iStNggeredeach timethe

AARP Taride TaxAideTech@aarp.org
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removabledriveisplugged into @ 2 Y LJdz(i S NJ & & & (TBevitadWisk4n . beinktilddifinchis P
drive.

TravelerMode has several uses

1 Computes are borrowedand no TaxAide data can be left on them when not in use

1 Computes are old and potentially unreliabland it is desired that no taxpayer data be left on them
in case they fall

1 The same computers are used at mpilti sites for tax preparatigrbut differenttransmitting
computers are used. The Traveler mode allows a diffefieneCryptvolumefor each physical site.

1 The ERO or Transmittimgmputermay change during the tax seas@amwhich case the Traveler
mode facilitates easy movement of the transmittilgxWisenstallationbetween computers.

Using Local Mode
Whena TrueCryptVolumeis createdon the C drivéby the TATCIstaller, two Icons are put on the desktop.

Theylook like this:
2., ]
Vv skl

(@] td

Start Tax-Aide Stop Tax-Aide
Drive Drive

TheStart TaxAide Driveiconis used to request th¥’olume Rsswordand use it toopenthe TrueCrypt
Volumeand make it appear as drive letter. Frhe startproceduresetsthe appropriate permissions on¢h
volume and shargit for network use. This sharing is only relevawhenthe volume is on §axWiseserver.
If the TrueCrypt Volumés being use@n a standalonecomputer, sharing it does no harmOnce the
TrueCryptolume isopenred, the icon below will appear in Windows exygo

_-__-xy |
. J'] 3 Tax-Aide Drive (P
Tax-Aide_Drive (P:) '

Vista & Windows Tlcon) Windows XP (Tile)

At this point theTaxWiseapplication may betarted.

Instructions for setting up TaxWise client/server networking are contained ilN#gterorking TaxWise for
TaxAidedocument that is posted on the technology page of the AARPAItXExtraNet. Following those
instructionscarefullyis essentiato successful networking

AARP Taride TaxAideTech@aarp.org
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Whenits icon isclicked, he Stop TaxAide Drive procedurewill look to see if it is possiblbat there may be
workstations still signed on to this computer that may be a TaxWise server. If there are any existing network
connections, the user will be asked to verify that all TaxWise workstations are siffnadfhen the geahead

is received, oif it was not necessary to ask, ttop TaxAide Drive procedurewill shut down any network

shares on the drive and cauSeueCrypto closethe volume resulting in the Pdrive disappearing from

Windows explorer.Entry of the Volume Password will begtéred to reopen the TrueCrypt Volume.

Using Traveler Mode
Whena Traveler Modeemovable data storage devitginserted into a USgort on acomputer, one of the
following will appear

a >
-~ AutoPlay = @ @
> AutoPlay E=NRC X ,
TADISKT (E)
\ _—
TADISKT (H:)
- ["] Always do this for pictures:
Always do this for software and games: Pictures options
s34 Import pictures and videos
Install or run program Gjll p_ p,_,;‘ 2
_ Start Traveler Mode B view pictures
W Publisher not specified BB} |sing Windows
General options General options
Open folder to view files Open folder to view files
| using Windows Explorer § Jsing Windows Explorer
Set AutoPlay defaults in Control Panel View more AutoPlay options in Control Panel

There will be some variation in the look of the boxes depending on the operating system and its settings. If

a{ a1 NI ¢ NI aéilbfiNen thd R&y be chicked topenthe TrueCryptVolumewhich is on the USB

drive. If the operating system optigpreclude the autoplay options from showj@g is the case in the

second picture above, thenclickontheh LISy F2f RSNJ (2 @A Sg FTAE Saé¢ 2LIA2
located in the root of the USB drive.

In some circumstances, Windows mayt display any autoplay options when the Traveler drive is plugged

into the USB port. In other casg®u may want to restart the Traveler drive without unplugging it and

plugging it into the USB port again to trigger the autoplay options. In either yas canstart the Traveler

drive by opening the removable dri’eNB Y @& a & &nd ofididdg® B N KS & { ( le MdatedtilN @ S §
the root of thedrive.

Oncetriggered,the & { G I NI  ptobeduze®ill cAus&TrueCrypto openthe TPDATA.TC volume andke
it appearasdrive letter P in the file manageras below.

AARP Taride TaxAideTech@aarp.org
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' S

Tax-Aide Traveler Ir-ti-?'
(P Tax-fide Traveler (P
Vista & Windows Tlcon) Windows XP (Tile)

At this point theTaxWiseapplication may be started.

AARP Taride TaxAideTech@aarp.org
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In addition tomakingthe P drive appear ithe Windowsfile managedisplay the &Start Traveleg procedure
putsa Stop Traveleicon on the computer system desktpasshown below.

4

td

Stop Traveler

When tax preparation activities are completed (and if this is a server on a netwakeveryone is logged
out of TaxWise) then this icon may be clickdthe resulting activities will stop network sharjatpsethe P
drive TrueCrypt Volumeand remove the Stop Traveler desktop icon and associated files from the system.
Entry of the Volura Password will be required to4apen the TrueCrypt Volume.

Using the Install er
Download theTATCDYersion 63 Instaler from the Technology page of the AARP-Bide ExtraNet
(www.aarp.org/tavolunteers) Close any open TrueCrypt volumd®en run thisfile.

Thelnstallerwill check to see if the TrueCrypt for Taixle Version @ manual already exists onith
computer. If it does ngthismanual is copied to the (My) Documents folder on the computer. A message
telling the user that this has been demppears.Thenthe dialog box shown below appears.

Selecting the Drive Type
This dialogppears foiselecingthe kind of drive that will be the target for the install

A Tax-Aide Truecrypt Drive i =] 3
Install Drive Type Selection

Install on the Local "C'" Drive or a USBE Traveler Drive

Traveler Drives can be USE Flash Keys or
USE connected External Hard Drives

" Local C Drive

& | Traveler Drive:

Cancel | 0K

Choose one of the optionsanddli a h Y ®¢

AARP Taride TaxAideTech@aarp.org
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Selecting the USBDrive

If TraveleMode has been selectemhd there is more than one eligible USB drite, user is asked at this

point to select the drivavherethe TrueCryptv/olumeis to be created.

Specifying the Volume Size

For bothLocal and Traveleanodes the dialog box beloappearsfor selecting the TrueCrypt Volume size:

A Tax-Aide Traveler Instal

Install Drive Selection
There is more than one USB drive on this system

Select a Drive for the Install

" F: ARTExtHDD1

=101 x|

OK

A Tax-Aide Truecrypt Drive Creation V054

=

X

Truecrypt Volume Size

The Recommended Size is
500MB for a single Tax year
$25MB for 2 Tax years
and so on for more Tax vears.

Available Space on the cument drive is
915 Megabytes

Enter the Size Below
914

@ Megabyte

Cancel

") Gigabyte

|

There have been a variety of recommendations for TheeCryptolumefile size but generally for the

current tax year and up to,000 tax returns500 Megabytes should be large enoug8ince the number of

tax returns done for prior years will be much smaller andThgWiseapplication itself is smaller in prior
years the additional size of th@rueCryptontainer for these years can be less than 500 Megabyte

Generally for the currernyear and 3 prior years dfaxWisanstallations plus tax returnshe recommended

size is BO0 Megabytes, often rounded to 2 Gigabytes. The size entry box acogptaumbers without
commas oidecimal pointssochooseMegabyte or Gigabyte accordingly.

hyOS

AARP TaRide
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the TrueCryptVolumeformatting softwareand moves through the first few boxemntering TaxAide
standardparameters Theinstallerwill pause at the/olumePassword entry box below.

Specifying the Volume Password

E TrueCrypt Volume Creation Wizard = | =

Volume Password

Password: | |

Confirm: |

I~ Use keyfies

I Display password

Itis very important that you choose a good password. You should
avoid choosing one that contains only a single word that can be found
in a dictionary {or a combination of 2, 3, or 4 such words). It should
not contain any names or dates of birth. It should not be easy to
guess, A good password is a random combination of upper and lower
case letters, numbers, and special characters, suchas @ ~ =§* +
etc, We recommend choosing a password consisting of more than 20
characters (the longer, the better). The maximum possible length is 64
characters.

Help | < Back | | Cancel |

The password that will be used later to open fheieCryptvolumeis defined at this pointAs the dialog box
saysit is very important to choose a good password because that is typically the weakest link in the
encryption schemeAt the same timethe password must be easily memorable by the-A&e volunteers
who will be using it Gtherwise it will be written downwhich also defeats the purpose of a good password.

Once the password is entered twice and the next box clickethédEnter key struck}he installerwill move
TrueCrypthrough the creation and finalization stages of making TneeCryptolume

Formatting the Volume
While the Volume is being formatted, the following screen will be displayed.

B’ TrueCrypt Volume Creation Wizard -0 x|

Volume Format

Options
(Fiiesystem NTFS vl Cluster [Default %] [T Dynamic

Random Pool: ASDDBEAFBEEFDFDALF26EEF62BCFAATZ V.
Header Key: OFFBEDBSD17A100EBDFSEDD36F1SBC3T. ..
Master Key: E30AS0E2CBA7SE4DESSF14BE0388B9ED. . .

[ ]

Done| 5.078%  Speed| SS52KBfs  Left| 14 minutes

IMPORTANT: Move your mouse as randomly as possible within this
window. The longer you move it, the better. This significantly
increases the cryptographic strength of the encryption keys. Then
click Format to create the volume.

Help | < Back | Format I Garicel |

52y Qi 62NNE | 02dzi insNatn thlddvdiyoui mouswithin thigwindotv. By the time
you see this screethe TATCD Installé¢ & | f NBI Ré& Of AO1T SR aC2NXI ( ®¢

This process could take a long tim@ist wait for the format operation to complete.
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Starting the Tax-Aide Drive
After the volume has beeformatted, the Installer launches the Staprocedure It prepares to open the
volume by presenting the dialog hdelow requesting the password:

Enter password for HATPDATA.TC

Password: || oK |
[ Cache passwords and keyfiles in memory Cancel

I Display password
[~ Use keyfiles Keyfiles... | Mount Optigns... |

]

Once thecorrectpassword is enteredhe TrueCrypWolumewill be openedand shared. The TaxAide Drive
Open dialog will be presented:

Start Tax-Aide Drive Y054 X|

\i.) Drive P: is mounted and shared as TaxWiseServer_P

If on a network the \Workstations can be started now

Handling Errors during TrueCrypt Upgrade

If the Local @rive is chosen and contains an existing installation of one of the older versions of TrueCrypt,
the Version & TrueCrypt installer may fail in its attempt to replace the older version. If this happens, the
TATCD Installer will lose synchronization with the TrueCrypt installer, report an error, and exit. A message
may suggest restarting Windows to get around #nisor. If this error condition occurs, use Control Panel >
Add or Remove Programs to manually uninstall the legacy version of TruéGhgot restart Windows and
restart the TATCD Installer.

Do not attempt to prevent this error from occurring by preeptively uninstalling a legacy version of
¢ NUzS/ NB LG o0S¥2NB fldzyOKAy3a GKS ¢! ¢/ 5 LyadalfttSN®
automatic migration of the contents of legacy TrueCrypt Volumes to newtgated volumes.

TrueCrypt blue key icon g
The installer attempts to remove the TrueCrypt blue key icon from the desktop, to avoid volunt

confusion between it and the Start and Stop -Page Drive icons. In some circumstances this blue key icon is
not successfully deleted by the instaltend cannot be deletd from the desktop using the norm@lindows

delete operations. In some of thesases, a right click on an empty part of the desktop and selection of
GwWSFNBaKeé FNRBY GKS YSydz RAaLE @SR gAff O2YLX SGS

*The legacy version of TrueCrypt may have already been uninstalled when you look at thedistlleii programs. If
so, continue as though you had just uninstalled it.

AARP Taride TaxAideTech@aarp.org
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APPENDIXA z Understanding Migration Scenarios

This appendix deals with the issues arising from the use of the verddmgAide TrueCrypt Driver
procedures and legacy versions of tpeocedures. When the TATOBstaller isused the first thingit doesis
check to see if legacy versions of TrueCrypt software exist on the computer upon whickt#fieris being
run. If the Installer is being used to create a Traveler Mode TrueCrypt Valuenieaveler USB drive is also
checked to see if any legacy siems of TrueCrypt software exist on the USB drive.

If TrueCrypt software prior to version 6.2 is found, it is upgraded, any existingid@XrueCryptprocedures
are removedand the TrueCrypt Volumes with filenamEBDATA. TCSDATA.TCRDATA.T@nd
TQDATA.T@re marked to be upgraded to the latest TrueCrypt Volume technology.

PLEASE NOTE that only the standard legacy TrueCrypt{aid€asetups listed above are migrated
automatically.

Changes for Version 6.3

Legacy TrueCrypt for Taxde Installers (before version 6.2) offered two modes of TrueCrypt usage for
internal hard disk drives: Single and Dual Internal Modes. In Dual Internal Meriteaay TrueCrypt
Volume named ADATA.TGpenred as drive?. was itended to contain only the current year of TaxWise,
while aSecondary volume namediDATA.TG opered as driveS -- was intended to contain angrior years
of TaxWise that were installed on that same internal hard disk drive.

The versior6.3 TATCIprocedures provide only Local Mode for internal hard disk drjw@milar to legacy
Single Internal Mode. lbocalMode,the TrueCrypt Volume TPDATA-T@penred as drive P=is intended to
contain both the current year of TaxWise as well as@ior years of the program that may be installed on
that same internal hard disk drive.

Legacy TrueCrypt for T#xde Installers also offered two modes of operation for removable data storage
devices: External and Traveller Modes. In External Mode, the fimtgifogram was installed on and

loaded for execution from the:@rive of the computer to which the removable data storage device was
attached. By contrast, in Traveller Mode the TrueCrypt program was installed on and loaded for execution
from the remowable data storage device that also contained the TrueCrypt Volume. The version 6.2 TATCD
procedures provide only Traveler Mode operation for removable data storage devices.

Starting with TaxWise 2008, a TaxWise design change has matlegliaxWise frondifferent drive letters
more difficultthan it is to always run the program from the same drive letter. In light of this change in
TaxWise and also to simplify the use of TrueCrypt forAide, the National Technology Committee decided
to discontinue suport for the Dual Internal and the External Modes of the legacy installers and to use only
drive P: wheropening all TrueCrypt Volumes for FAide.

AARP Taride TaxAideTech@aarp.org
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Migration Scenarios

Scenario 1 z No TrueCrypt previously installed

If you are installing TrueCrypt for Tax-Aide version 63 on a computer or removable data storage device
that does not already have a legacy TrueCrypt for Takide installation, there are no migration issueg
just use the TATCD Installer in the appropriate mode.

Scenario 2 zInternal Mode True Crypt previously installed

If you are installing TrueCrypt for TaxAide version 63 on a computer that already has a legacy Internal
Mode TrueCrypt for TaxAide installation, the legacy installation can be in either Dual Internal Mode
(using both drives P:and S:) or Single Internal Mode (using drive P: only).

The TATCDnstaller will change the names of legacy volumes TPDATA.TC and TSDATA.TC to
TPDATAOLD.TC and TSDATAOLD.TC. Then the user will be asked to create a new TrueCrypt Volume. It
is vital to makethe new volume large enough to hold all of the data in the old volumes and any new data
that will be added. Once the new volume has been created, the user will be asked for the password to
open the new volume and then, in turn, for the passwords of thedVolumes to open them. The entire
contents of the old volumes will be copied across to the new P: volume. This is done first for
TSDATAOLD.TC and then for TPDATAOLD.Tis can take a long time!Once the copying has

completed successfully, the oldolumes are deleted. If any errors occur, the old volumes will be left for

the user to open and manually copy data across to the new volum&ppendix B contains instructions

for resolving these migration errors.

It may be necessary for the software to fae dismount the old TrueCrypt volume when it is closing it. If
you are asked, allow the force dismount.

If a TaxWise installation for tax year yy that will now be running from drive P: previously ran from drive
S:, you will need tadelete any desktop icos that launched TaxWise from the S: drive andin

PAUTSyy TWTech setup.exeto properly set up the TaxWise software and to create new desktop icons
that launch from drive P:before launching that year of TaxWise.

Scenario 3 z External or Traveller Mode Tru eCrypt previously installed

If you are installing TrueCrypt for TaxAide version 63 on a removable data storage device that already
has an existing TrueCrypt for TaxAide installation, the legacy installation can be in either External or
Traveller Mode.

In either case the legacy installation will be detected, and the TrueCrypt files TRDATA.TC or TQDATA.TC
will be moved to the root directory of the C: drive of the system upon which thiastaller is running. The
files will be renamed TRDATAOLD.TC and TQDATIADTC.

Then the user will be asked to create a new TrueCrypt volume on the USB drive. This container needs to
be large enough to hold whatever was in the old volume plus any additional data that will be stored in it.
Once the new volume has been createdéd user will be asked for the password to open the new volume
and then the password to open the old volume. The entire contents of the old volume will then be copied
across to the new P volumeThis can take a long timeOnce the copying has completed suessfully, the
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old volume is deleted. If any errors occur, the old volume will be left for the user to open and manually
copy data across to the new volumeAppendix B contains instructions for resolving these migration
errors.

It may be necessary for thesoftware to force dismount the old TrueCrypt volume when it is closing it. If
you are asked, allow the force dismount.

If a TaxWise installation for tax year yy that will now be running from drive P: previously ran from drive
Q: or R, you will needo delete any desktop icons that launched TaxWise from those drivesid run
PAUTSyy TWTech setup.exeto properly set up the TaxWise software and to create new desktop icons
that launch from drive P:before launching that year of TaxWise.

Scenario 4 7 V6.3 Traveler Mode drive inserted into a computer with  a version of TrueCrypt prior
to 6.2 installed

If a Traveler Mode drive that was created or updated by the version®TATCDprocedures is inserted
ETOT A AT i BDOOAO xEOE 4 O00A #ddham Arives Tri@Qrypi ubed the TrueCryptE A
driver installed on the system to access the Traveler Mode TrueCrypt Volume. As a result, the TrueCrypt
version installed on the system must be compatible with the TrueCrypt Volume on the Traveler Drive. If
the procedure detects that this is not true, it offers to upgrade or uninstall the version of TrueCrypt that

is installed on the system into which the Traveler Mode drive has been inserted.

If the system will be used exclusively with traveler mode in théuture, the appropriate response is to
uninstall the TrueCrypt software. However, if the system will be used with a local hard drive installation
in addition to Traveler mode, the appropriate choice is to upgrade.

When this upgrade is done, three thingsdppen
1. The legacy TrueCrypt software is uninstalled
2. Legacy TaxAide procedures are removed

3. The TrueCrypt Volume files TPDATA.TC and TSDATA.TC are renamed TPDATAOLD.TC and
TSDATAOLD.TC

Then the Traveler volume is opened as normal using the newly upgrad@dueCrypt software.

Very Important! At this point it is not possible to open the Local TrueCrypt Volumes on the C: drive
using TaxAide procedures. In order to open these volumes, the TATCD Installer must be run on the
systemspecifying an install on theLocal C: drive. A new TrueCrypt volume will be created, and the
contents of the old volumes will be noved across as described above.
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APPENDIX Bz Resolving Migration Error s

Background During the installation of Version3overaversionprior to 6.2 the TATCInstallerchanges

the name of the old volume from TPDATA.TC to tpdataold.tc. To transfer the files and folders from the old
volume to the new volume, thinstallertemporarily opens the old volume as a different drive, drive S:.

During a normhinstallation without errors, after you have entered the password for the new volume and the
password for the old volume, you will then see a window that lists each file as it is being transferred. In case

of error during the copying process the procedulnrelow must be used.

There may be a flashingan in the lower right task baraying thathe TATCDnstalleris paused.Toget rid

of the flashing icoyright clickon it and selecth @it.€

going on it will be lost

Go to the Start menu and open the TrueCrypt Application.

B TrueCrypt i

¢ HKokcibly exiktielnstaller, if anything useful was

=10 x|

Yolumes System Keyfiles Tools Settings Help Homepage
Drive ] Yolume | Size I Encryption algorithm ] Type |:_
l SeE:
e F
G
H:
Sl
e
K b
el
e M
S
e Jok
“e*P:  c\TPDATA.TC 29GB AES MNormal
G () el
4] [ »
Create Yolume Yolume Properties,., | Wipe Cache I
—Yolume
| Citpdataoid.tc ~| SelectFle... |
IV Never save history
Yolume Tools... l Select Device... l
Mount I’ Auto-Mount Devices Dismount All Exit
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Ensure that the P: drive is open withtBdata.tc (Windows XP) or\@sers publidtpdata.tc (Windows Vista)
and the H: drive is open with tpdatold.tc. For instructiomshow to do this see TrueCrypt help.

Minimize the TrueCrypt window.
Go to My Computer and open the H: drive.
Go to Edit, Select All, and then copy or move all of the files and folders from the H: drive to the P: drive.

Finally, restore the TrueCryptWiR2 ¢ > KA IKf AIKG GKS 1Y @2tdzy¥Ss | yR
then close the TrueCrypt window.

APPENDIX ¢ Locating TrueCrypt Volume container files
In Local Mode, where the container file is stored depends on which Windows version is in use.

1 For Windows 2000 and Windows XPhe file is stored in the root of the C drive; the path for the
TrueCrypt Volume is
o CATPDATA.TC
1 Fo Windows Vista and Windowsc/The file is stored at the root of the Public directory; the path for
the TrueCrypt Volumesi
0 CA\User§Publia TPDATA.TC

In Traveler Mode the container file is stored at the root of the flash key or removable hard disk drive and is
named TPDATA.TC.

This path information is only needed when the time comes to delete the TrueCrypt Volume. Umdemell
usage scenarios, the TAT@IDcedures use the appropriate paththe user does not have to be concerned
with them.

APPENDIX Dz Accessing Source Code

The source code for the TAT@Dceduresis written in the AutolBcripting language. The sourissopen to
everyone and is published in a common source code repository for the tools endorsed or supported by the
National Technology Committed\ directory of the published source codes is posted on the Technology page
of the AARP Takide ExtraNet.
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APPENDIX Ez Changing a Volume Password

It is a good data security practice to change the Volume Password-@fidaXrueCrypt Volumes annually in
preparation for a new tax season. It may be necessary to do so at other times if the password is
compromisa@. This section shows how to change a Volume Password.

Downloadthe TaxAide TrueCrypt Volume Password Charfgam the Technology page of the AARP-Tax
Aide ExtraNet. Close any open TrueCrypt volumes; then run this file. The first dialog box theat &ppear
shown below:

=0 x|
TrueCrypt Volume Password Change
TrueCrypt Volume
G:' Browse I

0ld Password

New Password
Retype New Password

[~ Show Passwords

Cancel | oK

When it is launched, thBassword Changsearches the system on which it is running to find the TrueCrypt
Volume that is the most likely candidate for having its password changed, starting with removable drives. It
puts the pathtoth G @2 dz¥YS Ay GKS a¢NHzS/ NBLJWI +2f dzyYSé FASE Rc
whose password you want to change, click on the Browse button to bring up a Browse dialog:

Use the Browse dialog to locate and select the TrueCrypt Volume with tisa/pasyou want to change.
2 KSy GKFG FA{S Aa 4S5t SOGSRT OtAO] 2y 6hLISY®E  ¢KA

RAFE23 gAGK GKS LI GK G2 GKS &aSt SOGSR @2fdzvrS Ay (K
new Volume Pawords and click on OK.
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